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ABSTRACT

While fusion can be accomplished at multiple levels in a multibiometric system, score level fusion is commonly used as it
offers a good trade-off between fusion complexity and data availability. However, missing scores affect the implementation

of several biometric fusion rules. While there are several techniques for handling missing data, the imputation scheme -
which replaces missing values with predicted values - is preferred since this scheme can be followed by a standard fusion
scheme designed for complete data. This paper compares the performance of three imputation methods: Imputation
via Maximum Likelihood Estimation (MLE), Multiple Imputation (MI) and Random Draw Imputation through Gaussian
Mixture Model estimation (RD GMM). A novel method called Hot-deck GMM is also introduced and exhibits markedly
better performance than the other methods because of its ability to preserve the local structure of the score distribution.
Experiments on the MSU dataset indicate the robustness of the schemes in handling missing scores at various missing data
rates.
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1. INTRODUCTION

Biometric systems that consolidate multiple sources of biometric information of the same identity are known as multi-
biometric system$. This consolidation of multiple traits, multiple units (of the same biometric trait), multiple classifiers

or multiple samples, could be implemented at various levels, viz.: image level, feature level, rank level, score level or
decision level. Fusion at the score level is the most common approach due to the trade-off between information availability
and fusion complexity.

Most techniques for score level fusion are designed for a complete score*watiare the scores to be fused are
assumed to be available. These methods cannot be invoked when score vectors are incomplete. Missing information may
be due to several reasons: (a) failure of a matcher to generate a score (e.g., a fingerprint matcher may be unable to generate
a score when the input image is of inferior quality); (b) absence of a trait during image acquisition (e.g., a surveillance
multibiometric system may be unable to obtain the iris of an individual); or (c) sensor malfunction, where the sensor
pertaining to a modality may not be operational (e.g., failure of a fingerprint sensor due to wear and tear of the device).
Deletion methods, which omit all incomplete vectors, will not be suitable in such gdsgsutation methods, on the other
hand, which substitute the missing scores with predicted values are a better solution as (a) they do not delete any of the
score vectors which may contain useful information for identification, and (b) their application could be followed by a
standard score fusion scheme.

Many imputation methods are widely known. The shortcomings of some simple single-imputation methods like Mean
Imputation, Median Imputation and Regression Substitution have been discussed in the lifetafheemore advanced
imputation methods can be divided into three categories based on the model of data they assume: parametric methods,
non-parametric methods and semi-parametric methods. Two popular methods, Maximum-likelihood Estimation (MLE)
and Multiple Imputation (MI) via Data Augmentati®r), assume a multivariate normal parametric model for the complete
dataset. Zio et a. compare two semi-parametric methods - the Random Draw using GMM estimation (RD GMM) and
Conditional Mean using GMM estimation (CM GMM) - and one non-parametric method called the Nearest Neighbor
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Donor (NND). After applying the methods to both synthetic anal data, they observed that RD GMM is better at
preserving both sample mean and covariance unlike CM GMM and NND.

The missing score problem in biometric fusion has received limited attention. A Bayesian approach utilizing both ranks
and scores to perform fusion in an identification system was proposed by Nandakum#t etrath handled missing
information by assigning a fixed rank value to the marginal likelihood ratio corresponding to the missing entity. Fatukasi
et al® implemented the k-nearest neighbor (k-NN) imputation method and described three different variants for use in
biometric fusion. An empirical comparison of some imputation methods such as Mean Imputation, Median Imputation and
Regression Substitution was also done.

In this paper, we analyze two parametric methods (MLE and MI) and one semi-parametric method (RD GMM) for
handling the missing data problem. The MSU databasetaining match scores of three modalities (face, fingerprint and
handgeometry) is used in the experiments. Furthermore, we introduce a novel imputation algorithm called the Hot-deck
via GMM estimation, which could be viewed as an extension of the RD GMM imputation scheme.

The remainder of this paper is organized as follows. Section 2 discusses the patterns of missing data and the criteria for
designing imputation methods. Algorithms employed in this work for handling the missing score problem are described
in Section 3. The performance of different methods under various training and missing data parameters are reported in
Section 4, and the ensuing results are discussed in Section 5. A summatry is presented in Section 6.

2. PATTERNSOF MISSING DATA

Distinguishing between different patterns of missing data is important because it will determine the method used for
handling the problem. Rubfrdefined a taxonomy for three patterns of missing data. In ‘Missing Completely At Random
(MCARY)', the probability that an entry will be missing is independent of both observed and unobserved values in the
dataset. In ‘Missing At Random (MAR)’, the probability that an entry will be missing is a function of the observed values

in the dataset. In ‘Missing Not At Random (MNARY)’, the missing entry depends on the observed data as well as on
the value of the data which is missing. It should be noted that methods for distinguishing between MCAR and MAR
are computationally expensive. Ramoni and Sebaétialgiscribe a novel method called the Robust Bayesian estimator
(RBE), which bounds the set of all missing-value estimates consistent with the data using probability intervals, even if
there is no information about the pattern of missing data. Since determining the reason behind missing information may
not always be possible, it cannot be guaranteed that the occurrence of a missing observation is truly random. This makes
MAR a much milder assumption (compared to MCAR) thereby allowing the synthesis of a missing-value dataset from a
complete dataset.

As stated by Marker et at? two main criteria should be employed in assessing the performance of imputation methods:
(a) a good imputation should preserve the natural relationship between variables in a multivariate dataset (in our case, the
variables correspond to scores originating from multiple classifiers); (b) a good imputation method should embody the
uncertainty caused by the imputed data by deriving variance estimates. These two criteria are applicable for imputation in
a biometric score dataset. Additionally, the use of imputed data should result in comparable performance as that of raw
data containing no missing observations. Some imputation methods may not result in good performance if they overstate
or understate the relationship between variables, or if they omit the uncertainty in the imputed data.

3. IMPUTATION METHODS
3.1 Notation

Let D = {X1,X5,...,Xn}! denote the dataset witd observations where eadh with i = 1,...,N is a vector of scores

from K different modalities (or classifiers). Different multivariate models will be assumed in the methods considered
below. For example, in the MLE and MI methods, the datBsefll be assumed to havela-variate Gaussian distribution

with meanp = (U, ..., Ux) and covariance matriX = (oj) (with k= 1,...,K). Since both MLE and GMM methods

use an iterative algorithm for estimation, Bt) denote all the parameters to be estimated at-thateration. Note that

O = (U, ) corresponds to the multivariate Gaussian assumption.

The training seb" of score vectors does not have any incomplete observations. The D5 sentains both complete
and incomplete observations. An incomplete vector missing a score from the second classifier can be vXjtten as
{xePs xS . X805} = {X°Ps, XS}, Here, X" denotes the scores that are available wKJI¥ denotes the scores that are
missing.
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3.2 Imputation through MLE

Thetheoretical benefits of Maximum-likelihood Estimation (MLE) are widely known. After incorporating the Expectation
Maximization (EM) algorithm, the MLE via EM method can be used to handle the problem of parameter estimation in
an incomplete dataset. The standard MLE via EM algorithm applies a two-step iterative procedure to estimate the final
parameters:

e E-STEP: Replace missing scores with the conditional expectation of the missing data given the current estimate of
mean and covariance matrix of the training data; the sweep opkispplied to get regression equations vi#s
as predictors.

e M-STEP: Obtain the new ML estimates of the mean vector and covariance matrix using both the observed data and
the imputed data from the E-STEP.

When this method is used in the biometric scenario involving match scores, some additional constraints are required:
the different observations (vectors) should be considered independent, and this assumption should be maintained as much
as possible during the estimation and imputation procedure. In order to accommodate this assumption, while computing
the distribution parameters and performing imputation for the incomplete \bépto(xic’bs, Ximis), we only use the training
setD" and the observed part of this vecbq?bs. This strategy is relevant in a practical situation where the training set is
relatively fixed.

With the assumption of K-variate normal distribution, the hypothetical complete dddabetongs to the regular
exponential family. S ;xk and ¥ ; xykxij are sufficient statistics of samples from this distributiprk& 1,.. ., K).
The modified-th iteration of E-STEP can then be written as:

E (z{‘:l>q;<|D",xi°bs,G)“>) —snx k=1, K (1)
t) (t t
E (Zinzlxikxij DY, XPbs, @(0) =3 (Xi(k)xi(j> + Ci(jo (@)
where,
L0 Xik, if Xk is observed @)
ik — ) E (xik|D",Xi°b5,®(U), if X\ is missing
and

0, if X, Or xij is observed
) = . - 4)
ijk Cov (Xjk,ij D", xobs, G(U) , if xi andx;j are missing
The M-STEP of the EM algorithm is straightforward and is a standard MLE process, i.e.,
) L& .

He )=ﬁi;x§k>, k=1,....K; 5)
1 n

ol =2k <_inkxa j |D”,>§°bs> — . (6)
=

The algorithm will iterate repeatedly between the two steps until the difference between covariance matrices in subse-
quent M-STEPs falls below some specified convergence criterion. Then the imputed values are calculated by performing
the E-STEP one more time.
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A notable drawback of EM algorithm should be pointed out. Theutad scores from the EM algorithm lack the
residual variability which are present in the training set with complete data, because they fall exactly on the regression
line when using the parameters estimated by the iterations. The Ml method described below will impart variability and
uncertainty to these imputation values.

3.3 Multiple Imputation Method

The primary shortcoming associated with the MLE method - its inability to accommodate variability/uncertainty - can
be attenuated by the Multiple Imputation (MI) method. Proposed by Rubiie, MI method accounts for missing data

by restoring not only the natural variability in the missing-data, but by also incorporating the uncertainty caused by the
estimation process.

Although several variants of Multiple Imputation are available, the NORM package proposed by Sairaétrem-
ploys the Data Augmentation algorithm, exhibits good performance. Data Augmentation (DA) is an iterative simulation
technique that bears a strong resemblance to the EM algorithm. In the DA process, missing data are first imputed by
drawing them from their conditional distribution given the observed data and assumed values for the parameters (I-Step).
Next, a set ofmultiple values for the parameters is drawn from the Bayesian posterior distribution given the observed data
and the most recently imputed values for the missing data (P-Step). Alternating between these two steps continues until
convergence produces multiple imputations (sayof the missing data.

The converged parameter estimates corresponding tentimeputations is stored in this case. Then the following
analysis is conducted in order to obtain an estimate of the imputed data : a) compute the point estimate of each parameter;
b) compute the estimate of the standard error for each parameter; and c) obtain the critical ratio (point estimate divided
by the estimated standard error). After that, Rubin’s Rusge used to combine the results of this analysis to derive an
overall estimate. A reasonable point estimate of the parameter is the simple averagmefstimates. The estimate of
the standard error is a combination of the within-imputation variabflityand the between-imputation variabilig,

T = [+ [(1+1/m) <8

3.4 Imputation via GMM Estimation

Imputation method via Gaussian Mixture Model (GMM) estimation contains two parts: density estimation using the as-
sumption of a GMM and imputation using the estimated density.

The density estimation problem can be stated as follows. Given our dBtaskich can be interpreted &spoints in
K dimensions, and a familly of probability density functions, find the probability densft{x) € F that is most likely to
have generated the given points.

Gaussian Mixture Model defines the famByby assuming that each member has the same mathematical form - a
multivariate Gaussian distribution - and using differént (ps, ..., pc; M1, -- -, Hc; Z1,- - -, 2¢) Which denotes all sets of
parameters in the model to distinguish different members, i.e.,

C
f(%0)= ;ch(X: Hc,Zc), )

wherey pc =1,pc > 0forc=1,...,C. Let us introduce the vector of indicator variab#s= (zj1,...,zc) wherezc =1
if observation belongs tac-th multivariate Gaussian distribution, and 0 otherwise.

Hunt and Jorgenséhdesigned a GMM Estimation algorithm based on the maximum-likelihood estimates via EM
algorithm.

3.4.1 Density Estimation of GMM

Although a mixture model has great flexibility in modeling, a restriction of the number of compdDéntill required,

because along with an increase in the number of parameters, the estimation of those parameters from the training data
might imply a greater variance for each of the parameters. In our work, the Bayesian Information Criterion (BIC) is used
as the statistical criterion to obtain a reasonable val@ of

The Expectation (E-STEP) and the Maximization (M-STEP) are described as follows:
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o E-STEP;
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= (8)
sS PN pd) 5Y)

Here, the first expected valu?{é> is the estimated posterior probability (at iterattpthat thei-th observation belongs
to thec-th group.

e M-STEP: The mixing proportions are given by:
t11) 1 At
p((3+):_|;.[i(c)a CZl,...,C (9)

The multivariate Gaussian parameters are obtained as:

tvy 1 & () i () O _
py — E(S tWx D" pd,50 ), k=1,....K (10)
ck np((:t+1) <|Zi ic c C
(t+1) 1 = A1) )
zcjk = np((:t+1)E iZiTiC XikXij|D M, 2e (12)
_y((;tl(+l>y((:tj+1) 9 Jvk: 17 . ~7K

3.4.2 Two Imputation Methodsvia GMM Estimation
e Random Draw Imputation: The estimates of the Gaussian mixture model parameters are obtained as:

C
f(X;0) = chNOQ;#c,Zc), (12)
c=
In practice, the random drawing of a valueﬂ‘f' from the distribution of
_ C _
f(XiIT‘IS|XiObS; e) — z TiCN(XiIT‘ISp(iObS; e)’ (13)
fo=}

could be accomplished by two simple steps: First, draw a vaftem the distributiorMultinomial (1; 11, . . ., Tic);
Then, giverc, generate a random value from the multivariate conditional Gaussian distribution as the imputation of
the missing valudl(X™s|X°0s; ©).

e Hot-deck Imputation: The main principle of the hot deck method is to use the current set of existing scores or
simulated scores (donors) to provide imputation values for the incomplete vectors. In our experiment, a simulated
dataset based on the estimation of the mixture model parameters was used as the donor dataset.

The procedure can be described in two steps: Firstly, use the estimation of mixture model par@ntetsirs-

ulate a dataseDS‘m={Yl,...,YM}T,M > n. Then, in order to impute values to an incomplete vedqruse

the observed pamg-obs to find the simulated vectdY,, in DS™, which has the smallest Euclidean distance with
Xi"bs, and then replace the missing pXﬁ‘S with the exact value of the corresponding vectgr. For instance, if

Xi = (XG0, Xmis . X%) (implying that the score of the second classifier is missing), the missing score will be
imputed by the score of the second featur¥ i )(i',rznp = Ym2.
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Figure 1. Example of the structure of the database used in o@riexgnts. Here, 50% of the dataset is used as training data, and a
missing rate of 10% is specified for the test set.

4. EXPERIMENTS

Experiments were conducted using the Michigan State University (MSU) dataset consisting of face, fingerprint and hand-
geometry information pertaining to 50 users with each user providing 5 samples of each biometric. Each modality includes
500 genuine scores and 12,250 imposter scofigse column vectof X1, X2, X3} corresponds to the (similarity) scores of

face, fingerprint and hand-geometry, respectively.

The size of the training set is varied as three different proportions of the complete score database: 10%, 25% and
50%, respectively, and each training set is used by the four imputation methods. It should be noted that the training set is
always completely observed without any missing data, i.e., it consists of complete score vectors. The remaining part of the
database (90%, 75% and 50%, respectively) is used for testing and evaluating the models.

For each modality in the test set, we randomly remove the matching scores at three different rates: 5%,10% and 50%,
in order to artificially generate missing score vectors. At the same time, we ensure that there is at least one observed score
available for every observation (vector). Since missing data is simulated at different rates on a modality-by-modality basis,
the total number of observations (score vectors) containing missing data can be greater than the product of the size of the
test set and the specified missing rate. Figure 1 gives an example of the structure of the database used in the experiment.
It should be noted that the training subsets corresponding to both genuine and imposter score vectors are combined into a
single training set when estimating the parameters.

As a result, nine combinations encompassing different training and missing data rates are generated. Although the
above procedure to generate missing data is completely random and the artificial database appears to conform to the
MCAR scenario, the MAR assumption may still be tenable since in real-world operational datasets there could be potential
reasons for the missing part to depend on the observed part.

Several auxiliary software were used to obtain the imputed values in this work. NORM is a free program distributed by
Schafer(1997), and it has been employed for ML estimation and Multiple Imputation, both of which assume the multivariate
normal model. Gaussian Mixture Model estimations are obtained using the R software with the “mclust” package, Version
3.1-10 (2008), for Windows.

5. RESULTS

The min-max normalization scheme followed by the simple Sum Rule fusion has been observed to result in reasonable
improvement in matching accuracy of a multibiometric sysferiihis technique was used in this work for reporting
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Figure 2. Scatter plots of the test set (‘0": Genuine and ‘X’: Imposter) before artificially removing some points. (a) When 50% of the
MSU dataset is employed for testing; (b) When 75% of the MSU dataset is employed for testing

matching performance. Also, in the various graphs, the legend “Raw Fingerprint/Face/HandGeometry” is used to indicate
the performance when there is no missing data and the legend “Imputed Fingerprint/Face/HandGeometry”is used to denote
performance after application of one of the imputation methods.

The following are some comments on the recognition performance of different imputation methods:

e From Fig.5 and Fig.6, we observe that imputation through MLE performs the worst among the four methods, and
the MI method which uses the same model (multivariate normal distribution) and the same estimated parameters
performs much better. From these figures we even notice that the MLE imputation method results in poor fusion
performance that is worse than a single modality system (fingerprint) at a low AR %). This can also be seen
in Table 2. When the rate of missing data reaches 50% (Mi50), under the MLE method, the GAR (Genuine Accept
Rate) of Sum Fusion decreases to that of fingerprints at a FAR of 0.1%. This does not occur with the other methods
used in our experiments.

e From Fig.5 and Table 1, we can observe that the MI method provides a comparable performance with the GMM
assumption when the missing rate is low 10%). When the missing rate increases to 50%, although the fusion
performance due to the Ml method is rather high (the EER of sum fusion is below 0.1% in this case), from Fig.6b we
notice that the performances of the single modalities depart significantly from that of the raw dataset, which means
the imputed data perturbs the natural characteristics of the original raw dataset. On the other hand, the Hot-deck
GMM method delivers a low EER for fusion whilst simultaneously retaining the original shape of the ROC curves
of the individual modalities.

e From both the EER and the GAR tables, we note that the fingerprint modality is sufficiently robust to various missing
rates and different imputation methods. Therefore, assigning a comparatively high weight parameter to the similarity
scores of the fingerprint modality during fusion will increase the robustness of handling missing data for this dataset.

e As a complement to the Random Draw via GMM method, the Hot-deck via GMM method performs much better
under a higher missing rate. From Table 2 it can be found that the GARs of the face and handgeometry modalities
decrease steeply when the size of the training set is small. This might be due to the nuances of the imputation process.
The valuec which is drawn fromMultc(1; 71, .., Tik ) plays a critical role in the imputed data, since it decides which
component of the mixture model should be used to generate the imputation. A slightly biased valwélfoause
an enormous deviation from the true component of the mixture model to which the raw score belongs. Therefore, if
the size of training set is not large enough, the RD GMM method is more likely to generate a large bias from the raw
data. In contrast, the Hot-deck via GMM method does not only rely on the estimated parameters, but also uses the
information corresponding to the observed part of the incomplete vector to choose the nearest simulated data. It also
requires the sample size of the simulated data to be large enough, and this requirement can be easily satisfied.
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Figure 3. Scatter plots of the matching scores (‘0": Genuine and ‘X’: Imposter) after imputation using different methods. Here, 50% of
the dataset is employed as training data, and 10% of the test set is artificially missing: (a) MLE; (b) MI; (c) RD GMM,; (d) Hot-deck
GMM.
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Figure 4. Scatter plots of the matching scores (‘o’: Genuine and ‘X’: Imposter) after imputation using different methods. Here, 25% of
the dataset is employed as training data, and 50% of the test set is artificially missing: (a) MLE; (b) MI; (c) RD GMM; (d) Hot-deck
GMM.
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Figure 5. Recognition performance of different imputation methods where 50% of the dataset is employed as training data, and 10% of
the test set is artificially missing: (a) MLE; (b) MI; (c) RD GMM,; (d) Hot-deck GMM.
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Figure 6. Recognition performance of different imputation methods where 25% of the dataset is employed as training data, and 50% of
the test set is artificially missing: (a) MLE; (b) MI; (c) RD GMM,; (d) Hot-deck GMM.
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Table 1.
Equal Error Rate (EER) of different imputation methods. ‘Tr50’° means 50% of the dataset is used as training set, and
‘Mi5’ means 5% of the test set is artificially missing.

Raw Tr50 Tr25 Tr10
Data Mi5 | Mi10 | Mi50 Mi5 | Mi10 | Mi50 Mi5 | Mi10 | Mi50
MLE Face 5.65 6.80 | 6.32 | 4.40 5.06 | 5.40 | 5.50 6.02 | 5.83 | 5.61

Finger 711 || 6.12 | 7.34 | 10.12| 5.78 | 557 | 6.76 | 7.65 | 7.10 | 6.69
Hand 14,92 || 14.20| 14.56| 15.94 || 14.88| 14.51| 15.81| 15.28| 14.71| 15.53
Sum Fusion|| 0.36 || 0.31 | 0.90 | 1.99 || 0.58 | 0.48 | 1.07 | 0.60 | 0.57 | 1.40

Mi Face 565 | 685 | 599 | 318 | 502 | 473 | 2.77 || 543 | 531 | 2.99
Finger 711 | 680 | 7.02 | 363 | 535| 562 | 2.77 || 6.98 | 6.43 | 3.64
Hand 14,92 13.53| 12.84| 8.32 || 13.28| 13.01| 7.41 || 14.59| 13.35| 7.46

Sum Fusion|| 0.36 | 0.33 | 0.32 | 0.06 || 0.30 | 0.40 | 0.25 || 0.39 | 0.26 | 0.09

RD GMM Face 565 || 564 | 575 | 480 | 568 | 548 | 6.48 | 573 | 6.65 | 6.99
Finger 711 704 | 773 | 780 | 710 | 766 | 804 | 7.22 | 7.10 | 5.76
Hand 14.92| 14.68| 14.56| 15.05| 14.82| 15.25| 15.81| 14.56| 13.97| 13.81

Sum Fusionf| 0.36 || 0.39 | 0.58 | 0.76 || 0.69 | 0.73 | 0.90 || 0.80 | 0.58 | 0.92

Hot-Deck GMM Face 565 || 548 | 518 | 385 | 565 | 534 | 473 | 556 | 541 | 3.22
Finger 711 | 6.72 | 711 | 566 | 6.97 | 7.11 | 496 | 6.94 | 6.50 | 3.98
Hand 1492 14.44| 14.20| 11.65| 14.66| 14.63| 10.90| 14.32| 13.40| 7.28

Sum Fusionf| 0.36 || 0.37 | 0.36 | 0.29 || 0.36 | 0.34 | 0.08 || 0.28 | 0.25 | 0.06

6. SUMMARY

Theresults in the previous sections indicate that the imputation of missing data through the Gaussian Mixture Model is a
powerful scheme for multimodal biometric fusion. Particularly, imputation via Hot-deck from the simulated dataset gen-
erated using the estimated Gaussian mixture model, results in a better recognition performance than the others. Imputation
by randomly drawing from the estimated Gaussian mixture model is also a suitable option when it is difficult to generate

a large simulated dataset. The imputation methods described in this paper focus only on recovering the missing similar-
ity scores, but do not concern themselves with the subsequent processes in biometric fusion like score normalization and
fusion rule. We are currently designing schemes in which the imputation and fusion can be performed simultaneously.
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