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Abstract—Smart home Internet-of-Things (IoT) has a vibrant
market with a wide range of appliances and sensors, spanning
across smart home, smart city, and smart factory. However, the
security and privacy of these IoT systems have raised serious
concerns. Currently, most IoT devices rely on electromagnetic
wave-based radio frequency (RF) for communication. Yet, RF
has several inherent limitations such as shortage of spectrum,
susceptible to interference, and vulnerable to eavesdropping
or jamming attacks. This paper presents URadio, a wideband
ultrasonic communication system. By leveraging recent advances
in reduced Graphene Oxide (rGO), we design a new type
of electrostatic ultrasonic transducer, which can achieve more
than 6x bandwidth than commercial ultrasonic transducers.
With this new transducer, we design an OFDM communication
system to maximize its data rate for smart home applications.
We build a prototype of URadio on a wireless testbed and
evaluate its performance in several real-world environments. Qur
experiments show that URadio can reach up to 360 kbps data
rate at a distance of 81 cm or 20 kbps data rate at a distance
of 20 m, which supports a variety of smart home applications.
We further showcase URadio’s resilience against eavesdropping
and jamming attacks, as well as demonstrate its capability of
securely localizing objects in an indoor environment.

Index Terms—Ultrasonic communication, smart home, eaves-
dropping, indoor localization.

I. INTRODUCTION

Smart home Internet-of-Things (IoT) has experienced a
tremendous growth in recent years. Home automation systems,
such as Samsung SmartThings, Google Home, Apple Homekit,
and Amazon Alexa, which provide infrastructure and services
to exchange all types of appliance information and data,
have become increasingly intelligent and sophisticated. Radio
Frequency (RF) based communication protocols, such as WiFi,
Bluetooth, Zigbee, and Z-wave, are widely used to connect IoT
devices. However, since data is transmitted in the form of RF
signals, IoT devices are inherently susceptible to the common
physical-layer attacks towards wireless networks, including
radio jamming [1]], eavesdropping [2]], signal manipulation [3]],
etc.

Airborne ultrasonic radio has recently aroused some in-
terests due to its multi-faceted advantages over traditional
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RF systems. Specifically, RF communication suffers from
strict regulation, severe interference entangled with increasing
number of devices, and aggravated security concerns in an
adverse environment. Ultrasonic communication, on the other
hand, operates within any acoustic frequency bands in a mostly
interference-free environment. Meanwhile, there is currently
no regulation on ultrasound spectrum usage. Compared with
RF signals, ultrasonic signals have a miniature footprint, which
makes it difficult to intercept, as highly-directional ultrasonic
signals can only transmit effectively over the line of sight (LoS)
links, and could hardly penetrate through solid walls [4]]. These
salient features of ultrasonic communication greatly reduce
its exposure risks to the eavesdroppers and jammers. As a
result, ultrasonic radio is complementary to its RF counter-
part, especially when high-standard communication security
is required or strong electromagnetic shields exist. However,
airborne ultrasonic communication suffers from limited band-
width due to the severe propagation loss of ultrasound and the
limited bandwidth offered by existing commercial ultrasonic
transducers.

Recent studies have investigated airborne ultrasonic data
transmission with real system implementations. For example,
a wearable ultrasonic communication system, U-Wear [5],
achieves a data rate of 2.76 kbps using Gaussian Minimum
Shift Keying (GMSK) modulation. Another ultrasonic com-
munication system [6] has been developed to exploit the non-
linearity property of the microphone’s membrane to transform
an ultrasonic signal into an audible signal, which achieves
a data rate of 4 kbps. Chirp and Multiple Frequency-Shift
Keying (MFSK) modulation have also been used to transmit
inaudible signals at 16 bps and 800 bps, respectively [7], [8].
These low data rate transmission systems meet the demands
of some IoT applications with intermittent data exchanges,
such as text messaging, command-and-control, cross-device
tracking, and targeted advertising [9]. However, a large quan-
tity of modern smart home applications require a higher data
rate, including online picture browsing, large file sharing,
and video streaming. Yet, designing a high-speed ultrasonic
communication system is particularly challenging due to the
lack of a wideband transducer.

In an acoustic transducer such as a mobile microphone, air
pressure variations from a sound wave induce motion of a sus-
pended diaphragm, which is in turn converted into an electrical
signal. The key to achieve wideband ultrasonic communication
is a lightweight diaphragm for sound generation/detection.
Thinner and lighter diaphragms can lead to more faithful
tracking of sound vibration at the higher frequencies. The
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recent advancement shows that Graphene, only one-atom thiniganization - This paper will be organized as follows: Sec-
(0.33 nm) but mechanically strong, can be used to constrdicn [lT]illustrates the background of ultrasonic communication
the ultra-lightweight diaphragms [10]. However, Graphenand threat model. Sectign]lll presents the design of URadio
diaphragms are extremely brittle and easy to be fractlired [18ystem, followed by the experimental evaluation in Section
In contrast, reduced Graphene Oxide (rGO), an oxidizfd] Section[\] demonstrates the object localization application
product of graphite, has suf cient strength while preservingsing URadio. Sectiof VI discusses the related work, and
the thinness/[11]. Meanwhile, rGO membranes can be eas8igction VIl concludes this work.

fabricated, mechanically robust, and amenable to industrial-

scale production with a low cost [1L2], hence, they could be  Il. AIRBORNEULTRASONIC COMMUNICATION

suitable for designing wider-bandwidth ultrasonic transducelg. Ultrasonic Communication Background

, cljr|1 this tpr?]per, ivve zr\?v?tintt/vu?adlo, ftrwr'ldzban? uilrt]rﬁsgimCUItrasonic signals consist of longitudinal mechanical waves
adio system equippe 0 ypes ot fransducers, Inclu opagating in elastic media (e.g., air) with frequency above

one commercial-off-the-shelf (COTS) transducer and one la8y | \; “gimijar to RF signals, two main factors contribute to
made transducer, which is made of rGO membrane measum:tg

N . . . . asound's attenuation over the giath lossandabsorption

3t O'A; tT t?'fk'ixlle ?iS'gr:NﬁE tehlecrt;o.:,rt]?)trlcnultrat\son|(k:]itr\¢;:1ns¥-1he former includes free-space loss, refraction, diffraction,

ucer structure integrated w € membranes 1o achieve Feeection, and aperture-medium couplirig [15], while the latter
highest vibration and reception sensitivity. URadio |mplemen]t ctor denotes the absorption of ultrasound waves in the air
the OFDM modulation to better utilize the wide bandwidth th e impact of which largely depends on the temperature’
is achieved by_the newly designed transdycers. we thorqug ¥%ssure, and moisturs [16]. Since acoustic wave is one typ,e
test the URadio systgm,.and show the high speed, ef CleNGk mechanical wave, it shows signi cant directionality, weak
and secure communication of the proposed system. Fina

o test its real-world licability we devel nd eval netration, and rapid attenuation. As a result, it is more
0 test Iis real-world applicabiiity, we develop and e aua&#itable for high security and short-distance applications than
an ultrasound-based object localization application on top

URadio. fle RF wave technology.

Application scenarios. Popular smart home devices, sucHhir-coupled ultrasonic transducers. Ultrasonic tr_ansducers_
as Google Nest [13], Amazon Echo [14], have incorporat&§"ve as cor_lverters to transform sound wave into electrlcal
ultrasound transducers for occupancy, user movement defgdrent (or vice versa). Nowadays, they can be categorized
tion, and object localization. With a more secure and resiliefffo two main classes based on their physical mechanisms,
communication channel, the ultrasonic communication c&f- piezoelectricand electrostatic transducersn the URadio
replace the RF communication using, e.g. Bluetooth, in sorf¥Stém, we use electrostatic transducers since they have a
high security scenarios. For instance, the communication Hder communication bandwidth compared with piezoelectric
tween digital devices and smart locks carries important secf&@nsducers, thereby supporting higher data rates.
key information, which can be transferred via ultrasound.
Ultrasound communication can also be used to securely deliver
important documents among smart devices, such as nandfl Physical-Layer Threat Model
documents, medical records, legal identi cation documents, Smart home technologies rely on the instantaneous and
etc. Moreover, with the support of wide bandwidth, privateeliable communication between loT devices. However, RF-
video footage can be exchanged between different smbs#sed loT devices are susceptible to a magnitude of physical-
home devices through ultrasound to improve security afalyer attacks due to the physical properties of the RF signals.
user experience. For example, live sleeping footage fromTaese attacks can be categorized into passive attacks and
private bedroom can be sent to a sleep tracker securely throgghive attacks [17]. The passive attackers can utilize the wide-
ultrasound for sleep disorder diagnosis. spreading property of RF signals to passively collect the
The contributions of this paper are summarized as followsansferring information without being detected, i.e., launching
For the rst time, we introduce a rGO transducer for loTwireless eavesdropping attackAn active attacker may at-
applications in smart home. We design a new ultrasouteimpt to alter system resources or disrupt its normal operation
communication system, URadio, which maximizes itby injecting RF signals to the receivers. Active attacks include
data rate by fully utilizing the available bandwidth of bothreplay, message modi cation (man-in-the-middle), denial of
the custom-made and COTS transducers. service (DoS) or jamming, etc. Although countermeasures
We have built a prototype of URadio and comparedxist at upper layers to ensure con dentiality, integrity, and
its performance with the state-of-the-art systems. Specévailability, the physical-layer security threats are dif cult to
ically, equipped with COTS transducer, URadio casliminate.

achieve a communication range 2099 m at 20 kbps, In particular, the eavesdropping attacks pose serious threats
while an integrated system with the rGO transducdo a smart home in the presence of insider adversaries that have
achieves a range of 81 cm 360 kbps. access to encryption keys. Meanwhile, the jamming attacks

We further showcase the system's resistance agaiesuld disrupt the communications between devices and cause
jamming and eavesdropping attacks, and demonstratetits denial of service inside a smart home. Moreover, both the
capability in the domain of object localization in a smanteplay attack and man-in-the-middle attack require the eaves-
home scenario. dropping of exchanged messages between the transmitter and



receiver. Therefore, in this research, we consider leveragitigg operational bandwidth of the ultrasonic communication
ultrasound to mitigate the two major physical-layer attacks b0 maintain the orthogonality of OFDM subcarriers, and the
smart homes, i.e., eavesdropping and jamming attacks. Maggchronization and channel estimation are designed to better
speci cally, the proposed ultrasonic communication channsupport the lower data rate acoustic communication rather
will serve as an alternative channel to complement the existittgan the higher data rate RF communication. At the trans-
RF-based systems in high-security applications. We assumiter side, the OFDM transmitter includes modulation, pilot
the transmitter and receiver have a direct LoS path, whilesertion, IFFT, preamble insertion, up conversation, and linear
the attackers (i.e., eavesdropper and jammer) are not on fiteguency modulation (LFM). At the receiver side, the OFDM
LoS path. We consider this attack assumption reasonabiegeiver performs signal identi cation, down conversion, syn-
since any intruders along the LoS path can be easily spot@donization, FFT, channel estimation, equalization, phase
and detected. In this work, we also consider that both tleeror correction, and demodulation. The details of URadio
transmitter and receiver are at xed positions. Note that theoftware design is presented in Section IlI-D.

security of upper-layer cryptographic protocols and physicBlL Transducer Design

device capturing threats are out of the scope of this work. \athematical Model: We design URadio with two different
C. Problem Formulation types of transducers, including one COTS transducer (Sen-
Leveraging an ultrasound based communication channel, §omp 600 series [18]), which is shown in Fig. 2, and one
devices would be much less vulnerable to the above-mentionad-made rGO transducer shown in Fig. 3, to achieve long-
security threats. Compared with RF signals, ultrasonic sigenge and wideband ultrasonic data transmission, respectively.
nals could barely penetrate through solid materials such ag-ormally, the movement of a diaphragm could be modeled
doors and walls and attenuate faster over the air. In additi@s a second-order spring-damping-mass system. The formula
since jamming and eavesdropping attacks require dispersedt describes the movement of the diaphragm can be written
wireless signals, an ultrasonic communication system is m@s: 5
physically secure against physical-layer attacks. However, the - < 3°G 23_G
physical characteristic of ultrasound also limits its available 3¢’ 3C
bandwidth when used for ultrasonic communication. To ravhere Gis the displacement of diaphragr@js the time,<
alize high data rate ultrasonic communication, we need i®the mass of diaphragnz, is the damping coef cient; is
develop a secure ultrasonic system that satis es the bandwithile spring constant, and is the driving force applied onto
requirement. In this paper, we develop a system, URadio, ttee diaphragm. When driven by a stimulus sinuous signal at
effectively resolve the con ict between wideband communifrequency5, the vibration amplitude can be written as:
cation and security. Not only does URadio support wideband 3G i
ultrasonic communication, but it also simultaneously achieves 13—d T 1Z 82c5< L 2c5 L. °j. 2

jamming-resilience, and immunity to eavesdropping attackers o . . )
who are off the LoS path. Here, the vibration amplitude is represented in the form of

velocity rather than displacement, becausesbiend pressure
level (SPL)is directly determined by the velocity amplitude
r:

:G— Q)

IIl. URADIO SYSTEM DESIGN

. . of ai
The URadio system consists of a set of software and I %! = 24 3G 3
hardware components. Fig. 1 presents the URadio system (%! = 13d” ®)

architecture, in which a waveform generator produces sign@|gere 2 is the sound velocity andl is the mass density of

to be amplied by a power amplier. Then, the amplied 5ir From the above set of equations, we note that a larger

signals are converted and transmitted as ultrasound signalsy¥ss< results in a poorer high frequency response (isin

the transducer. At the receiver side, the transducer CaptugRp (2)). As a result, the mass density of the diaphragm sets

ultrasound signals, which will be ampli ed by a preampli eran upper limit on the frequency response of a transducer. It

and decoded by an oscilloscope. is thus clear that, in order to increase the bandwidth, thinner
and lighter diaphragms should be employed for more faithful
tracking of sound vibration at higher frequencies.

A. System Overview Fabrication of rGO Transducers: We design and produce the

As shown in Fig. 1, the URadio system consists of botttsO transducers with a 3D printer and the device is displayed
hardware components and software components. The transmit=ig. 3. Brie y, the transducer is built with an rGO membrane
ter and receiver transducers are specially designed to supgd# ~m thick) suspended midway between two perforated
wideband ultrasound communication with the design detaidectrodes, which are constructed by a stainless steel woven
presented in Section IlI-B. Since the membrane vibration mesh sheet. Spacers, which are made of polyethylene tereph-
the ultrasonic transducer only produces very weak electrottimlate (PET) sheets, sandwich the membrane and prevent it
signals, both the transmitter and receiver need ampli efeom touching the electrodes.
to amplify the signals for signal processing. The design of In this process, we fabricate two rGO membranes with
ampli ers are illustrated in Section IlI-C. The URadio systendifferent gap sizes: rGO-D4G50 and rGO-D4G100, wsth
software uses the OFDM communication protocol to supportn, 100 *m gap sizes, respectively, and 4 mm hole diam-
the wideband ultrasonic communication. We carefully seleeter. Our measurement indicates that the rGO membrane is



Fig. 1: URadio system architecture.

Fig. 2: SensComp series 600 ultrasonic transducer.  Fig. 4: The schematic diagram of LNA circuit (C1 — C4 are
capacitors, and R1 — R5 are resistors).

further signal processing. URadio incorporates two types of
ampli ers including a power ampli er (PA) at the transmitter
and a low noise amplier (LNA) at the receiver. The use
of LNA is because the received signal at the receiver is
particularly susceptible to noise.
At the transmitter, we choose a commercial power ampli er
(@ (b) with an operational frequency ranging froB0 kHz to 12

Hz and a voltage gain d30 dB with a maximum voltage of

. . MH
Fig. 3: The assembled transdugers. (@) 3D-printed transduc§6,v_ The LNA at the receiver requires an extremely low noise
(b) an assembled transducer with rGO membrane. gure (< 13 dB) to limit the noise impact. It also requires a

broad operational bandwidth (at led€i0kHz 1 MHz) and
about400 nm (or 0«4 * m) with a minimum ultimate tensile @ high power gain (at lea86 dB), especially when the system

strength (UTS) ofL91 MPa. The strength and thinness of th&@€rforms high-speed data transmission. The COTS ampli ers
membrane make it well suited for ultrasound application@'€ usually either too narrow in bandwidth or too high in
In comparison, pure graphene, the strongest material ef}@iS€ gure. Here, we design our own LNA system. Fig. 4
discovered, has a UTS df30 GPa, but it is extremely brittle. shows the schematic diagram of the designed circuit. Since

With a smaller gap size (the thickness of spacers), a miribg circuit copes with extremely weak electric current (down

movement of the membrane causes a larger signal variatiffh 10 ~A). the electronic components in the circuit must be

which generates a stronger output signal. For the transmittelated. Therefore, they need to be soldered on a copper board
(or speaker), the electrical signal and the inverse of the sigifdfh Pins off the ground. Also, self excitation easily occurs in

are sent to the two electrodes separately. According to tiigS 2-Stage ampli er circuits due to the high gain (i.80

Coulomb's law, the voltage changes on the electrodes resdft Or equivalent ta-000 gain). To suppress self excitation,

in mechanical movements of the membrane, which furth@rcustomizable small capacitor (i.e., C2 in Fig. 4) is used to
trigger the mechanic movements of air according to Eq. (F°nnect the input and the output of the rst-stage ampli er.
The air movements are then transformed into acoustic waves @ result, |F raises the self-exciting frequency of this C|_rcwt
that penetrate the electrodes and travel through the air. TRe? Much higher frequency (>10 MHz), thereby effectively

receiver (or microphone) works in a reverse order. The overgifPPressing self excitation. As shown in Fig. 5, the measured
cost of an rGO transducer prototype is arodid), which can freque!’\cy response of t_h|s 2-stage ampli er circuit has a broad
be further reduced during mass production. operational3 dB bandwidth from DC td MHz

C. Ampli er Design D. Wideband Ultrasonic OFDM Communication System

The signals directly captured from the membrane vibration At the transmitter side, we use a Keysight 33512B waveform
are extremely weak signals, which require ampli cation fogenerator to produce arbitrary waveform signals formulated



Fig. 7: The structure of an OFDM-based frame.

1) SynchronizationSynchronization in URadio is achieved
via two steps. First, the receiver identi es every incoming
packet based on coarse synchronization, which relies on an
LFM signal located at the head of each packet. Once a packet
is detected, a ne synchronization will be processed by the
receiver to determine the exact starting time of a packet
payload. The LFM signal, known as a chirp signal, has been
implemented in radars because of its superior autocorrelation
performance and its robustness against additive noises [20].
The LFM signal can be described as follows:

Fig. 5: The frequency response of LNA circuit.

(1CG= 2>B2cChH, :*2 C, q°- (4)

Fig. 6: Frequency response of the end-to-end URadio systéfere is the amplitude % is the starting frequency, is the

with different transmitter-side transducers. rate of frequency change, awgis the phase. The correlation
peaks of the received signal with a local copy of LFM indicates

the start of the arriving data sequence. The con gurations of

by the software components. At the receiver side, we use bdthand : are determined by the bandwidth of the ultrasonic
a commercial condenser ultrasound microphone CM16 [1@pmmunication, which is illustrated below.
and our lab-made transducer to capture the ultrasound signaléfter the frame synchronization and downconversion, we
which will be ampli ed by the LNA preampli er. The received Use a cross-correlator to search for the 64-sample LTS in the
signals will be processed by the oscilloscope and subsequeiigamble to achieve a ne synchronization. An LTS preamble
decoded. consists of a sequence of {-1, 1}. Fig. 7 shows two successive
To demonstrate the available bandwidth of our system, w&S used in an OFDM frame. The two LTS preambles are
measure the end-to-end frequency respdnsésSensComp Used to precisely locate the start of a packet payload, marking
and rGO transducers using the commercial ultrasound micfg€ boundary of each OFDM frame fed into the FFT module.
phone. Fig. 6 shows that the URadio system with SensComp?) Channel Estimation:Ultrasonic communications over
transducer operates at the range betw@énkHz and 80 the air are greatly affected by frequency selectivity and multi-
kHz with the peak frequency response at arosckHz. In  Path fading of an ultrasonic channel. In URadio, LTS is used to
contrast, the URadio system with rGO transducers can opergiéimate the channel impulse response (CIR) and compensate
between10 kHz and 160 kHz, resulting in a much wider for the channel distortion, in order to turn the frequency-
bandwidth. The cutoff frequency 460 kHz is caused by the Selective channel into a at channel. During the demodulation,
operating frequency range of CM16 ultrasound microphon@€ LTS preambles at the beginning of each package that
which is betweer?2 kHz and180 kHz. are known by the receiver are used to correct the phase and
In URadio, due to the available wide bandwidth, orFpnemplitude of the received OFDM signals. Thus, the channel
modulation is used to maximize the spectrum utilization. WeStimation ssccan be expressed as:
follow the WiFi protocol by e_r_nbet_:ldin@Zsubcarriersinto one = D 1)( g’ )( (230.2_ (5)
OFDM symbol. And we utilize linear frequency modulation
(LFM) to achieve frame synchronization. Similar to WiFi, longvhere ) (' 9 and !)(' 3 are the FFT results of the rst and
training sequence (LTS) is used to achieve ne-grained tinf€cond LTS of the received signal, a)¢ is a known LTS
synchronization. Carrier Frequency Offset (CFO) correlation $§Py. Because of the relatively stable channel conditions in
applied to correct the distortion of the baseband signal. ThéRe high-frequency acoustic spectrum, we compute the average
phase error estimation and channel estimation are perfornfédestimated channels across multiple packages to further
to estimate the channel response and mitigate the charifgprove the estimation accuracy, which helps boost the signal
distortion, which makes the system adaptive to different typg§coding performance.
of channel conditions. The structure of our OFDM-based 3) Bandwidth SelectionThe operational bandwidth of this

frame is presented in F|g 7. Next, we exp|ain the details QFDM communication SyStem is restricted by two factors: the
key software components of URadio. transducers' resonant frequency and the orthogonality of the

carrier signals. As a rule of thumb, the operational bandwidth

1End-to-end frequency response measures the frequency response ofsmgl'”d_be Centere_d around _the tranSduce_rS resonant fr_equency
entire system including circuits and transducers. to achieve the widest available bandwidth. In URadio, we



use correlation demodulator to achieve downconversion at the
receiver side. Our experiments show that, when the carrier
frequency % is not far greater than the bandwidtfstrict or-
thogonal condition is required for the correlation demodulator
to operate properly [21]. Otherwise, the non-orthogonality in
the carrier signals will result in signi cant inter carrier inter-
ference (ICl) that increases the bit error rates. The orthogonal
condition can be mathematically described as follows:
1
)8
2>B2c 5CB8&2¢ 5C3C= 0- (6)
0

where)g = 1+, is the duration of one symbol, and is
the bandwidth. Via simple derivation from Eq. (6), we can ge
B8%2c5)g° = B8%2c 5+, ° = 0. Therefore, to maintain
such an orthogonality, carrier frequency has to be an integer
multiple of a half bandwidth:

2

Fig. 8: The design of Tx transducer to serve multiple receivers.

- 7
where=2/ and= 1. Let 5 and 5 donate the high and

low cutoff frequency of a symbol. Therfp = 15 | 5%2, . ) . .
, =5 5. Therefore, Eq. (7) can be further expressed asFi9- 9: An illustration of the benchtop experimental setup.

NIl

5

5 =— 1 Ge (8) impact of interference caused by the blocking of the LoS path.

= We leave the upper-layer communication design of URadio as
Eq. (8) implies that the bandwidth (or the difference beyyr future work.

tween 5 and 5) is inversely proportional te, and= 1. IV. EVALUATION
Thus, we choose = 2, 5 = 180 kHz, 5 = 60 kHz with a
bandwidth of120 kHz for the URadio system with our lab-
made rGO transducer.

In this section, we conduct comprehensive experiments to
evaluate the performance of URadio system. Speci cally, we
design and perform the experiments to measure URadio's com-
munication and security performance in a lab environment.

E. Serving Multiple Receivers in the Presence of Interference .
i , A. Experimental Setup
The current design of the URadio system supports one

transmitter-receiver pair. However, the system design can bd'9- 9 presents the experimental arrangement for this ul-
further extended into a multi-receiver scenario, in which orf@Sonic communication system. The data is processed and
URadio transmitter can exchange data with multiple UR&dulated by MATLAB programs that run on a laptop before
dio receivers using ultrasound. In this case, the transmitf§nding to a Keysight 335008 waveform generator through a
transducer embodies multiple membranes with a spheri@gneral purpose interface bus (GPIB). The signals from the
shape as shown in Fig. 8, such that the signals can red¥@veform generator are ampli ed by two GWBP-AMP-X75
multiple receivers along different directions. In order to avoif®er Ampli ers. The ampli ed signals are then transmitted
being exposed to eavesdropping attacks, we con gure the nBM/ the u[trasomc transducelr. After travelling through the
URadio transmitter to only transmit to one receiver at one tim@ll» the air-coupled ultrasonic signals are captured by the
Through multiple rounds of transmission, the messages can"Bg€Ving ultrasonic trans_ducer (i.e., the commercial _ultrasound
delivered to multiple receivers safely. mlcrpphon_e CM16) th.at. !s connected tq the LNA. Finally, the
The high-frequency acoustic spectrum is mostly clear geceived signals are digitized py thg oscilloscope and sent back
environmental noise [22]. As a result, the environmentif the laptop for post-processing via an Ethernet cable. Unless
noise has a minimal impact on the ultrasonic communicati@iherwise speci ed, all of the experiments are conducted in a
performance. However, if some objects block the LoS palfiPoratory environment with a size of 30 ft30 ft or a long
between the transmitter and receiver, the message delivefyridor outside of the lab.
performance will be impaired. As mentioned previously in our
threat model (cf. Section II-B), the obstruction of the Lo®. Communication Capability

path can be easily detected by the communicating IoartlesWe conduct the experiments in an indoor lab environment

who can send security alerts to the users. Moreover, $5th no detectable ultrasonic background noise. The trans-

like any other communication systems, URadio can ado|‘?1titter and receiver exchange ultrasonic signals over an LoS

retransmission routines at the upper layer to mitigate ﬂﬂﬁk. Four different baseband modulation schemes, i.e., BPSK,

2|In WiFi systems, the carrier frequency (e.g., 2.4 GHz) is far greater th&BPSK’ 16'QAM' a_nd 64-QAM, are used to mOdP'Iate the
the channel bandwidth. OFDM subcarrier signals that range frath to 65 kHz in the



TABLE I: URadio communication performance.

Transducers | Mod Type | % (kHz) | BandWidth (kHz) | Data Rate (kbps) Range (cm)| Admissible SNR (dB)| BER
BPSK 20 2,090 9.2
QPSK 40 1,640 11.2 4
SensComp 16QAM 50 20 80 1,200 16.1 <10
64QAM 120 620 20.8
BPSK 120 120 95 10.7
) QPSK 80 160 91 13.4 4
r60-D4G100|  JO20 120 50 240 78 18.3 <10
64QAM 60 360 58 20.6
BPSK 120 120 114 13.3
i QPSK 80 160 98 14.6 4
1GO-D4GS0 | [ 30a 120 60 540 01 19.6 <10
64QAM 60 360 81 21.1

communication when using SensComp transducers with BPSK
modulation. Particularly, the maximum effective transmission
range reache®09 m. Given the experimental results, URadio
with SensComp can be used for long range applications which
do not have a high demand on the transmission data rate,
e.g., remote control and sensing. Conversely, URadio with
rGO transducers can be used for short range and high data
rate applications, e.g., face-to-face le transfer and video
streaming.

It is noteworthy that URadio's current communication data
rate and distance are limited by the receiver's operating
frequency band (2 kHz-180 kHz). Moreover, when the am-

Fig. 10: BER performance of different transducers usirgl €S output power (0.54 Waits) increases which yields

different modulation schemes. a larger transmission power, URadio will achieve a longer
communication range. Hence, URadio's performance can be
improved by applying higher-power ampliers and better

URadio system with SensComp transducers, or cover $6m acoustic engineering at the receiver end, which we leave for
to 180 kHz in the URadio system with the rGO transducersfuture work.

Our rst experiment evaluates and compares the perfor-
mance metrics such as bandwidth, data rate, transmiss@©nimage Transmission Through Ultrasound

range, SNR, bit error rate (BER) of all the four modulation In the second experiment, we evaluate the image transmis-

scheme_s using SensComp, rGO-D4G100, and _rGO'D4G§8n performance to validate the high bandwidth transmission
ultrasonic transducers. The BER performance is measur ability of the URadio system using rGO membrane. We
at a xed communication rangel(meter for SensComp, yanstorm a512 512 pixels bmp format Lena image with 8
15 cm for lab-made transducers) with a proper ransmissi ey scale into bits, and use the URadio system to carry out
power. Each 140-Byte packet signal is transmitted 10 timeg, e transmission at different transmission ranges. The entire

Fig. 10 shows the BER performance of URadio'equipped WiEansmission process takes arol@@D ms using 16-QAM at
SensComp and rGO trar?sduaers. The URadio system Wilfyaia rate 0040 kbps, showing that URadio is capable of
rGO transducers can achiet® * BER at13dB SNR using jsiating large data transfer that is very useful for a wide

QPSK, and_there Is a considerable performance gap betwgﬁﬂety of smart home applications. Fig. 11 shows the received
systems using QPSK and 16-QAM. The result demonstrai€g,, “nictures across different communication distances, the

that rGO transducers are capable of operating under a Ioem—a”ty of which degrades with increasing distances.
SNR environment.

Table | lists the achievable data rate and maximum transmis- ) )
sion range using our current instruments with non-detectalile Seécurity Evaluation
BER (i.e., Y 10 %), which shows that URadio achieves a Ultrasonic signal transmits ef ciently over an LoS link,
high date rate ofl60 kbps, 240 kbps, and360 kbps while and any angular deviation may result in a signi cant loss of
using the lab-made rGO transducers with QPSK, 16-QAMBNR, which is also the reason why URadio can effectively
and 64-QAM, respectively. Also, URadio with rGO-D4G5Q@ounter eavesdropping attacks. In this section, we evaluate
transducer achieves a slightly longer communication rantgee performance of URadio under eavesdropping attacks in a
than URadio with rGO-D4G100 transducer, due to the powkmg corridor without any obstacles, which emulates a LoS
boost brought by a smaller gap size. The results indicate UR@mmunication scenario. We also conduct the experiments
dio's wide bandwidth communication enables higher spedéud a laboratory environment with multiple sets of furniture
data rate; meanwhile, URadio can also achieve long ranigeluding desks, chairs, and monitor screens, which is similar



@ (b) (© (d

Fig. 11: Received Lena pictures of URadio-rGO-D4G50 using 16-QAM with different distances between Alice and Bob: (a)
distance =90 cm, SNR =188 dB; (b) distance =100 cm, SNR =154 dB; (c) distance =120 cm, SNR =1086 dB; (d)
distance =150 cm, SNR =3+9 dB.

to a real-world smart home scenario. Then, we evaluate the
impact of jamming attacks. Note that in the following exper-
iments, the SensComp transducer operates at the frequency
range between 40 kHz and 60 kHz, while the rGO-D4G100
transducer operates at the range of 90 kHz and 150 kHz, both
using BPSK modulation unless otherwise speci ed.

Eavesdropping attack evaluation in a corridor environ-

ment. To reduce the impact of multi-paths, we conduct the

experiments in an open corridor without any obstacles along

the transmission path. Alice and Bob are communicating

using the URadio system, while Eve is listening on their @) (o)

private communications. The URadio system assembled with

a SensComp is used to test the relationship among differéng. 12: Eavesdropping attacks evaluation: (a) eavesdropping
eavesdropping angles, SNR, and BER with different distancgiéack experimental setup; (b) SNR of Eve with different
between Alice and Eve in the open corridor scenario. Tie@vesdropping angles and distances using BPSK in an open
result is presented in Fig. 12. Fig. 12(b) shows that: awrridor scenario.

eavesdropping angl&/as small ass will result in an SNR

loss of at leash dB at Eve's receiver. Moreover, 0 angular

deviation can cause an SNR dip of more t2ndB, 15 dB, higher order modulation schemes remain more secure against
and10 dB with a distance 06 m, 3 m, and1 m, respectively. eavesdroppers.

Fig. 13 shows BER performance of eavesdroppers withlt is worth-noting that: the URadio with rGO-D4G100
different eavesdropping angles and different modulation typekemonstrates much better security than URadio with Sen-
For all four modulation types, the BER reaches 50% eves€omp, i.e., the BER reaches 50% witBG angular deviation
with a 15 angular deviation (i.e.W at the distance of 5 for URadio-rGO-D4G100 as opposed to4@ angular devi-
meters. Notably, higher order modulation schemes are me#on for URadio-SensComp. The results indicate that, even
secure against eavesdroppers, with which the BER perfor-a small indoor multi-path environment, it is dif cult to
mance degrades dramatically when there is only a sligk@vesdrop on URadio data transfer, given the directionality
angular deviation. These results indicate that eavesdroppingarhigh-frequency ultrasonic communication.

UR.adio data t_ransfer will suffer from a bad channel qua”t)aamming attack evaluation. Next, we evaluate the jamming
which results in an extremely low eavesdropping accuracy.gsilience performance of URadio system (equipped with
Eavesdropping attack evaluation in a multi-path indoor SensComp transducers) by setting up an experiment as shown
environment. To measure the multi-path effects, we evalin Fig. 15. We let Eve continuously transmit an ultrasonic
uate and compare the eavesdropping attack between Aljamming signal to Bob, while Bob is receiving benign signals
and Eve with four modulation types in a small of ce. Therom Alice. Alice is positionecb meters away from Bob; Eve
URadio system is assembled with a SensComp or rG@-at different positions on the vertical bisector pointing to Bob.
D4G100. For simplicity, we demonstrate the SNR and BERhe jamming signal is a band-limited Gaussian white noise
performance of an eavesdropper when eavesdropping QP®ith its power equal to the source power sent by Alice and its
and 16QAM communications in Fig. 14. The results showandwidth covering the entire frequency range of SensComp
that the URadio communication can be eavesdropped afi.a.,40 kHz - 60 kHz). The result is shown in Fig. 15, which
wider angle compared with the open corridor scenario dueitaicates that jamming attack can only effectively reduce the
the re ected signal gain introduced by multi-paths. HoweveENR of received signal by at mo8tdB when the distance
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