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Abstract—Due to the growing presence of Internet of Things (loT)
apps and devices in smart homes and smart cities, there are more
and more concerns about their security and privacy risks. loT apps
normally interact with each other and the physical world to offer utility
to the users. In this paper, we investigate the safety and security risks
brought by the interactive behaviors of loT apps. Two major challenges
ensue in identifying the interaction threats: i) how to discover the threats
across both cyber and physical channels; and ii) how to ensure the
scalability of the detection approach. To address these challenges, we
first provide a taxonomy of interaction threats between IoT apps, which
contains seven classes of coordination threats categorized based on
their interaction behaviors. Then, we present IoTCOM, a compositional
threat detection system capable of automatically detecting and verifying
unsafe interactions between loT apps and devices. |I0oTCOM applies
static analysis to automatically infer relevant apps’ behaviors, and uses a
novel strategy to trim the extracted app’s behaviors prior to translating
them into analyzable formal specifications, mitigating the state explosion
associated with formal analysis. Our experiments with numerous bundles
of real-world loT apps have corroborated I0TCom'’s ability to effectively
identify a broad spectrum of interaction threats triggered through cyber
and physical channels, many of which were previously unknown. Finally,
|I0TCoM uses an automatic verifier to validate the discovered threats.
Our experimental results show that IoTCoM significantly outperforms the
existing techniques in terms of the computational time, and maintains the
capability to perform its analysis across different loT platforms.

Index Terms—Interaction Threats, loT Safety, Formal Verification

1 INTRODUCTION

Internet-of-Things (IoT) ecosystems are becoming increas-
ingly widespread, particularly in the smart home space.
Industry forecasts suggest that 77 million users in the US
smart home market by 2025 [1]. The race to configure,
control, and monitor these IoT devices produces a web
of different platforms all operating within the same cyber-
physical environment. These platforms also allow users
to install third-party software apps, which can intricately
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interact with each other, allowing complex and adaptive
automations. Such diversity enhances the user’s experience
by delivering many options for automating their home, but it
comes at a price; it also expands the attack surface and results
in safety and security threats. The increased complexity
produced by the coordination and interaction of these apps
subjects the system to the risk of undesirable behaviors due
to misconfiguration, developer error, or malice. For example,
an app that unlocks the door when a user returns home may
be subverted—either accidentally or intentionally—to unlock
the door when the user is not actually present. This risk is
exacerbated by the unpredictable nature of IoT environments,
as it is not known a priori which apps and devices will be
installed in tandem. The increased impact of these physical
risks makes the identification of risky interactions even
more important.

In this context, the safety implications and security risks
of IoTs have been a thriving subject of research for the past
few years [2]-[5] These research efforts have scrutinized
deficiencies from various perspectives. However, existing
detection techniques only target certain types of inter-app
threats [3], [4], [6] and do not take into account physical
channels, which can underpin risky interactions among
apps. Moreover, the state-of-the-art techniques suffer from
acknowledged missing of interaction threats, as they require
manual specification of the initial configuration for each app
to be analyzed. This, in turn, results in missing potentially
unsafe behavior if it appears from different configurations [3]-
[6]. Additionally, these analyses have been shown to experi-
ence scalability problems when applied to large numbers of
IoT apps [3], [4], [6].

To address the foregoing challenges, this paper presents
a novel technique, dubbed I0TCOM, for compositional anal-
ysis of such hidden and unsafe interaction threats in a given
bundle of cyber and physical components co-located in an
IoT environment. IOTCOM first utilizes a path-sensitive static
analysis to automatically generate an inter-procedural control
flow graph (ICFG) for each app. It then applies a novel
graph abstraction technique to model the behavior relevant
to the devices connected to the app as a behavioral rule
graph (BRG), which derives rules from IoT apps by linking
the triggers, actions, and logical conditions of each control
flow in each app. Unlike prior techniques, our approach
respects the conditions (i.e., path sensitive) along each branch
rather than only the triggers and actions. IOTCOM then
automatically generates formal app specifications from the



BRG models. Therefore, the novelty of IOTCOM’s static
analysis resides in the holistic approach combining path
sensitivity analysis, ICFG analysis, and BRG construction,
allowing for a comprehensive analysis of IoT systems. In
addition, the BRG abstraction step, unique in this work,
optimizes the performance of the required model extraction.
Lastly, it uses a lightweight formal analyzer [7] to check
bundles of those models for violations of multiple safety and
security properties arising from interactions among the apps
rules.

Using a prototype implementation of IOTCOM, we evalu-
ated its ability to detect prominent classes of IoT coordination
threats among thousands of publicly-available real-world IoT
apps developed using diverse technologies. We further com-
pare the precision of IOTCOM against the other approaches
using a set of benchmark IoT apps, developed by the other
research groups [3], [5]. IOTCOM is remarkably more suc-
cessful in detecting safety violations. Our results corroborate
I0oTCoOM’s ability to effectively detect complex coordinations
among apps communicating via both cyber and physical
means, many of which were previously unreported. We also
demonstrate IOTCOM’s significantly improved scalability
compared to existing IoT threat detection techniques.

IOTCoM has several advantages over existing work.
First, unlike prior work, IOTCOM supports the detection
of violations occurred through physically mediated inter-
actions by explicitly modeling a mapping of each device
capability to the pertinent physical channels. Second, while
prior approaches require manual specification of the initial
configuration, IOTCOM exhaustively identifies all initial
configurations, which in turn enables automatically checking
them for potential interaction violations with no need for
any manual configuration. Third, our novel BRG abstraction
technique optimizes the performance of our analysis and
markedly improves our scalability over state-of-the-art tech-
niques by effectively trimming the automatically-extracted
ICFEGs, eliding all nodes and edges irrelevant to the app’s
behavior from the analysis.

This paper describes several new non-trivial extensions
to the preliminary version of our work described in [8].
(1) We have added support for automatically verifying
the safety and security violations discovered by IoOTCOM'’s
analysis engine via checking the possibility of triggering the
identified interactions threats. (2) We have expanded the
capability of the Behavioural Rule Extractor by developing a
dedicated translator that generates the formal specification
for various formats of IoT applications (i.e., both code-based
and text-based forms). (3) We report on additional and never-
published empirical evaluations to further assess IOTCOM’s
capabilities in detecting IoT interaction threats across new
IFTTT dataset consisting of 989 apps, plus improving the
statistical strength of the old results through additional
experimentation. (4) We also present novel case studies
to show the power of IOTCOM. On top of these technical
contributions, the paper provides an expanded approach
section to capture an in-depth description of IOTCOM’s static
analysis component and a revamped discussion of IOTCoM
in the context of existing research.

To summarize, this paper makes the following contribu-
tions:

o Classification of interaction threats between IoT apps. We

identify and rigorously define seven classes of multi-
app interaction threats between IoT apps over physical
and cyber channels both within and among apps.
Formal model of IoT systems. We develop a formal spec-
ification of IoT systems, respecting cyber and physical
channels and representing the behavior of IoT apps apro-
pos the detection of safety and security vulnerabilities.
We construct this specification as a reusable Alloy [9]
module to which all extracted app models conform.
Automated analysis. We show how to exploit the power
of our formal abstractions by building a modular model
extractor that uses static analysis techniques to auto-
matically extract the precise behavior of IoT apps into
a trimmed behavioral rule graph, respecting the logical
conditions that impact the behavior of the app rules,
which is then captured in a format amenable to formal
analysis.

Tool implementation. We develop IOTCOM as a standalone
analysis tool, backed by our formal analysis engine,
for compositional analysis of IoT interaction threats.
We make IOTCOM research artifacts available to the re-
search and education community, including the tool, all
specifications, and experimental data. (details provided
in Section 8.7).

Experimental evaluation. We present our experiences with
a thorough evaluation of IOTCOM in the context of real-
world IoT apps, developed for multiple IoT platforms.

2 BACKGROUND AND MOTIVATION

Smart home IoT platforms are cyber-physical systems com-

prising both virtual elements, such as software, and physical

devices, like sensors or actuators, as shown in Figure 1. In

popular smart home platforms, such as SmartThings [10],

Apple’s HomeKit [11], GoogleHome [12], Zapier [13] and

MicrosoftFlow [14], physical devices installed in the home

are registered with virtual proxies in a cloud-based backend.

Each proxy tracks the state of the device through one or

more attributes, which can assume different values. The back-

end also allows the user to install software apps, which
automates the activities of these devices by applying custom

rules that act on the virtual proxies. These rules adopt a

trigger-condition-action paradigm:

Triggers: Cyber or physical events reported to the smart
home system by the devices, such as a motion sensor
being activated, trigger the rules.

Conditions: Logical predicates defined on the current state
of the devices determine if the rule should execute. For
example, a rule might only execute if the system is in
“home” mode.

Actions: If the conditions are met, the rule changes the state
of one or more devices, which could result in a physical
change like activating a light switch.

The safety and security of these systems is a major
concern [4], [6], [15], particularly regarding software apps.
Users can install multiple, arbitrary apps that can interact
with not only physical devices in the smart home, but
also with each other. Multi-app coordination threats among
smart home apps arise when two or more app rules interact to
produce a surprising, unintended, or even dangerous result in
the physical environment of the smart home. Apps can interact
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Fig. 1: Smart Home Automation Model. Apps installed in
the cloud backend are triggered by physical sensors and
conditions on the device state. Actions defined in the app are
sent as commands to the physical actuators of the system.

over cyber channels such as shared device proxies, global
settings, or scheduled tasks. We refer to coordination over
cyber channels as direct coordination. They also interact over
physical channels [5] via a shared metric acted upon by an
actuator and monitored by a sensor; this is termed indirect
coordination.

3 TAXONOMY OF INTERACTION THREATS

In this section, we present a taxonomy of interaction threats
between IoT apps. The main goal of this taxonomy is
not to provide a conclusive list of all types of interaction
threats, instead, it aims to underpin the understanding of
models for tackling this intricate problem. The taxonomy
comprises seven classes of potential multi-app coordination
threats. We then provide the formal definition of each class.
These classes capture the interaction behaviors of two IoT
apps executing in the same environment. Since an IoT app
consists of trigger-condition-action, its execution indicates
a set of conditions are satisfied and specific actions are
performed, ultimately affecting other IoT apps’ triggers and
conditions. Consequently, the main criteria for designing the
classification in our taxonomy are to capture the different
types of influences of satisfied conditions and actions of one
rule/app on the triggers, conditions, and actions of other
rules/apps.

We classify interaction threats into two main categories:
Direct Coordination and Chain Coordination. Then, under each
category, we consider a set of interaction threats as depicted
in Figure 2.

Interaction Threats

Action- Action- Self- Action- Exclusive-
Trigger Condition Coordination Action Events

Fig. 2: Taxonomy of Interaction Threats.

As defined earlier, a rule comprises a set of triggers,
conditions, and actions. More formally, an app rule p is a
tuple p = (7,,C,, A,), where T, C,, and A, are sets of
triggers, conditions, and actions for rule p, respectively. Each
component (trigger, condition, or action) can be described as a
triple of a device, an attribute, and a set of values. The sets of
devices, attributes, and values associated with a component
« are denoted as D(«x), A(a), and V(«), respectively.

3.1 Direct Coordination

Two rules R; and R; directly coordinate if an action from
R; influences the devices and attribute associated with
a component of R;. As they act on a shared physical
environment, co-located apps can coordinate via both cyber
and physical means. In cyber coordination, the devices and
attribute of an action of R; must match those referenced by
some component of IZ;:

Definition 1 (match). The relation match defines an intersec-
tion between the devices and attribute of a component « from an
10T app rule R; and a component (3 from another IoT app rule R;:

match(a, B) = (D(a) ND(B) # 0) A (Ale) = A(B))

Physical coordination is mediated by some physical
channel. We define the set of physical channels as CHANNELS,
with ACTUATORS(y) and SENSORS(7y) denoting the sets of
devices that can either act upon or sense changes to a channel
v € CHANNELS, respectively.

Definition 2 (same_channel). The relation same_channel
defines physically-mediated interaction via channel vy between the
devices of an action « from an IoT app rule R; and a trigger (3
from another 10T app rule R;:

same_channel(a, 8) = (3y € CHANNELS).
((D(er) € ACTUATORS(7)) A (D(8) N SENSORS(7y) # 0))

(T1) action-trigger coordination occurs when the value
of one of R;’s actions matches a value in or actuates a
channel sensed by one of R;’s triggers.This coordination
is a core feature of IoT automation systems and is thus very
common and often intended behavior. It can, however, lead
to an unintended activation of subsequent rules if misused.
Section 8.3.1 provides a real-world example based for this
violation.

Action-condition coordination may be less obvious to the
user; in this case, R; either (T2) enables or (T3) disables R
depending on whether or not the values of the action and
the related condition match. Sections 8.3.2 and 8.3.3 provide
real-world examples of (T2) and (T3) violations, respectively.

3.2 Chain Coordination

The first three classes define ways for two rules to coordi-
nate directly, but apps may also coordinate via a chain of
rules—each coordinating with another via action-trigger (T1)
coordination—or via a relationship between their triggering
event(s). If a rule is connected via action-trigger coordination
to another rule, we refer to the triggered rule as a descendant.
Definition 3 (descendant). Relation descendant holds between
rules R; and R; if and only if there is an action a; in R; and
a trigger t; in R; such that (a) a; and t; overlap via devices,
attributes, and values or (b) a device in t; is a sensor for a channel
actuated by a; and if none of the conditions in R; violate any
conditions in ;.

descendant(R;, R;) = ((3a; € Ag,,t; € Tr, . match(as,t;))
V same_channel(Ri, R;)) A
(Vcl c CRi,Cz (S CR]..
(match(ci,c2) = (V(e1) NV(c2) # 0)))

We refer to two rules that can be triggered by the same event
as siblings if their conditions are not mutually exclusive.



Definition 4 (sibling). Relation sibling holds between two rules
R; and R; if and only if there is a trigger t1 in R; that overlaps
via devices, attributes, and values with a trigger to in R;; none of
the conditions in R; violate any condition of R;; and vice versa.

sibling(Ri, R;) = ((Ve1 € Cr,, c2 € Chr;.
(match(ci, c2) = (V(er) NV(c2) # 0)))A
(3t1 € Tr,,ta € Try-(match(ty, t) A (V(t1) N V(t2) # 0))))

(T4) self coordination: chain coordination may lead to the
scenario where the action of a chain of rules (or a single
rule itself) triggers one of the rules previously involved in
the same chain. Section 8.3.4 provides a real-world example
based for this violation.

Action-action coordination occurs when two distinct rules
act upon the same attribute of the same device. If the rules
are triggered by unrelated events, there is no coordination
between the two rules. If the triggering events are the same,
then the rules may coordinate to produce an undesired result
such as a race condition or additional wear on a given device.

(T5) Action-action (conflict): Two rules R; and R; that are
each triggered by the same event—either directly or through
a chain of coordinating rules—each has an action with the
same device and attribute but different values. Section 8.4.1
provides a real-world example based for this violation.

(T6) Action-action (repeat): Two rules R; and R; that are
each triggered by the same event—either directly or through
a chain of coordinating rules—each has an action with the
same device, attribute, and value. Section 8.4.2 provides a
real-world example based for this violation.

(T7) exclusive event coordination: Two rules R; and R; that
would be triggered by mutually exclusive events—which share
a device and attribute but different values—have actions that
share the same device, attribute, and value. Section 8.3.6
provides a real-world example based for this violation.

4 APPROACH OVERVIEW

This section introduces IOTCOM, a system that automatically
determines whether the interactions within an IoT environ-
ment could compromise the safety and security thereof.
Figure 3 illustrates the architecture of IOTCOM and its
three major components, described in detail in the following
sections:

Unsafe
Interactions

Translator

loT Apps

Generate Rule
Models

Formal Analyzer

=

Automatic Verifier

Fig. 3: IoTCOM System Overview.

(1) Behavioral Rule Extractor (Section 5): The Behavioral
Rule Extractor component automatically infers models of
the apps behavior using a novel translator that can handle
various formats of IoT apps. The translator component
performs static analysis, based on the format of the IoT app to
generate the corresponding formal specification model. The

translator then creates a behavioural rules containing only
the flows pertinent to the events and commands forwarded
to/from physical IoT devices, along with any conditions
required for those actions. Each flow is then automatically
transformed into a formal model of the app. The impor-
tance of this component is threefold: (1) supporting cross-
platform analysis by formalizing IoT apps in a unified format
regardless of the underlying architecture, (2) enhancing
the performance by eliminating irrelevant details, and (3)
boosting the precision by capturing all trigger and condition
requirements.

(2) Formal Analyzer (Section 6): The Formal Analyzer
component is then intended to use lightweight formal
analysis techniques to verify specific properties (i.e., IoT
coordination threats) in the extracted specifications. IOTCoM
uses three formal specifications: (1) a base model of smart home
IoT systems that defines foundational rules for cyber and
physical channels, IoT apps, how they behave, and how
they interact with each other, (2) assertions for safety and
security properties, and (3) the IoT app behavioral rule models
automatically generated by the previous component for each
app. Those specifications as a whole are then checked for
detecting violations of the properties.

(3) Automatic Verifier (Section 7): This component lever-
ages SmartThings Emulator to verify the violations discov-
ered by the Formal Analyzer. We automatically export the
apps involved in the violations and the settings that led to
each violation.

5 BEHAVIORAL RULE EXTRACTOR

The Behavioral Rule Extractor executes two main steps to
automatically infer the behavior of individual IoT apps:
(1) perform static analysis to infer behavioural rules. (2) gen-
erate formal models for the behavioral rules.

5.1

This component applies various static analysis techniques to
infer the behavioural rules of IoT apps. It supports multiple
formats of IoT app definitions, as different IoT platforms
specify apps in different ways. For example, Samsung
SmartThings Classic apps are code-based and written in
Groovy, while IFTTT applets are text-based rules. Therefore,
our translator handles these different formats without the
need to perform any additional conversion, which might
reduce the accuracy.

Translator

5.1.1 Code-based Translator

As shown in Figure 4 (adapted from [5], [16]), the exam-
ple comprises three IoT code-based apps—one malicious
(MaliciousApp) and two benign. HomeModeApp turns the
heater on based on the “mode” of the smart home sys-
tem. The mode is a general, customizable setting used
for automation that generally tracks whether the user is
home or away or if it is day or night. WindowControlApp
opens the window when the temperature is higher than
a certain threshold. MaliciousApp represents a third-party
app that pretends to perform a benign activity but instead
modifies the smart home’s mode, unbeknownst to the home
owner. Specifically, the detrimental interaction occurs when



Listing 1 Malicious IoT App activates Home Mode

Algorithm 1 Translator of code-based IoT apps

1 preferences ({
2 section("Select Mode:") { input "HomeMode", "mode"}}
3 section ("Presence sensor") { input "presence",

— "capability.presenceSensor"} }
4 def initialize() {
5 subscribe (presence, "presence", presenceHandler)}
6 def presenceHandler (evt) {
7
8

def evtValue = evt.value
if (evtValue == "not present”) {
9 if (state.sunMode == "sunset") changeMode ()
10 else state.sunMode = "sunrise"
11 } else {
12 def timeStamp = new Date ()
13 log.debug "StimeStamp: status is SevtValue"} }
14 def changeMode () {
15 if (location.mode != HomeMode) {
16 setLocationMode (HomeMode)
17 } else {
18 mode = location.mode

19 log.debug "Current mode is: $mode" } }

MaliciousApp switches the smart home mode to home after
verifying that the user is away or not present (Line 8 in
Listing 1). This triggers HomeModeApp, which turns on
the heater. The heater may in turn activate the temperature
sensor, triggering WindowControlApp to open the window.
Together, the interaction of the apps compromises the safety
of the home by opening the window when no one is at
home.

HomeModeApp

MaliciousApp WindowControlApp

mode = home heater = on

temp = high

window = open

(temperature)

Fig. 4: An example of malicious IoT apps interaction.

Listing 1 shows the Groovy code defining the malicious
app. Algorithm 1 describes the steps performed by the
Behavioral Rule Extractor, detailed below, to derive models of
a code-based IoT apps, starting with building the ICFG (lines
5-16).

To generate an ICFG, the Behavioral Rule Extractor first
performs Entity Extraction to extract the information required
to infer the rules in the app (Lines 6-10). Next, it creates a
control flow graph for each trigger’s entry method (Lines
11-15). The call graph will be updated while processing the
entry method. An edge will be created between the caller
(i.e., entry method) and the callee (i.e., local method). These
graphs are combined to generate an inter-procedural control
flow graph for the IoT app. Following is a detailed discussion
of each step in Algorithm 1
Entity Extraction: This step extracts the following details:
(1) the smart home devices and attributes altered/queried by
this app; (2) any configuration values specified by the user,
such as a desired setting for some device attributes; (3) any
global variables used in the app; and (4) any events that
trigger actions from the app, signified by use of certain APIs,
and the methods invoked by those triggers. The extraction
algorithm traverses all statements in the AST, extracting the
attached devices and user input from the preferences
block (Listing 1, lines 1-3).

IoT apps are event-driven, so each subscription or sched-
uled call defines a distinct entry point. Triggers and entry
methods are thus extracted by traversing the AST for calls

INPUT: IoT App
OUTPUT: App: set of behavioral rules

: App + < {} >

: ICFG <« {}, CFGs + {}, CG + {}, BRG «+ {}

: DevicesCap « {}, Triggers + {}

: UserInput <+ {}, GlobalVar « {}

Il Step 1 : Generating ICFG

: // Step 1.1: Entity Extraction

: DevicesCap < extractDevicesCap(app)

: UserInput < extractUserInput(app)

: GlobalVar < extractGlobalVar(app)

10: Triggers « extractTriggers(app)

11: // Step 1.2: Generating ICFG

12: for each trigger € Triggers do

13:  CFGs « constructCFG(trigger.entryMethod)

14: CG < updateCG()

15: end for

16: ICFG <« constructICFG(CG, CFGs)

17: // Step 2: Converting ICFG to BRG

18: BRG < constructBRG (ICFG, Triggers, DevicesCap,
UserInput, GlobalVar)

19: // Step 3: Generating Behavioral Rules

20: for each trigger € Triggers do

21:  App.R < constructRules(BRG)

22: end for

C PN U BN =
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L(16): setLocationMode(HomeMode)
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L(13): log.debug "..."

L(18): mode = location.mode
L(19): log.debug ".."

s
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Fig. 5: Extracted models for MaliciousApp, described in
Listing 1, at different steps of analysis.

to the subscribe, schedule, runIn, or runOnce API
methods. For instance, a contact sensor device—identified
in SmartThings by the contactSensor capability [17]—
has a contact attribute representing the state of the
sensor. The attribute can take two values, either open
or closed. Depending on the value, such a device can
be formalized as (contactSensor, contact, closed), or
(contactSensor, contact, open). The extracted tuples
are stored for later use in building the behavioral rule graph.
Generating ICFG: In conjunction with Entity Extraction, the



Behavioral Rule Extractor also generates a call graph and
control flow graph for each user-defined method using a path-
sensitive analysis. To construct an ICFG, each control flow
graph is incorporated with the call graph at each trigger’s
entry point. Figure 5a shows the ICFG corresponding to the
malicious app code shown in Listing 1. The ICFG mode
includes the CFG of the entry method presenceHandler
(Figure 5a left side), and the CFG of the local method
changeMode (Figure 5a right side). Note that existing state-
of-the-art analysis techniques lack support for direct program
analysis of Groovy code. By performing the analysis directly
on the Groovy code, IOTCOM avoids the pitfalls (and cost) of
translating the code into some intermediate representation.

The holistic approach adopted by IOTCOM via combining
path sensitivity analysis, ICFG analysis, and BRG construc-
tion represents the novelty of the code-based translator,
allowing for a comprehensive analysis of IoT systems. In
addition, the BRG abstraction step, unique in this work,
achieves performance optimization in the required model
extraction.

5.1.2 Text-based Translator

IFTTT applets are reactive rules that interact with REST
services exposed via IFTTT’s Connect API by third-party
service providers [18]. Each applet consists of a single trigger-
action pair, each of which provides a text-based service id
and trigger/action id to describe the endpoints connected
by the applet. The applets provided by each service can
be queried via a GET request to the service’s Connect API
endpoint, providing a JSON response containing the trigger
and action definitions for each applet.

The Behavioral Rule Extractor treats each applet as a
standalone IoT app defining exactly one rule. It performs
string analysis on the JSON defining the applet [19] to (a)
extract the devices and attributes used by the applet from the
ids of the trigger and action and (b) construct a rule based
on the description of the applet itself. Specifically, the text-
based translator relies on a set of heuristics to perform the
translation process. For each trigger and action, the translator
maintains a set of keywords extracted automatically from
SmartThings. It starts by inspecting triggerTitle and trigger-
Channelld for constructing trigger nodes. Similarly, it inspects
actionTitle and actionChannelld for constructing action nodes.
Listing 1 illustrates these steps to identify the corresponding
trigger and action nodes.

The overall process is defined in detail in Algorithm 2.
Line 2 extracts the trigger information from the text of the
applet via the “getTrigger” method, then Line 3 extracts the
service id and trigger id from the trigger-specific text with
“getlds”. Lines 4-5 use the service and trigger id query a
global map of devices and attributes, respectively, to find
the device/attribute used by the trigger, or create a new
device/attribute if the corresponding component has not yet
been mapped (performed by the “getOrCreateX” methods).
Lines 6-10 perform a similar set of operations for the action of
the applet rather than the trigger. Finally, Line 12 generates
the simple, three node BRG using triples containing the
device and attribute found for each, and Line 14 constructs a
behavioral rule for the BRG using the method described in
Section 5.2.

Algorithm 2 Translator for text-based apps

INPUT: app: textual app definition

OUTPUT: rule: behavioral rule

: /] Step 1.1: Get device/attribute from the trigger
: trigger < getTrigger(app)

service_id, trigger_id < getlds(trigger)

: trigger_dev < getOrCreateDevice(service_id)

: trigger_attr < getOrCreateAttr(trigger_dev, trigger_id)
: /] Step 1.2: Get device/attribute from the action
. action < getAction(app)

. service_id, action_id < getlds(action)

. action_dev < getOrCreateDevice(service_id)

NS U W

Nel

10: action_attr < getOrCreateAttr(action_dev, action_id)
11: // Step 2. Create a BRG for the applet
12: BRG < constructBRG((trigger_dev, trigger_attr, true),
(action_dev, action_attr, true))
13: // Step 3. Create the rule from the BRG
14: rule + constructRules(BRG)
1
2 ”actionChannelTitle”:” SmartThings”,
3 "actionTitle”:”Switch on”,
4 “title ”:”Open garage door when presence
«— detected”,
5 “triggerChannelTitle ”:” SmartThings”,
6 "triggerTitle”:” Presence detected”,
7
}

Listing 1: Partial specification of an IFTTT applet, displaying
the IFTTT rule components.

As a concrete example, the applet called “Open garage
door when presence detected” [20] and its components
are illustrated in Listing 1. The translator would use these
various components of the IFTTT rule 1 to synthesize a
rule initiated by the event “presence detected”—signified
by a change to the “presences” attribute of the “presence
sensor” —with an edge to the action “Switch on”, invoking
the “open_garage_door” action on the “switch” device.

5.2 Generating Rule Models

The second component of the Behavioral Rule Extractor
generates formal models of each app’s rules based on the
BRG. As described in Section 2, the behavior of an IoT app
consists of a set of rules R, where each rule is a tuple of
triggers, conditions, and actions.

In order to tie the behavior of these rules back to
the physical devices in the smart home, the elements of
T, C, and A are each formalized as sets of tuples of
(device, attribute,value). Each type of device is as-
sumed to have its own set of device-specific attributes, and
each attribute constrains its own allowed values according
to the device manufacturer’s specifications. For example,
a smart lock device may have a “locked” attribute to
indicate the state of the lock, which accepts values of
“locked” or “unlocked”. An action to unlock a specific lock
(TheLock) would contain a tuple composed of those ele-
ments, e.g., (TheLock,locked, unlocked). The devices,
attributes, and values for Samsung SmartThings Classic apps
are all defined as part of the SmartThings Classic API [17],
allowing IOTCOM to include pre-made values for each of the
tuples used to model behavioral rules for those devices. For



IFTTT applets, the devices, attributes, and values are instead
extracted from the JSON response for each individual service,
with the service id specified in each trigger/action taken to
represent the device, and the trigger/action id representing
an attribute of that device as in Algorithm 2.

To generate the models from the behavioural rules,
IOTCoOM starts from each trigger component (which is used
as the TRIGGER for the rule) and identifies corresponding
action components; every rule must have at least one AcC-
TION. From each action component, we identify the relevant
condition to each pair of trigger-action.

6 FORMAL ANALYZER

This section describes the Formal Analyzer component of
IoTCoM, which takes as input the behavioral rule models
generated by the Behavioral Rule Extractor. These formal
models are verified against various safety and security
properties using a bounded model checker to exhaustively
explore every interaction within a defined scope. This
allows IOTCOM to automatically analyze each bundle of
apps without the manual specification of the initial system
configuration, which is required for comparable state-of-the-
art techniques [3], [4]. We use Alloy [7] to demonstrate our ap-
proach for several reasons. First, it provides a concise, simple
specification language suitable for declarative specification
of both IoT apps and safety and security properties to be
checked. In particular, Alloy includes support for modeling
transitive closure, which is essential to analyze complex
chained interactions. Second, it provides a fully-automated
analyzer, shown to be effective in exhaustively analyzing
specifications in various domains [21]-[33].

The bounded model checking relies on three sets of formal
specifications, as shown in Figure 3: (1) a base smart home
model describing the general entities composing a smart
home environment; (2) the app-specific behavioral rule models
generated by the Behavioral Rule Extractor; and (3) formal
assertions for our safety and security properties. We make the
complete Alloy models publicly available (see Section 8.7).

6.1 Smart Home Base Model

The overall smart home system is modeled as a set of
Devices and a set of l0TApps, as shown in Listing 2. Each
loTApp contains its own set of Rules. Each Device has some
associated state Attributes, each of which can assume one
of a disjoint set of Values. Recall from Section 4, each rule
contains its own set of Triggers, Conditions, and Actions.
Each individual trigger, condition, and action is modeled as
a tuple of one or more Devices, the relevant Attribute for that
type of device, and one or more Values that are of interest to
the trigger, condition, or action. Defined in Alloy, each of the
listed entities is an abstract signature which is extended to
a concrete model signature for each specific type of device,
attribute, value, IoT app, behavioral rule, etc.

Environment Modeling. Apps can communicate both virtu-
ally within the cloud backend and physically via the devices
they control. Virtual interactions fall into two main categories:
(1) direct mappings, where one app triggers another by
acting directly on a virtual device/variable watched by the
triggered app; or (2) scheduling, where one rule calls—e.g.,
using the runin API from SmartThings—to invoke a second
rule after a delay. Physically mediated interactions occur

Listing 2 Excerpt of base smart home Alloy model.

abstract
abstract
abstract
abstract

1 sig Device { attributes : set Attribute }
2

3

4

5 abstract
6

7

8

9

sig Attribute { values : set Value }
sig Value {1}
sig IoTApp { rules :
sig Rule {

: set Trigger,

: set Condition,
: some Action }

¢

set Rule }

triggers
conditions
actions

ion, and Action contain

10 // 31 es
11 abstract sig Trigger {

12 devices : some Device,
13 attribute : one Attribute,
14 values : set Value }

15 abstract sig Condition { ... }
16 abstract sig Action { ...}

Listing 3 Excerpt of Environment model.

abstract sig Channel {
sensors : set Capability,
actuators : set Capability }
one sig ch_temperature extends Channel {} {
sensors = cap_temperatureMeasurement
actuators = cap_switch + cap_thermostat + cap_ovenMode }
one sig ch_luminance extends Channel {} {
sensors = cap_illuminanceMeasurement
9 actuators = cap_switch + cap_switchLevel }
10 one sig ch_motion extends Channel {} {
11 sensors = cap_motionSensor + cap_contactSensor
12 actuators = cap_switch }
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indirectly via some physical channel, such as temperature.
Our model—in contrast to others [3], [4]—directly supports
detection of violations mediated via physical channels (cf.
Listing 3). As part of our model of the overall SmartThings
ecosystem, we include a mapping of each device to one or
more physical Channels as either a sensor or an actuator.

6.2 Extracted loT App Behavioral Rule Models

The second set of specifications required by the Formal
Analyzer is the models automatically extracted from each
individual IoT app. These specifications extend the base
specifications described in Section 6.1 with specific relations
for each individual IoT app.

Listing 4 partially shows the Alloy specification generated
for the MaliciousApp First, the new signature MaliciousApp
extends the base I0TApp by adding fields for a Presence-
Sensor device and a Location as well as constraining the

Listing 4 Excerpts from the generated specification for
MaliciousApp (Listing 1)

1 one sig MaliciousApp extends IoTApp {
2 presence : one PresenceSensor,

3 location : one Location }

4 { rules = r0 }

5 one sig r0 extends Rule {}{

6 triggers = r0_trg0

7 conditions = r0_cnd0 + rO_cndl

8 actions = r0_act0 }

9 one sig r0_trg0 extends Trigger {} ({

10 devices = MaliciousApp.presence

11 attribute = PresenceSensor_Presence
12 no values }

13 one sig r0_cnd0 extends Condition {} {
14 devices = MaliciousApp.location

15 attribute = Location_Mode

16 values = Location_Mode.values

Location_Mode_Home }
17 one sig r0_cndl extends Condition {} { ... }

18 one sig r0_act(0 extends Action {} {

19 devices = MaliciousApp.location

20 attribute = Location_Mode

21 values = Location_Mode_Home }




inherited rules field to contain only r0, defined on Line 5 as
an extension of Rule. As described in Section 5, the Behavioral
Rule Extractor generates the tuples for the triggers, conditions,
and actions of each app’s rules from the behavioral rule
graph. In this case, the entry point node corresponding to the
presenceHandler method is translated into the rO_trg0
signature (Line 9), while the condition nodes correspond
with r0_cnd0 and r0_cnd1 (Lines 13, 17). Lastly, the action
node from that path of the BRG generates r0_act0 (Line 18).
Each of the apps analyzed would be translated into a similar
specification; the bundle of these specifications define all
apps in the system, analyzed by the bounded model checker.
The bundle of these specifications define all apps co-installed
in the system.

6.3 Safety/Security Properties

In Section 3, we present seven classes of multi-app coordina-
tion threats that violate safety, security, and functionality
properties. In this section, we describe Alloy assertions
drawn from the logical definitions of those threat classes.
These assertions express the threats as safety properties that
are expected to hold in the specifications extracted from
each individual IoT app. We also draw upon prior work [3]-
[5] to define specific unsafe or undesirable behaviors that
may result from chain triggering. In total, we consider 36
safety and security properties, 7 generic coordination threats
introduced in Section 3) and 29 properties provided (see
Section 8.7)

As a concrete example of the seven coordination threats,
the assertion T4 in Listing 5 corresponds to threat T4,
presented in Section 3. In this snippet, we define the predicate
are_connected (Lines 7-11) which encodes the relationfor
threat (T1). It relies on the two other predicates, match (Lines
2-3) and same_channel (Lines 4-6), which correspond to the
logical relations of the same names defined in Defs. 1 and 2
from Section 3. The fact on Line 13 converts are_connected
predicate to a field connected on the Rule signature. Line
17 then defines the assertion, which ensures that no rule is
found in the transitive closure of it’s own connected rules.

As a concrete example of a safety properties caused due
to action-trigger coordination (T1), Listing 6 illustrates the
Alloy assertion for one of the fine-grained safety properties
analyzed by IoOTCoM (P.8 in [8]). This assertion states that
no rule (r) should have an action (a, Line 2) that results in a
contact sensor (i.e., the door) being opened (Lines 4-5) while
the home mode is Away (Lines 10-11).

The property check is formulated as a problem of finding
a valid trace that satisfies the specifications but violates
the assertion. If the analyzer finds such a trace, it returns
a counterexample for the property defining the specific as-
signments of tuples made for each relation, encoded as an
XML document. In particular, the returned counterexample
contains the sequence of rule activations leading to the
violation as well as the initial configuration for each app,
if applicable. Given our running example (cf. Figure 4),
the analyzer automatically detects a violation scenario, a
visualization of which is shown in Figure 6, where the four
rules result in an unsafe physical state.

7 AUTOMATIC VERIFIER

This component verifies the discovered violations. It operates
over two steps: violation extraction and interaction simulator.

MaliciousApp/r0

connected
(predecessor)

connected

MaliciousApp/r0_commO HomeModeApp/r0
(a’) (rules)

fcapability connected

y
cap_location
(location)

WindowControlApp/rl1
(predecessor)

connected|
A J A |

WindowControlApp /rO
(r, conditions)

. \_scheduled
triggers \

WindowControlApp
/rl_trig0

(event, attribute)
| capabilities
A
cap_temperatureMeasurement WindowControlApp /rO_commO
(attributes, sensors) (a)

|
capability

cap_contactSensor

Fig. 6: An automatically detected violation scenario for our
running example (cf. Fig. 4).

7.1 Violation Extraction

Listing 5 Example coordination threats (T1) and (T4) defined
as assertions in Alloy. The are_connected predicate and
connect attribute encode the logical definition of T1.

relations defir n (cf. Section

1 // exs

— 3)
pred matchl[a : Action, t : Trigger] {
3 (some t.devices & a.devices) and (a.attribute =

— t.attribute) }
4 pred same_channella : Action, t : Trigger] {
5 (some ¢ : Channel | (a.devices in c.actuators) and
6 (some t.devices & y.sensors))}
7 pred are_connected[r,r' : Rule] {
8 (some a : r.actions, t : r'.triggers {
9 (match[a, t] and (a.value in t.value)) or

«—s same_channella, t]})

10 all a : r.actions, ¢ : r'.conditions {
(matchla,c]) => (a.value in c.value) } }
i I ! d' field so we can use

— e
13 fact { all r,r' : Rule | (r'
—s are_connected[r,r'] }

in r.connected) <=>

14 // action-trigger coordination
15 assert tl no Rule.connected }
16 // self coordination

: Rule

17 assert t4 { no r r in r. connected }

Listing 6 Example Alloy assertion for the property DON'T
unlock door/window WHEN location mode is Away:.

1 assert P8 {

2 no r : IoTApp.rules, tions {

3 // DON'T open the c owW. . .

4 a.attribute = CONTACT_SENSOR_CONTACT_ATTR
5 a.values = CONTACT_SENSOR_OPEN

6 /.. Wi -

7 (some r' r.xare_connected,

8 a : r'.(triggers + conditions + actions) {
9 // ...mode 1is away

10 a'.attribute = MODE_ATTR

11 a'.values = MODE_AWAY }) }}




To simulate the interactions among apps that lead to each
violation, the Automatic Verifier requires two pieces of
information: (a) the list of apps involved in the violation,
and (b) the device capabilities of devices used within each
app. The Automatic Verifier extracts these information from
the XML generated by the Formal Analyzer for each detected
violation scenario. Each recorded violation scenario contains
a trace of rule activations that result in the violation, as well
as potentially other rule activations that are not directly tied
to the violation itself. To limit the scope of the verification,
the Automatic Verifier first builds a directed graph of all rule
activations in the trace, and then uses Dijkstra’s algorithm
to find the shortest path between the rules directly involved
in the violation. We then identify the apps that define the
rules along that shortest path, the collection of which form
the list of apps whose interactions must be simulated by the
verifier. The device capabilities are then extracted from each
app involved in the violation and used to decide the device
interaction category required for the verifier to check the
possible violation.

7.2

This step simulates the interactions between the IoT apps
according to the exported settings in the previous step.
We feed these settings and the violated property to our
simulator to verify the violations that can be triggered.
We leverage the simulator framework of IoTCheck [34].
This framework contains virtualized devices (i.e., device
handlers) for the majority of the devices used by our dataset.
It provides an execution model for SmartThings platform
by supporting a set of virtual device handlers and necessary
external environment settings. It simulates the execution of
IoT apps across various physical and logical channels. Java
PathFinder is used to identify violations during interactions
between IoT applications. We feed the Groovy IoT apps
to the simulator, which forms pairs of Groovy apps and
automatically generates the necessary configuration setting
based on the required device capabilities. Finally, we simulate
and monitor the execution of SmartThings apps within a
virtual machine to capture existing violations.

Interaction Simulator

8 EVALUATION

This section presents our experimental evaluation of
I0TCoM, addressing the following research questions:

e RQ1: What is the overall accuracy of IOTCOM in
identifying safety and security violations compared to
other state-of-the-art techniques?

o RQ2: How well does IOTCOM perform in practice? Can
it find safety and security violations in real-world apps?

e RQ3: Can IOTCOM be extended to handle apps belong
to parties other than SmartThings?

o RQ4: What is the performance of IOTCOM’s analysis re-
alized atop static analysis and verification technologies?

o RQ5: What is the performance of the automatic verifier
component of [OTCOM?

Experimental subjects. We used the IoTMAL suite of
benchmarks [35], developed by other researchers, to perform
a fair comparison of the existing analysis techniques. To
further evaluate the implications of our tool in practice, we
collected 3732 smart home apps drawn from two different

TABLE 1: Safety violation detection performance comparison
between SOTERIA, IoTSAN and IOTCOM. True Positive (TP), False
Positive (FP), and False Negative (FN) are denoted by symbols
7, ®, O, respectively. (X#) represents the number # of detected
instances for the corresponding symbol X.

Test Cases | SOTERIAT IoTSAN] IoTCheck®] ToTCoM
Individual Apps
ID1BrightenMyPath v 4| N/A v
ID2SecuritySystem i of N/A i
ID3TurnltOnOffandOnEvery | [/ O N/A i
ID4PowerAllowance [vi[m] (O2) N/A (i712)
ID5.1FakeAlarm O [m] N/A O
ID6TurnOnSwitchNotHome va| vl N/A v
ID7ConflictTimeandPresence | /] Of N/A v
ID8LocationSubscribeFailure | /1 va| N/A va|
ID9DisableVacationMode X O N/A 4l
Bundles of Apps
Application Bundle 1 v v v v
Application Bundle 2 val D+ O 4|
Application Bundle 3 v4| of O v
Application Bundle 4* O of O vl
Application Bundle 5% O O O v
Application Bundle 6 O O O [val
Precision 90% 100% 100% 100%
Recall 66.7% 25% 16.6% 93.8%
F-measure 76.6% 40% 27.6% 96.8%

" results obtained from [39]

@ JoTCheck does not handle individual Apps (ID1-ID9)

* IoTSAN did not generate the Promela model

+ SPIN crashing

# Benchmarks involving physical channels related violations.

repositories: (1) SmartThings apps: We gathered 404 Smart-
Things apps from the SmartThings public repository [36].
These apps are written in Groovy using the SmartThings
Classic API platform. (2) IFTTT applets: We used the entire
IFTTT dataset provided by Bastys et al. [37]. This dataset is in
JSON format, with each object defining an IFTTT applet. We
further performed experiments on a newly obtained IFTTT
dataset to supplement the results. This dataset contains
989 new IFTTT. This dataset is crawled from the IFTTT
website [38].

Safety and Security Properties. We use a set of 36 safety
and security properties, each encoded as an Alloy assertion
as described in Section 6.3.

8.1

To evaluate the effectiveness and accuracy of IOTCOM and
compare it against other state-of-the-art techniques, we
used the IoTMAL [35] suite of benchmarks. This dataset
contains custom SmartThings Classic apps, for which all
violations, either singly or in groups, are known in advance—
establishing a ground truth. As IOTCOM identifies safety/se-
curity violations arising from interactions of conflicting rules.
Such rules can be defined within the scope of one app or
multiple apps. Therefore, to perform a fair comparison with
the state-of-the-art, we used benchmarks that incorporate
violations in both individual apps and bundles of apps. We
also randomly partitioned the real-world IoT apps into 6
non-overlapping bundles, simulating a collection of apps
installed on an end-user device. The bundles enabled us to
perform several independent experiments.

We faced two challenges while evaluating the accuracy
of IOTCOM against the state-of-the-art: (1) Most analysis
techniques—including HOMEGUARD [40], SOTERIA [3],

Results for RQ1 (Accuracy)



and iRULER [41]—are not available; IoTSAN [4] was the lone
exception. We also were not able to run IoTMON because
only one component thereof is publicly accessible; its Groovy
parser 1 is available, but the channels discovery and NLP
components are not. IloTCheck [34] does not have the ability
to identify safety violations in each individual app, since it is
designed to only detect the violations across multiple apps.
SOTERIA [3] was evaluated using the [cTMAL dataset, but
the tool is not publicly available. Therefore, we rely on the
results provided in the technical report [39]. (2) The violations
in the JoTMAL dataset do not involve physical channels.
To evaluate this capability of the compared techniques,
we developed three bundles, B4-B6, available online (see
Section 8.7).

Table 1 summarizes the results of our experiments for
evaluating the accuracy of IOTCOM in detecting safety
violations compared to the other state-of-the-art techniques.
IOTCOM succeeds in identifying all 9 known violations out
of 10? in the individual apps, and all violations in 6 bundles
of apps. Furthermore, IOTCOM identifies two violations in
the test case ID4PowerAllowance—namely, (T6) repeated actions
and (T5) conflicting actions.

Different from SOTERIA and IoTSAN, IOTCOM captures
schedule APIs; thus, it can identify the conflicting actions vio-
lation that was not detected by the other techniques. IoOTCoM
misses only a single violation in test case ID5.1FakeAlarm.
This app generates a fake alarm using a smart device API
(i.e., communicates the device status over http) which is not
often used in SmartThings apps. Also, neither SOTERIA nor
IoTSAN could detect this violation. IOTCOM further out-
performs IoTCheck because IOTCOM can handle violation
detection in each individual app and detect the conflicts
between apps interacting via the physical channels, while
IoTCheck cannot.

IoTCoM also successfully identifies potential safety and
security violations arising from interactions between apps.
Test bundles B1 — B3 exhibit such violations using only
virtual channels of interaction. Bundles B4 — B6 define
violations due to physical interactions between apps. For
example, B4 contains an interaction violation over the tem-
perature channel that can result in the door being unlocked
while the user is not present, violating one of the specific
properties belonging to class (T1) chain triggering, while
B5 and B6 contain unsafe behavior and infinite actuation
loop, respectively. SOTERIA and IoTSAN cannot detect such
violations that involve interactions over physical channel.
IoTcheck can identify apps that have device interactions, but
it only has a limited support for a small set of device handlers.
Therefore, IoTCheck’s performance is unsatisfactory, since it
cannot detect any of the violations that involve unsupported
devices.

8.2 Results for RQ2 (Real-World Apps)

We further evaluated the capability of IOTCOM to identify
violations in real-world IoT apps. We randomly partitioned
the subject systems of 3732 real-world SmartThings and

1. https:/ / github.com /nsslabcuus/IoTMon
2. Although the number of individual apps is 9, but the app
ID4PowerAllowance has two known violations
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(T7) Exclusive event
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(T6) Action-action
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(T5) Action-action
(conflict)
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(T3) Action-condition
(no-match)
3%

Fig. 7: Distribution of the detected violations across seven
classes of multi-app coordination.

IFTTT apps into 622 non-overlapping bundles, each com-
prising 6 apps, in keeping with the sizes of the bundles
used in prior work [4], [42]. This partitioning simulates a
realistic usage of IoT apps, where no restrictions prevent
a user from installing any combination of IoT apps. The
resulting bundles enabled us to perform several independent
experiments. We evaluated each bundle against (1) the seven
classes of interaction threats introduced in Section 3 and (2)
a set of specific action-trigger coordinations adopted from
the literature [3]-[5], which we used to assess the capability
of our approach to accommodate and detect scenario-based
violations. More details on these properties, along with the
specifications thereof are available (see Section 8.7). Overall,
IOTCoOM detected 2883 violations across the analyzed bun-
dles of real-world IoT apps, with analysis failing on one of
the 622 bundles.

Figure 7 illustrates how the detected violations were
distributed among the seven classes of multi-app coordi-
nation, presented in Section 3. Threats (T1) Action-trigger,
(T4) Self coordination, and (T6) Action-action (repeat) were the
most prevalent. These threats also appear in the motivating
example from Section 2. The fact that action-trigger (T1) and
action-action (T5, T6) coordination classes were the most
frequently detected violations indicates that race conditions
among actions would be the most likely consequence of
multi-app coordination. Out of the 29 specific safety proper-
ties from class (T1) Action-trigger, IOTCOM detects violations
of 15 properties, where 72.3% (450 out of 621) of the bundles
violate at least one property.

8.3 Manual Analysis

We manually inspect a sample of the real-world bundles from
Section 8.2 to verify the reality of the detected interaction
threats. We first randomly selected 30 of the 622 analyzed
bundles (approx. 5%), and acquired the source code for
the apps in those bundles. We then manually examined
the Groovy source or IFTTT definition of each app in each
bundle to find violations of the seven classes of multi-app
coordination presented in Section 3.



Our manual analysis corroborates the recognition rate
from the automatic verification, with a recall rate of 94.92%
on the 30 bundles drawn from those used in Section 8.2.
However, the precision (47.86%) and Fl-measure (62.64%)
were low, in part due to re-use of identifiers in IFTTT
“channel” definitions as well as overloading of “switch” and
“notification” devices/channels. For example, the service
controlling Android phones re-uses the same channel ID for
multiple tasks, including detecting a connection to a particu-
lar WiFi network, changing the volume on the phone, and
sending a notification, among things. Conversely, there are
numerous different brands of smart switch devices, each of
which has their own identifier but all share “switch” devices.
Our reference implementation of IOTCOM identifies devices
based in part on those identifiers—both in distinguishing
them from one another and in identifying members of shared
device types—so some rule activations may be flagged as
a violation even though the actual action taken by the rule
would not result in any coordination.

As an example case, we performed manual verification
on a bundle identified as AeFLPm, for which IoTCom
reported violations of T1, T4, and T6. Of those three, our
manual analysis determined that T1 and T6 were in fact
violated, whereas T4 was not (a false positive). For T1,
IFTTT applet “Check if rain then send Android notication”
was determined to be a valid trigger for applet “When it
starts raining, basement dehumidifier goes on”, which is
activated by a notification such as that sent by the first app.
The T6 violation came from what is likely a spam applet
called “1 o ve=V!Als!H!iK!a!r!aln SPECIALIST molvi ji in
ENGLAND 08107470632”; this applet contained a variety
of rules which sent the same (spam) notification repeatedly,
violating T6 (same command sent multiple times). The false
positive for T4 was also related to the general “notification”
device type. IOTCOM detected a self-activation loop in the
applet “Check if rain then send Android notication” due
to the notifications sent by other applets in the bundle, but
failed to recognize that the offending applet is only triggered
by notifications from “Weather Underground”, rather than
generic Android notifications. Thus, this bundle does not
present a real violation of T4.

In the rest of this section, we describe a few representative
findings for each interaction threat described in Section 3.

8.3.1 Violation of (I'1) Action-trigger

Figure 8 depicts a chain of virtual interactions that could
lead to a door being left unlocked if misconfigured. The
SmartThings app LockltWhenlLeave locks the door when the
user leaves the house, as detected by a presence sensor.
Meanwhile, the lock action triggers the IFTTT applet Unlock
Door, which unlocks the door again. This violates one
of our specific, scenario-based, action-trigger coordination
properties.

8.3.2 Violation of (T'2) Action-condition-match

Action-condition coordinations where commands and con-
ditions match may result in outcomes that run contrary
to expectations. For example, the app smoke_alert includes
a rule that unlocks a door if smoke is detected to allow
easy exit/entry in case of fire. If incorrectly configured,
however, this could satisfy a condition for one of the rules in
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[not present] <«

Unsafe -\

-b Lock Door Unlock Door
LockItWhenlLeave UnlockDoor

Fig. 8: Example violation of T1: Cyber coordination between
apps may leave the door unlocked when no one is home.
The first rule is guarded by a condition that the home owner
not be present.

Satisfies .
Smoke ‘UnlockDoor ——— [unlocked] Unintended
Action
smoke_alert /
(e Ao
NotifylfLeftUnlocked

Fig. 9: Example violation of T2: smoke_alert app enables
the condition for NotifylfLeftUnlocked, which unintentionally
undoes the action of smoke_alert.

app NotifylfLeftUnlocked, which—upon identifying the lock
is unlocked—would re-lock the door. This goes contrary
to the intent of the first rule, and would likely signal a
misconfiguration, as shown in Figure 9.

8.3.3 Violation of (I'3) Action-condition-not-match

Unlocked Switch On

Turn on Light when door Unlocks

Violates Blocks Action

—> [switch off]

Oli
VacationLightingDirector

Fig. 10: Example violation of T3: “Turn on Light when door
Unlocks” applet may unexpectedly block the actions of
VacationLightingDirector app.

Action-conditions coordination where the results do not
match may also lead to unexpected outcomes, as in the
following example from our real-world results. The app
VacationLightingDirector contains a rule that randomly turns
on a light only if a given set of switches are off; the IFTTT
applet “Turn on Light when door Unlocks” may turn one
of those switches on, which may unexpectedly prevent
VacationLightingDirector from operating until the switch is
turned off (shown in Figure 10).

8.3.4 Violation of (I'4) Self Coordination via Physical Chan-
nel

The chain of interactions shown in Figure 11 results in a
loop that could continually turn a switch on and off, similar
to our example from Section 2. This violation represents
the self coordination threat (cf. T4). The loop involves
three SmartThings apps: RiseAndShine, TurnltOnXMinutesl-
fLightIsOff, and LightsOnWhenlArrivelnTheDark. RiseAndShine
contains a rule activating some switch when motion is
detected. LightsOnWhenlArriveInTheDark controls a group of



switches based on the light levels reported by light sensors.
TurnltOnXMinutesIfLightIsOff switches a switch on for a user-
specified period, then turns it back off.

(luminance) I
1

'

Mutually No Motion
Exclusive
Events DarkenBehindMe
Motion — Same -/
GeTHR Result

)
RiseAndShine TurnltOnXMinuteslfLight!sOff

LightsOnWhenlArrivelnTheDark

Fig. 11: Example violation of T4: Lights continually turn off
and on. Dashed line represents coordination via the luminance
physical channel.

When RiseAndShine activates its switch, it could trigger
LightsOnWhenlArrivelnTheDark via the luminance physical
channel, switching all connected lights off. This event triggers
TurnltOnXMinutesIfLightIsOff, which may re-enable one of
the lights. This changes the luminance level, entering into
an endless loop between LightsOnWhenlArrivelnTheDark and
TurnltOnXMinutesIfLightIsOff. IOTCOM is uniquely capable
of detecting this violation due to our support of physical
channels, scheduling APIs, and arbitrarily long chains of
interactions among apps.

8.3.5 Violation of (T'5) Action-action (conflict) via Physical
Channel

AL — I —— conflict

TurnltOffAfter

(luminance)

LightWarsOn

Bright

GarageDoorNotification

Fig. 12: Example violation of T5: Both “on” and “off” com-
mands sent to the same light due to the same event. Dashed
line represents coordination via the Iuminance physical
channel.

The three apps shown in Figure 12 lead to potentially
unpredictable behavior due to competing commands to
the same device, violating 1'5. They also interact in part
over a physical channel that could not be detected by
approaches that only consider virtual interaction between
apps. The IFTTT applet GarageDoorNotification activates a
switch when the garage door is opened. This triggers the
action of SmartThings app TurnltOffAfter, which will turn
off the light after a predefined period. At the same time,
GarageDoorNotification may also have triggered the IFTTT
applet LightWarsOn via a light sensor, interacting over the
physical luminance channel. LightWarsOn would attempt to
turn the light back on, producing an unpredictable result—a
race condition—depending on which rule was executed first.

8.3.6 Violation of (I'7) Exclusive-event-coordination

This violation (shown in Figure 13) involves the two Groovy
apps DarkenBehindMe and GeTHR. Both apps share the
same device (i.e., motion sensor) and attribute (i.e., motion
activity), but they are triggered based on different values:
inactive motion triggers DarkenBehindMe and active motion
triggers GeTHR. Since IOTCOM detects this violation, this
supports the user to avoid situations when two apps are
unintentionally triggered based on the activity of one device.

12

Fig. 13: Example violation of T7: Mutually exclusive events
lead to the same, guaranteed result.

8.4 Results for RQ3 (Extendability)

We extended our safety violation analysis of IOTCOM on a
new IFTTT dataset by considering IFTTT rules that belong
to parties other than SmartThings. This evaluation shows
IOTCOM is not only limited to analyze the SmartThing
apps, but it is also flexible to handle apps that belong to
various parties. We used a set of 989 new IFTTT applets
crawled from the IFTTT website by Ur et al. [38]. Rules and
device/attribute definitions were extracted from each applet
as described in Algorithm 2 in Section 5.1.2. We randomly
divide the existing 989 IFTTT apps into 123 non-overlapping
bundles, each containing 8 apps. With the widespread use
of SmartThings, more and more users are running multiple
applications simultaneously on their phones and we expand
the size of the bundle to fit a more general scenario [43]. At
the same time, using random segmentation as in previous
experiments does not restrict user choices.

IoTCoM discovered violations in 22 bundles of real-
world IoT apps. Each bundle includes 8 applets, which may
result in multiple types of violations. When multiple apps
are interacting frequently with each other, the race conditions
among the actions arise during their interactions. This, in
turn, leads to frequent violations of T6. Such race conditions
can also lead to another Threat (T5) action-action (conflict),
which can appear along with T6 threats.

8.4.1 Violation of (T5) Action-action (conflict)

Figure 14 presents another case of violating 7'5. When
the smart presence sensor dlink_motion_sensor detects a
person leaving, it triggers Lightsoffwhenleavinghome and turns
the switch off after the information is transmitted to hue.
However, when the motion sensor catches the movement,
it triggers IfmotiondetectedbyDLinkMotionSensorthenturnonAll-
lights and switches on the light controlled by hue. Another
T'5 conflict with such similar approach occurs during the
interaction of Lightsoffwhenleavinghome and Turnonwhensunset.
When a person leaves home, the first IFTTT applet is
triggered and the lights controlled by hue will turn off.
When the sensor detects sunset and triggers the second
IFTTT applet, here comes the violation, i.e., the hue receives
turn-on light command and a race condition occurs.

8.4.2 Violation of (T6) Action-action (repeat)

Figure 15 illustrates a safety violation
that involves two IFTTT applets, Down-
load_newFacebookPhotos_youretagged_intoDropbox and

Download_allphotos_inwhichlamtagged_tomyDropbox. These
two applets execute the download_image_toDropbox action
when they receive the trigger of tagged_a_photo. These
two rules conform to the same device, attribute, and value.



Light On
IfMotionDetectedBy_DLinkMotion
Sensor_ThenTurnOnAllLights

—— Conflict -\
oo 38 iovor |

LightsOffWhenleavingHome

/|

4

Motion Detected

Fig. 14: The detected T5 threat example: Ifmotiondetectedby-
DLinkMotionSensorthenturnonAlllights and Lightsoffwhenleav-
inghome are triggered by a motion when person is leaving
and the conflict happens to light.

So when both IFTTT rules are used at the same time, the
same photo will be downloaded to the Dropbox twice
(corresponding to T6 threat), leading to a waste of the
storage space.

Replicated -\

IFTTT_2

) St

IFTTT_1

Tagged in
a photo

Tagged in photo:P1

Fig. 15: The detected T6 violation example: IFTTT_1
(Download_newFacebookPhotos_youretagged_ intoDropbox) and
IFTTT_2 (Download_allphotos_inwhichlamtagged_ tomyDropbox)
are triggered by Tagged_one_photo action and the photo P1 is
downloaded twice.

8.5 Results for RQ4 (Performance and Timing)

This section evaluates the analysis time required by different
phases of IOTCOM. It describes the overhead incurred by the
model extraction and formal analysis based on real-world
apps drawn from the SmartThings and IFTTT repositories.

Figure 16a presents the time taken by IOTCOM to extract
rule models from the Groovy SmartThings apps and IFTTT
applets. The scatter plot shows both the analysis time and
the app size. According to the results, our approach statically
analyzes and infer specifications for 98% of apps in less than
one second.

Figure 16b presents the comparison results between
IoTCoM and IoTSAN. In all different bundle sizes. The
results show over 52% of reduction in the analysis time
in comparison with IoTSAN, because BRG optimizes the
performance by trimming the ICFG and eliding the edges
and nodes that do not impact the app’s behavior apropos of
physical devices.

We also measured the verification time required for de-
tecting safety/security violations and compared the analysis
time of IOTCOM against that required by IoTSAN [4]. We
checked all 36 safety and security properties against the
app bundles. IoTSAN requires the initial configuration of
each app in the bundle as part of the model to be analyzed.
IoTCoM, however, exhaustively examines all configurations
that fall within the scope of the app model. To perform a
fair comparison between the two approaches, we generated
initial configurations for 11 bundles of apps and converted
them into a format supported by IoTSAN. We then ran the
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two techniques considering all valid initial configurations to
avoid missing any violation.

Figure 16¢ depicts the total time taken by each approach
to analyze all relevant configurations (rather than a single
user-selected configuration). Note that the analysis time is
portrayed in a logarithmic scale. The experimental results
show that the average analysis time taken by IOTCOM and
IoTSAN per bundle is 11.9 minutes (ranging from 0.05 to
104.78 minutes) and 216.9 minutes (ranging from 0.33 to
580.91 minutes), respectively. Overall, IOTCOM remarkably
outperforms IoTSAN in terms of the time required to
analyze the same bundles of apps by 92.1% on average
and by as much as 99.5%. The fact that IOTCOM is able
to effectively perform safety/security violation detection of
real-world apps in just a few minutes (on an ordinary laptop),
confirming that the presented technology is indeed feasible
in practice for real-world usage.

8.6 Results for RQ5 (Automatic Verification)

Next, we evaluate the automatic verifier component of
IoTCoM, which validates and reflects the accuracy of
IOTCOM detection results. Because IoTCheck dynamically
detects whether two apps will cause the same device to
have the opposite instruction state at a certain moment,
we exclude the pair of apps that does not contain device
interaction. Moreover, we adjust the parameters according
to the corresponding device category of the software. The
detection results of IoTCheck mainly involve two types of
interaction threats i.e., T5 and T3. Combining the applet pair
excluded above, we analyzed 39 groovy applets, which are
combined into 18 bundles with different conflicts.

The verification results are presented in Table 2. Based on
the experimental results, it can be seen that the static analysis
results of JIOTCOM can be dynamically verified, and the
recognition rate reaches 94.4% (17/18) as shown in Table 2.
One single violation is not verifiable due to the capacity of
the applets inside the bundle not satisfying the simulator
requirement.

8.7 Data Availability

The IOTCOM implementation is available on GitHub? as well
as on Zenodo*. Both repositories contain the implementation
of the Behavioral Rule Extractor and the Formal Analyzer
components of IOTCOM. The repositories also contain the
IFTTT dataset used in this work, the corresponding Alloy
models, and the definitions of safety assertions.

9 DISCUSSION AND LIMITATIONS

Usability of IoTCoM. Regarding the efforts required by
end-users, [OTCOM uses static analysis to automatically infer
apps behavior, captured in BRG models. It then automatically
translates such behavioral models into formal specifications
in the Alloy language. The formal analysis part is also
conducted automatically. However, the specifications for
the base smart home Alloy model and the safety properties
are manually developed once and can be reused by others.

3. https:/ / github.com /Mohannadcse /IoTCOM
4. https://doi.org/10.5281/zenodo.6513163
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IoTCom.
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world apps (in minutes, on a logo scale).

Fig. 16: RQ4 Results.

TABLE 2: Safety violation detection performance verified  yyanglator Correctness. IOTCOM can generate false alarms

by the automated verifier. The violations found by IOTCOM e to two followin

show the details of the threats, while symbols 4/, X indicate
“verified” and “unverified”, respectively.
Bundle#

Verified vio-
lations

Description of conflicts verified by ToTcheck

1 Executing App1(PortableSwitchturnsonotherdevice)
triggers the condition of
App2(LaLaManorAutomation)

Executing App1(BrightenMyPath) triggers the condi-
tion of App2(LightupwhenImgone)

The simulator doesn’t support this capacity
Executing App1(LightsOffWhenClosed) triggers the
condition of App2(Turnonorofftogether)

Executing App1(TurnOnOnlyIflIArriveAfterSunset)
triggers the condition of
App2(UndeadEarlyWarning)

Executing App1(MySmartAppSensorToLightBulb)
triggers the condition of App2(helloworld)
Executing App1(OpenGarage) triggers the condition
of App2(UndeadEarlyWarning)

Executing App1(TurnltOnWhenItOpens) triggers the
condition of App2(MonitoronSense)

Executing App1(MonitoronSense) triggers the condi-
tion of App2(Turnsomethingoffwhenacontactopens)
Executing App1(Wireless3Way) triggers the condi-
tion of App2(LightsOffWhenClosed)

Executing App1(DelayedCommandExecution)
triggers the condition of
App2(PowerAllowanceSeconds)

Executing App1(GarageDoorAutomation) triggers
the condition of App2(GarageDoor)

Executing App1(TurnltOnFor5Minutes)
triggers the condition of
App2(Turnsomethingoffwhenacontactopens)
Executing App1(TurnItOffAfter) triggers the condi-
tion of App2(LightTurnonClosed)

Executing App1(StrobeWhenlamHomeandSomeone
Arrives) triggers the condition of
App2(LightTurnonClosed)

Appl triggers the condition making it no longer
satisfy the condition of app2

Executing App1(TurnltOnFor5Minutes) triggers the
condition of App2(LightupwhenImgone)

Executing App1(TurnltOnWhenlItOpens) triggers the
condition of App2(BrightenMyPath)
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Thus, it poses a one-time cost to develop new properties
to be analyzed. Each app specification is automatically
extracted, independent of the other apps. So if a new
app is added, the only thing the user needs to do is to
run IOTCOM’s behavioral rule extractor to automatically
extract the specification for the new app without changing
the other apps. Note that we also automatically identified
device-specific attributes by parsing the documentation of
SmartThings to extract capabilities and actions of devices.
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g reasons:

1) Code-based Translator: this translator relies on static
analysis; however, it does not handle dynamic features
in Groovy apps, such as reflection. This limitation can
be addressed by incorporating dynamic analysis.
Text-based Translator: this translator is prone to miss
IFTTT rules that do not match the set of heuristic rules
applied by string analysis. This limits the translator’s
capability to map triggers and actions in the JSON
format of IFTTT rules to the corresponding tuples
required by our model. Other techniques like Natural
Language Processing (NLP) and lexer grammar can be
applied to enhance the performance of the translator.
IoTCoM models the physical interactions at the appli-
cation level by defining the mapping between physical
channels. This can lead to an over-approximation of
physical channels. An interesting avenue for future
work is to improve modeling physical interactions by
considering the physical properties of actuator devices.

3)

Scope of Properties. Section 3 proposes seven categories of
interaction threats, which can lead to undesirable behaviours.
Also, in Section 6.3, we describe the capability of IOTCOM
to handle not only the interaction threats in Section 3 but
also a set of safety properties. The safety properties represent
concrete examples of the interaction threats. Since IOTCoM
captures the influence across the components of IoT apps (i.e.,
triggers, conditions, and actions), IOTCOM is not limited to
identify safety violations. In fact, IOTCOM users can define
any undesirable behaviours as Alloy assertions. For example,
the violation in Fig. 15 can be considered as a functionality
violation that misuses storage because the picture will be
stored twice.

10 RELATED WORK

In this section, we provide a discussion of the related efforts
in light of our research. IoT safety and security has received
a lot of attention recently [15], [38], [44]-[65]. Table 3 shows a
comparison of IOTCOM with the other existing approaches



over various features provided by such analyzers. Contex-
IoT [6] analyzes individual IoT apps to prevent sensitive
information leakage at run-time. However, it does not sup-
port the analysis of risky interactions among multiple apps.
Soteria [3] and HOMEGUARD [40] are static analysis tools
for detecting violations in multiple IoT apps. Taifu [66] and
IoTWatcH [67] apply dynamic testing approach for detecting
privacy violations. However, these techniques do not take
into account physical channels, which can carry perilous
interactions among apps, such as violations reported in
Section 8.2 as detected by IOTCOM. Although IoTCheck [34]
considers conflicted interactions over physical channels.
Furthermore, these techniques are vendor-dependent and
do not support cross-platform interaction, since they cannot
handle the interactions between IoT apps and trigger-action
platform services, except Taifu [66] and IoTWatcH [67].
While VISCR [68] aims to detect and resolve conflicts of
automation rules by considering cross-vendor interaction,
it does not exhaustively explore the configuration-space.
Therefore, IOTCOM and VISCR are orthogonal to each other:
IOTCOM can improve VISCR’s conflict detection capabilities,
while IOTCOM can benefit from the resolution component
of VISCR. Both IOTCOM and VISCR maintain a translator
component to provide the cross-vendor interactions, but it
is unclear whether VISCR supports: (1) interactions over
physical channels and (2) conditions in Groovy apps.

Along the same line, IoTSAN [4] detects violations in
bundles of more than two apps. However, IoTSAN [4] first
translates the Groovy code of the SmartThings apps to Java,
limiting its analysis to just less than half of the devices
supported by SmartThings [17]. In contrast, IOTCOM directly
analyzes Groovy code, supports large app bundles and all
SmartThings device types, and is completely automated.
IoTSAN [4], similar to Soteria [3] and HOMEGUARD [40],
cannot detect violations mediated by physical channels.

IoTMON [5] is a purely static analysis technique that
analyzes rules based solely on triggers, neglecting the condi-
tions for specific actions. In contrast, IOTCOM validates the
safety of app interactions with more precision by effectively
capturing logical conditions influencing the execution of
app rules through a precise control flow analysis. Moreover,
IoTMON, similar to many other techniques we studied,
does not support the analysis of interactions between IoT
apps and trigger-action platform services. To the best of
our knowledge, IOTCOM is the first IoT analysis technique
for automated analysis of the entire configuration space,
broadening the scope of the analysis beyond certain initial
system configurations, required to specify in other existing
techniques manually.

Other researchers have evaluated the security of IFTTT
applets [37], [42], [69], [70]. Fernandes et al. [69] studied
OAuth security in IFTTT, while Bastys et al. [37] used
information flow analysis to highlight possible privacy,
integrity, and availability threats. However, none of the
studies examined the aforementioned IoT safety and security
properties. In contrast, [OTCOM performs large scale safety
and security analysis, examining interactions between tens
of IFTTT smart home applets. IOTCOM also analyses bun-
dles comprising both SmartThings Classic apps and IFTTT
applets, demonstrating its unique cross-platform analytical
capability.
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TABLE 3: Comparing IOTCOM with the state-of-the-art IoT
analysis approaches.

S Physical channel | Platform Multi-app| Entire config.
ystem analysis independent | analysis | space analysis
ContexIoT [6] | X X X X
SOTERIA [3] | X X 7 X
ToTSAN [4] X v v X
IoTMON [5] [ V/ X v X
ToTCheck [34] [ v/ X X X
VISCR [68] N/A v v/ X
IoTCoM v 4 v/ v
11 CONCLUSION

This paper presents IOTCOM, a novel approach for identi-
fying unsafe interactions between IoT apps. Our approach
employs static analysis to automatically derive models that
reflect behavior of IoT apps and interactions among them.
The approach then leverages these models to detect safety
and security violations due to interaction of multiple apps
and their embodying physical environment that cannot be
detected with prior techniques that concentrate on interac-
tions within the cyber boundary. We formalized the principal
elements of our analysis in an analyzable specification lan-
guage based on relational logic, and developed a prototype
implementation, IOTCOM, on top of our formal analysis
framework. The experimental results of evaluating IoOTCoM
against prominent IoT safety and security properties, in the
context of thousands of real-world apps, corroborates its
ability to effectively detect and further validate the violations
triggered through both virtual and physical interactions and
across different IoT platforms.
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