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Abstract Science and technology devices pose new and vibrant solutions to the day to day
problems faced by the Information Technology user society, data security issues are on the
rise as well. Now-a-days security concerns are directly proportional with the steep hike
in amount of data handled. The greatest threat comes from individuals who try to access
information stored in servers or the cloud or any other location without authorised permis-
sion. Visual Cryptography is one of such schemes that involves securing ones information
and so is Audio Cryptography. We hardly find any approach that takes into consideration
both audio and image files. In our paper we present an algorithm that preserves multi-
ple audio and image files of equal length which in turn can be extended to audio-video
clips, naming it Audio-Visual Cryptography. These audio-video clips are broken into equal
number of dependant share clips using Folded Back Audio-Visual Cryptography Scheme
(FBAVCS) such that the decryption process includes basic logical operations between the
corresponding pixels and samples, in case of image and audio respectively, of the successive
shares.
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1 Introduction

“Information Security” is the practice by which we protect our data which is nothing else
but information from being changed or accessed by any unauthorised person. As the world
is being closely knitted to be a small improved place to live in with the help of advanced
technology, security is often neglected and compromised. Information and data that were
handled a decade ago is no where in comparison with the amount of data that is handled
at present. With more and more data to be handled, it puts a huge responsibility on the
technologists to secure it and at the same time not contribute towards the increasing data
and keep the error as minimum.

“Visual Cryptography” is one such scheme that proposes and promises towards fulfilling
that intent. In visual cryptography one proposes a scheme by which an image, primarily a
monochromatic binary black-white image,is to be broken into two dependent images called
shares. The shares neither reveal any information about the original image when taken one
at a time nor do they when taken together. When both the shares are taken and a logical
operation is operated within them it is then when they reveal the content of the original
image. The image which is received after the logical operation on the shares is known as the
decrypt image. Brightness of the original and the decrypt image are different and the later
has a diminishing effect.

Over the years as a result of intense research activities in the field of Visual Cryptography,
it has come up with great innovative algorithms towards securing information. Since 1994,
when Samir and Naor have first coined the term Visual Cryptography, it has developed a
great deal. In [13] the original image is divided into two shares having double the dimension
of the original image. This gives rise to the decrypt image of double the dimension of the
original when logical and is operated between the pixels of the shares. The original visual
cryptography scheme with equal sized shares is implemented as in Fig. 1. In Fig. 1, each

Fig. 1 The initial visual cryptographic scheme [13]
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pixel is either white or black. Depending on the frequency of black and white pixel ina 2 x 2
matrix of pixels in the original image, a 2 x 2 matrix of any of the six combinations and
the respective combination is used in the two share images respectively as shown in Fig. 2.
This later got corrected and went on to [6] that is recursive in nature. One image acting as
a share to one and a part of the same share image acting as a share to another who’s again a
part a share to another and so on. This is how we can effectively, i.e., without any increasing
any burden on the amount of data, can preserve information. Multiple images is broken
into multiple recursive shares in [1]. As stated earlier, the quality of image produced after
applying visual cryptography is inferior, i.e., the quality of the image decreases. Responding
to this issue, Halftone visual cryptography scheme [20] came into being and the quality of
the decrypt image hence restored.

Initially visual cryptography yielded shares that are meaningless. Simply a noisy image
that didn’t reveal any information about the original image. Taking this into consideration,
extended visual cryptographic scheme [11] came into being. Undoubtedly the shares are
noisy but they revealed some information. This is done primarily to keep away the unau-
thorised accessing individuals by showing the shares as just another normal picture. The
number of shares needed to successfully preserve an image is put at random [9]. The origi-
nal image is first broken down into n number of shares and then any k number of shares of
the total n number of shares would reveal the original image. Visual Cryptography provides
one efficient tool for transmitting text messages, [12] without any complication. Now, visual
cryptography is no longer limited to monochromatic binary images but has been extended
to grey scale and also colour images.

“Audio Cryptography” proposes to extend this cryptographic approach in preserving data
in the form of audio as well. Here too, the same principle that is applied on images is now
being applied on audio and is yielding positive results. First coined by [3] in 1998 and since
then it has also moved a long way with the works of [10] and [17]. With random (k, n) share
audio cryptographic technique already proposed it has reached great heights.

Data security is of utmost importance living in a state-of-the-art age of digitization where
almost every facility comes in a digital form clubbed with the priority for not only limiting
to safe transfer of data but also its security for effective, efficient and quantum of data
processed and its sharing. That is the reason behind developing this algorithm where we can
share data in the form of images and audio together, which accounts for a large amount of
data. This is for the first time that we are proposing an approach dealing with both visual
and audio cryptography and terming the approach as audio-visual cryptography.
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Fig. 2 Process followed while developing Shares in visual cryptography when working with images (http://
blog.widhianbramantya.com/)
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At present, we hardly find any approach that deals with both audio and image files.
Here, we have tried to bridge the gap between the two files and propose an approach that
takes into consideration both audio, image and thus video files. In this paper, we have dealt
with n audio-video clips of equal length, more precisely n video clips with the exact same
number of frames of images and samples of audio packed in the same frame rate and same
sample rate. With little variation of these quantities there would not be much of any major
disruptions in the decrypt clips that we obtain with little or ignorable amount of lost data.
Using our algorithm we break the n secret audio-video clips into n dependant shares audio-
video clips. These shares are having exactly the same length as the secret and when they are
applied to the decryption algorithm would again fetch us the decrypt audio-video clips that
corresponds to the original secret clips.

There exist many visual cryptography schemes for images, but only a few works, [15]
and [16], are there on videos. Even the strength of their techniques are yet to be seamlessly
justified against the visual, structural and statistical attacks like histogram analysis, Struc-
tural Similarity Index, BER, etc. Here, we propose a novel visual cryptographic algorithm
for videos that withstand against all of the aforesaid attacks while dealing with both image
frames and audio samples.

2 Proposed method

In the following sections we would like to submit the proposed method, explaining the
algorithm for both generating shares and decryption and would also like to cast an overview
of the ideas and notations in Table 1 that have been used in explaining the scheme.

2.1 Basic idea

According to the scheme, we take as input n audio-video clips, 7V, 7@ .. 7@ 70,
and work the share generating algorithm on them to produce n share audio-video clips,
a0 762 G g Gn)  The algorithm takes into consideration both the sequence of
images, frames, and the samples of audio. The audio and the frames are worked upon by
separate algorithm based on a common principle explained below. As stated in Fig. 2, for

Table 1 Notations and Abbreviations Used

(@) h

x@: the i'" secret video clip s,y the pixel at s’ frame, x" row
and y"* column of 7 ®
P AR the i share video clip Y(ﬂ’() i the pixel at s' frame, x" row
and y" column of 7 )
(d;). -th : : (d) . . th th
i) the i""* decrypt video clip N the pixel at s’ frame, x"" row
and y* column of 7 (@)
ay’?‘,: the y'* bit of 16-bit representation a,(f_‘:‘?: the y™ bit of 16-bit representation
of x™* sample of 7@ of x"* sample of 7 ()
ml(k): the " bt of 8-bit representation afcd") : the y'* bit of 16-bit representation
of image (k) matrix pixel of x'" sample of (@)
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classical visual cryptographic algorithm when the pixel to be represented is white then the
corresponding pixels in the share images are equal but are the complement of each other
when the original pixel is black. This being the central idea is reproduced in our algorithm
where each frame, sample is represented as bitstream of 8-bit and 16-bit format respectively.
A bitstream is nothing else but a sequence of binary bits consisting of 0’s and 1’s. Thus each
bit of a bit-sequence is taken to be the unit form of the entire video.

Often we find that the logical operation mostly used in visual cryptography is and
or or, here we apply less frequently used xor. The reason is simple, in Fig. 2, we see
that a block of four (2 x 2) pixels is used to denote a single block. But here each and
every bit sequence has equal priority and contribution to the video. So to keep that con-
tribution, we have to use an operation where the change of each bit is taken into account
rather than a block of bits. xor being the only operation giving equal priority to each bit
and thus we are using bitwise-xor operation to generate as well as to decrypt the video
clips.

2.2 Generating share images

(e))
Lx,y

and 51(2))” and apply the algorithm on it. The first pixel of all the image matrices, /31(11) 1

In the share generating algorithm we first take the first frame of both the video clip, 8

,31(21) Lseees ,31("]) | are worked upon first. All the pixels are represented in their binary form,

0) (n)
1

s m;"” and worked to derive the 8-bit representation, mv ml(sz),..., mfs"), of

l' ’

the first pixel of the first frame of 7 ¢V, 72 70 or ,81(51)1 , ,81(5%)1 I ﬂ](s'l’)l respectively.
To derive ml@‘), ml@), m?s”) we scan mlm, ml@,..., ml(") bit by bit. We first start of

by selecting a value for p which ranges from 0 to 8 and generating a random integer value

ranging from O to 1, i.e., a value that is present in the set {0, 1}. This generated value is

assigned to m(l‘“), mg‘), .

mlm, m

. mgf') as shown in (1).

m{" = mod(rand(),2) (1)

Next we move onto generating mi”), which is done by taking mgl) as the reference bit

(s2) (1 (s1)
1 1 1

and scanning mssl). In other words, m and m

as shown in (2).

is generated by xor operation on m

m = m @ m©v @)

Then we move onto m(l”) , which is done by taking mYZ) as the reference bit and scanning

m(lz). This process is repeated for generating all the first bits of all the shares following

(2) with appropriate argument. The last step being generating m(ls") taking m&s”_l) as the

reference bit and scanning m(ln_l).
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(s1) )

I+p
and scanning mll) In other words m
mgsn)

as reference bits
(S'), m(ln) and

which is done by taking m(”) and m(s”

(s1)
1+p

Then we then move onto m
is generated by xor operation on m

as denoted in the (3).

(s1) (n)

(s1)
me =m, eam

®m™ (3)

(s2)

For my >’ we again follow (2) with only the bits taken into consideration this time around

(s1) (s3) 1 1y 5n) (s1)
and all till m, 2p
which is produced by xor operation on mgs') (”) and m, (S") . This is repeated till when we have

_)p_’_l)__vg to mgg )p+1) _g is produced following

is m2 along withm, ", followed by m, which is again followed by m

(sl) . The m®? and the other shares "
B—p+1)..8 8

(1), i.e., a random value from 0,1 is assigned to mng)pﬂ) " E?)I’Jrl) g s E%n)erl)...S'
Thus we have the binary form of ﬂm)l ﬁﬁ)l ,Bﬁ)l as m(”) mf”), fé”) respec-

tively. These binary forms are converted to the decimal equlvalent and we have the pixel
values of the first pixel of the first frame of all the share Video clips. The above described

process is repeated for all the pixels of all the frames of ,BS %,y ﬂ§?)27y, s ﬂ}f'x),y to gen-
erate ,BS(,S}(?),, ﬁs(f)%?y, v ﬂs T y as explained in Algorithm 1. Here, we have considered the

image as a single channel image, if the image considered is multi-channeled, such as a color
image consisting of three channels - Red, Green and Blue respectively, then the algorithm
is repeated for all the channels separately. Algorithm 1 describes the process for two secret
images thereby generating two share images.

Algorithm 1 Share generating algorithm for Image Frames

Input: Two secret image frames.
Output: Two shares image frames.

1 for s=1:NumberOfFrames do
2 for z=1:n do
3 for y=1:k do
4 mgl) — decimalToBinary(,Bg}%yy);
5 mz(?) — decimalToBinary(ﬁlg?%7@,);
6 for i=1:p do
7 ‘ mgsl) + mod(rand(),2);
end
8 for i=1:(8-p) do
9 (52) mz(l) @ mgsn;
10 gj-lp) — mEQ) & mgsl) D mESZ);
end
11 for i=1:p do
12 ‘ mészg_,_l + mod(rand(),2);
end
13 ﬁfj)u — binaryToDecimal(m§51>);
14 ﬁssf)y — binaryToDecimal(m§S2));
end
end
end

15 Output the frame shares.
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2.3 Decrypting share images

The decryption process involves n steps. In the first step, we derive the first decrypt
image frames and in the next one we derive the second image frames and so on for
the entire n steps. All the above mentioned steps revolve around bitwise xor opera-
tion on the share image frames. The first decrypt image frames correspond to the first
secret image frames used and so is the second decrypt image frames to the second
secret image and so on till the n-th decrypt image frames for the n-th secret image
used.

To decrypt the first image frames, we take each pixel of each frame and work upon it.
The first pixel of the first frame of the first share image, :31(2?1’ is bitwise xor-ed to the first

(s2)

pixel of the first frame of the second share image, B, 7', to get the first pixel of the first
frame of the first decrypt image, /31 . In other words, we operate xor to m(sl) and m(SZ)
to get m(dl) as shown in (4).

ml(dl) = mfsl) @mlgm,‘v’i >1 4

The process is repeated for all the other decrypt image but the last which is 8 1@{'.)1 . All the

other decrypt images are generated by xor operation on the two successive share images.

To generalise the form we can represent it by the xor operation on m,(:") and m,(f"ﬂ) gives

m,({d’) as the decrypt image.

The decryption process of the n-th decrypt image frames consists of folding back the

first share image frame bitwise with the second share image frame bit. This can also be

represented as the first pixel of the first frame of the first share, ﬂ{si) 1» 18 bitwise viewed as

(31) (s1) & (s1) (s1)
I+p
corresponding bit

as explained in (5). The only special case arises when m(d”)

is generated for i + p > 8, the process to generate mgd”) (3‘)

(51) (sn)
l+P

and so is ,Bf“f)l denoted as m(”‘) The m; and m

001n01de, mé S (“)

is back folded p bit so that m

(sn)

and m, commde and so on. These bits along with m;

is xor-ed to give rise to ml( n)

involves xor operatlon on m;

and m;™" where i + p is circularly looped to 1 when it exceeds 8.

ml(dn) — (T]) @ ml(j’li] o) mgsn)’vl' > 1 (5)

The steps as explained above are repeated for each pixel of a frame giving rise to

the corresponding frame. This when repeated for all the frame we are left with /3;%‘ )y,

g}?y, ey ﬂs(d; y that corresponds with ﬂy(l;’ s S(zx) Vs o ,3Y x,y respectively as described in
Algorithm 2. If the image is multi-channeled the same decryption algorithm is repeated
for all the channels separately. In Algorithm 2 we show the decryption process for
n = 2, i.e., it is the decryption algorithm for the share generating algorithm mentioned

above.
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Algorithm 2 Share decrypting algorithm for Image Frames

Input: T'wo share image frames.
Output: Two decrypt image frames.
for s=1:NumberOfFrames do
for z=1:n do
for y=1:k do
mggl) — decimalToBinary(Bgf;?y);

mgsz) — decimalToBinary(ﬁgfa??y);
for i=1:8 do
mgdl) . mgsl) ® mESQ);
h=i + p;
if p > 9 then
10 ‘ h <+ h —38;
end
11 m§d2) (_ mgﬂ) ® mESQ) ® m;:'l);
end

12 E(yi&)y < binaryToDecimal(m

13 édgé, — binaryToDecimal(mid2 ) );

© N O Ut AW

7

end
end

end
14 Output the frame decrypts.

2.4 Generating share audio

The generating process of the audio shares involves taking one sample at a time and work

on the 16-bit representation. To generate the 16-bit representation of the shares we run

the below explained algorithm. We take a?;, oz%z;, rees agn; and running the algorithm we

(s1)  (s2) (sn)
generate al’y s “1,y Y eeey ozlyy .

We start of with generating the first bit of the first sample audio of the first share, aisll).

We first select a number p that ranges from 1 to 16 and generate a random integer value
ranging from O to 1, i.e., a value that is present in the set 0,1. This generated random value

is assigned to aisll), aﬁslz), ...,aﬁ) as shown in (6).

affll?..p = mod(rand(), 2) ©

Then we move onto generate the first bit of the second share, aﬁ). As we have discussed
in the share generating process of the images (frames), the algorithm remains the same. Here
we take the first bit of the first sample of the first secret audio, (xﬁ and the just generated
first bit of the first sample of the first share audio, cx](sﬁ) as the reference bit and working

xor on them we generate the first bit of the first sample of the second share audio, af”l) as

demonstrated in (7)

1
o} =ap @a) )
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After we are done with (xﬁ), it is followed by generating aﬁ), s ais’i) following the

same (7) with the appropriate parameters. To generalise this we generate ais"l) we operate
Xxor on aiil_l) and ais"l_l) where 2 < i < n. Next we move onto the (1 4+ p)-th bit of the
first sample of the first share audio, ai”l)Jr ,- We develop ai”l)Jr »
of a}s'i) and aif‘l) as the reference bit and studying aY’f . In other words the xor product of

(sn) _ (s1) (n) + : (s1)
o), o and oy s assigned to o

by taking the xor product

, as discussed in (8)

[CD R ()] (s1) (sn)
Ay, =0 Do Do) 8)

For the bit a%‘vzz), (7) is used, with the bits that are taken are oefs'z) and 0551%, similarly a%‘vzz),

wes oe%f’é) is generated with appropriate parameters. The same is applied to 01?'2)_F p, where

oefs’é), oei‘”z) and af"z) are considered. The above above process continues till the otis'l)m »

generated. af‘j%ié_p_‘_l)mm, s al(fr([])6—p+l).,.16 is generated using the (6), where a random
value ranging from 0, 1 is assigned to all the bits. This process completes the first sample
of all the shares. The same process is repeated for all the samples so as to generate both the
shares. The process is explained in the Algorithm 3 below taking n = 2.

is

Algorithm 3 Share generating algorithm for Audio

Input: Two secret audio.
Output: Two shares audio.
for z=1:NumberOfSample do
for y=1:p do

| ol « mod(rand(),2);

end
for y=1:16-p do

ol  all) & )

oy oy ® all) @ allys

N =

end
7 for y=1:p do

8 | al2)_,., < mod(rand(),2);

end
end
Output the audio shares.

©

2.5 Decrypting share audio

The decryption process can again be broken up into n parts. In the first part we decrypt
the first audio. Similarly, the second audio in the second part, and so on till we get the n-
th decrypt audio, which corresponds to the first, second and n-th secret audio respectively.
We start of by first decrypting the first audio that corresponds with the first secret audio.
To decrypt the first audio we read each bit of both the shares and computing bit-wise xor
operation we lead to the decrypt audio. We take aifll) and aile) , computing xor between the
i

two we obtain « as demonstrated in (9).

' = ol @ap? Vi > 1 ©)

10>
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Following (9) for all the decrypt audio till we reach the last but one. We generate the

(s 2) and a(“) Accordingly we generate all the

decrypt audio signals. The general procedure stays at xor on aiv‘l and ozi”lﬂ) to generate oc(d i)

For the n-th decrypt audio we fold-back each sample of the first share by p bits such
that oc(”) and o'V 1) and @°}) coincide with each other. We take the xor product of

L1+p> %12 1,24p
ai“l) and ai“&r along with a(s") makes up for the oz(d”) as stated in (10).

second decrypt audio by operating xor on o,

o =a @a @t Vi1 (10)

(dl) is also fetched by using the (9) with only the parameters changing to a( $1) and
a}sé) and accordingly so does for a}dé), . aidz b . Similarly 0‘1 ) is generated by the xor

product on a} ‘2), a}S‘Z)Jr , and o)’ 2) With only one hitch, i.e., when i + p exceeds 16. In

that case i + p is circularly fed back to the beginning of the bit sequence as i + p — 16.
This continues till we have all the 16 bits of a sample. After we have completed a sample,
we move onto the next sample and this continues for all da samples in all the shares as
demonstrated in Algorithm 4 with n = 2.

Algorithm 4 Share decrypting algorithm for Image Frames

Input: T'wo share audio.
Output: Two decrypt audio.
for z=1:NumberOfSample do
for y=1:16 do

offy) « ally) @ ol

h=y + p;

if p > 17 then

| h < h — 16;
end

7 affy « olly) @ o) @ ol

O A W N

end

end
Output the frame decrypts.

o]

3 Theoretical analysis

In this section, we discuss the theoretical outcomes of our algorithm The theoretical
outcomes discussed in this section, ensures the security strength of our proposed algorithm.

In Theorem 1 we have show that what is the probability that a pixel, in case of image,
and a sample, in case of audio, can carry exactly the same value that it held in the original
image, i.e., precisely with no error.

Theorem 1 If P(x, y, p) denotes the probability of having the same intensity value at pixel
position (x, y) for the corresponding secret and decrypt image or audio is 2%
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Proof A binary number, B, that consists of n bits can be represented as

B = b,_1b,_2b,_3...bob1bg

n—1
=Y (bi x2) +bp-1).0 x 2° (11

i=p
In (11) we see that, (n — p) bits remain unchanged when the above explained algorithm is
applied on the secret image and we finally get the decrypt image. Only the p bits from LSB
might have been changed due to the scheme applied. These p bits can hold any of the 27
combinations and out of which only one combination yields the exact correct bit sequence.
Thus the probability of a pixel, at the same co-ordinate of the secret and the decrypt image,

remaining same is zl,,.

O

4 Experimental result and comparison with existing algorithms

In this section, we submit the test results that we have obtained using the above explained
algorithm and the results of different statistical testing procedures. We have also mentioned
as to how and in which respect our algorithm is better than other proposed ones.

4.1 Experimental results

In our experimental setup, we have used images of .bmp and, audio files of .wav and audio-
video clips of .wmv and .mp4 extension. In this section, we discuss and present the results
that we have obtained when the above mentioned algorithm is applied on audio and images
with n = 2. We have separately applied then algorithm on images and audio so that the
results could be compared with the already existing works.

In Fig. 3, we present the results that we have received when the above mentioned algo-
rithm is applied to the secret images shown. After applying the algorithm with varied values

lena peppers

Fig. 3 Secret Images
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for p that ranges from 1 to 8 we have received the following results shown in Fig. 4. It also
shows how noise and other factors have influenced the results for higher value of p and near
perfect decrypt images for lower values of p.

The above mentioned algorithm is applied upon audio samples and the corresponding
sample audio histograms are featured here. In Fig. 5 we see the histogram of both the secret
audio signals that are used. In Fig. 6 we see the different decrypt audio signals that are
received with various values of p. The value of p ranged from 1 to 16 and the histogram
clearly depicts how the quality of the decrypt audio is dependent on the value of p. With

p=7 p=8

Fig. 4 Decrypt Images for corresponding values of p
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Fig. 5 Histograms of Secret Audio

lesser value of p we tend to get a near perfect decrypt audio which decreases and ultimately
becomes noise with the value of p increasing.

After observing both the decrypt images in Fig. 4 and audio signals in Fig. 6, we may
come to this inference that the value of p in both the cases should be such chosen so that
it adds to the security of the scheme without compromising the quality of their decrypt
counterparts. The following statistical measurement of quality adds to this decision that
what must be the most effective value of p in case of both images and audio to decrypt the
best results keeping the security uncompromising.

We have also tested our algorithm on videos and one such result is displayed in Fig. 7.
Here, we have displayed only 5 frames of the entire video on which the algorithm is tested
with the value of p taken to as 1. Here, we see that the shares do not reveal any information
about the secret frames that we have used, but the decrypt frames exactly corresponds to the
secret frames used.

On testing our algorithm on still image, audio samples and video clips the resultant files
show the results as mentioned in Table 2. A color image of size 714 x 568 is taken. Since
it is a color image, the pixel intensity of red-green-blue is characterised into three channels.
In each channel each pixel is represented by a value ranging from 0 to 255, i.e., a 8-bit
representation. This accounts for the RAW image size which on compression comes to a
size nearly as it was originally. In case of audio a 12 second audio with 176kbps bit rate is
taken. Here too on compression, the file size nearly corresponds to its original size. In case
of video a six minute thirty second color video with 714 x 568 sized frame and 24frames/sec
frame rate. A RAW video file of 11.5 GB is formed which on compression comes down to
177MB close to the 176 MB size of the original file.

4.1.1 Peak-signal-to-noise-ration (PSNR)
Peak-Signal-to-Noise-Ration is defined as follows.
Definition 1 Peak-Signal-to-Noise-Ratio (PSNR) is a quality metric which is the ratio of

the maximum value that the sample can take to the power of the noise that is responsible for
the change to assess the quality of data or signal before and after its reconstruction.

@ Springer



5294 Multimed Tools Appl (2018) 77:5281-5301

el
[|
N

il ol ol ol ol

e}
Il
w
o]
I
W~

i
ot
i
[=2]

7
I
hi
oo

slalals
deld

i
©
el
Il
—
S

I
—
-
o

I
—

2N s & 5 B B 8 |G NI BN B Y

Il
—
w

p=1

| Bl

|
—_
o

p=1

Fig. 6 Histograms of Decrypt Audio for corresponding values of p

@ Springer



Multimed Tools Appl (2018) 77:5281-5301 5295

The first secret video

The second secret video

The ﬁrét share vidéo

The first decrypt video

The second decrypt video

Fig. 7 The sample video frames when the proposed method is applied on them

In the case of images, as shown in Table 3, we see that the PSNR value varies from
51.1531 to 8.4284 depending upon the different value of p. Using PSNR to quantify
the quality of the decrypt image to the original image, we see that for p < 3 we get
comparatively better image quality than the rest.

On the other side, taking audio samples into consideration and after studying Table 4 we
find that the PSNR value ranges from 106.9421 to 17.2326 for different values of p, where
PSNR of 106.9421 is received for p = 1 and 17.2326 for p = 16. Taking all the values into
consideration, we may conclude that for p < 12 we get considerably good value of PSNR
and thereby good decrypt audio quality.

@ Springer



5296 Multimed Tools Appl (2018) 77:5281-5301

Table 2 Comparison of size between the secret and decrypt files

File type Original Size Decrypt(RAW) Decrypt(Compressed)
Image 396KB 1189KB 398KB
Audio 132KB 265KB 133KB
Video 176MB 11.5GB 177MB

4.1.2 Signal-to-noise-ration (SNR)
Signal-to-Noise-Ration is defined as follows.

Definition 2 Signal-to-Noise-Ratio (SNR) is the ratio between the signal power to the noise
power, expressed in decibels (dB), of a signal.

In the case of images, as shown in Table 3, we see that the SNR between the secret images
and their decrypt counterpart lies within the range 45.4968 dB to 1.8067 dB according to
the different value of p. Using SNR, if we are said to analyze the quality of image retrieved
using our algorithm, then we can conclude that for p < 4 we get satisfactory results.

In case of audio samples, as shown in Table 4, we see that the SNR lies within the range
78.9868 dB and -10.4680 dB. For p > 14 we see that the audio samples that we receive
is extremely noisy. But we see that for audio samples with p < 8 we obtain satisfactory
results.

4.1.3 Bit error rate (BER)
Bit Error Rate is defined as follows.

Definition 3 Bit Error Rate (BER) is the ratio of the number of bits received with a noise
to the actual number of bits transmitted. It gives us and an idea about the number of bits
effected between the two images as a result of the scheme imposed.

In Table 3, we observe a BER value ranging between 0.0623 to 0.5001, which is quite
huge. The reason behind such a huge range of BER value is the scheme which revolves
around the idea that with increasing p the number of bits effected will also increase. Study-
ing Table 3, we come to this conclusion that with 2 % of the bits changing and not much
change in the observed image, p < 4 can be observed as a suitable value for p.

Similarly in the case of audio, we observe from the Table 4 that the value of BER belongs
to the range starting from 0.0019 to 0.2419. The principle remains the same, i.e., with higher
p values we get a higher distorted output and hence gives rise to higher BER. Here, by
studying the BER values for different values of p, we can certainly conclude without any
uncertainty that p < 14 gives satisfactory results.

4.1.4 Structural similarity index (SSIM)
Structural Similarity Index is defined as follows.

Definition 4 Structural Similarity Index Metric (SSIM) [5] is the measure of the amount
of degradation of image in the form of alteration of structural information held by the
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Table 3 Statistical Results of Images

p Image BER PSNR SNR SSIM
1 lena 0.0623 51.1531 45.4968 0.9960
peppers 0.0624 51.1460 44.5243 0.9962
2 lena 0.1249 44.1442 38.4878 0.9804
peppers 0.1250 44.1527 37.5310 0.9815
3 lena 0.1874 37.9333 32.2770 0.9255
peppers 0.1877 37.9199 31.2982 0.9284
4 lena 0.2499 31.7930 26.1367 0.7793
peppers 0.2497 31.9053 25.2835 0.7828
5 lena 0.3129 25.8431 20.1867 0.5348
peppers 0.3128 25.6954 19.0737 0.5286
6 lena 0.3758 19.8191 14.1627 0.2875
peppers 0.3751 19.5906 12.9688 0.2702
7 lena 0.4375 13.8219 8.1656 0.1077
peppers 0.4374 13.9489 7.3271 0.1030
8 lena 0.5001 9.2386 3.5822 0.0097
peppers 0.4998 8.4284 1.8067 0.0091

strong interdependent spatially closed pixels, where dependency refers to the important
information about the objects in the visual scene. SSIM can be determined according to the
following (12).

(253 + @) 204y + b)
02+ 02+ b+ +a)
where a = (0.01 x (2" — 1))? and b = (0.01 x (2" — 1))2. Here, n denotes the number of
bits embedded per pixel.

The value of SSIM varies between between -1 and 1. Maximum value 1 indicates that
two analyzed images are with no difference and is identical.

As shown in Table 3, we see that the SSIM value ranges from 0.9960 to 0.0091 for
different values of p. SSIM, where a value 1 is considered to be perfect, we can certainly
demand that an image with SSIM value more than 0.9 is considered to be fair enough.
Taking this as the reference we claim that for p < 3 we get the most desired output with
least distortion and possessing highest security.

On the other hand, taking into consideration the quality of audio by taking into consider-
ation the SSIM value we received as shown in Table 4, we see the value ranges from 0.3222
to the perfect 1.0000. Taking into consideration all the previous statistical matrices along
with SSIM we can certainly come to a conclusion that for values p < 10 we get most secure
decrypt audio signals with the least distortions.

SSIM &

12

4.2 Comparison with existing algorithms

Comparing the proposed work with the existing state-of-the-art visual and audio crypto-
graphic schemes, we find out that our proposed scheme is better in many a different ways.
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Table 4 Statistical Results of Two Decrypt Audio Samples mentioned as audiol and audio2 respectively

p audio BER PSNR SNR SSIM
1 audiol 0.0019 106.9421 78.9868 1.0000
audio2 0.0027 105.6815 77.9809 1.0000
2 audiol 0.0030 102.2684 74.3131 1.0000
audio2 0.0044 100.8979 73.1973 1.0000
3 audiol 0.0052 93.3638 65.4086 1.0000
audio2 0.0068 92.4411 64.7405 1.0000
4 audiol 0.0076 85.9326 57.9773 1.0000
audio2 0.0102 84.7479 57.0473 1.0000
5 audiol 0.0115 79.3015 51.3463 1.0000
audio2 0.0150 78.0747 50.3741 1.0000
6 audiol 0.0167 72.9657 45.0104 1.0000
audio2 0.0205 72.0086 44.3080 1.0000
7 audiol 0.0230 66.6453 38.6901 1.0000
audio2 0.0283 65.8796 38.1790 1.0000
8 audiol 0.0333 60.2916 32.3364 1.0000
audio2 0.0396 59.9436 32.2429 0.9999
9 audiol 0.0421 56.2937 28.3385 0.9998
audio2 0.0459 55.9570 28.2564 0.9998
10 audiol 0.0508 51.3457 23.3904 0.9995
audio2 0.0548 50.6229 22,9222 0.9994
11 audiol 0.0699 45.3977 17.4425 0.9981
audio2 0.0736 44.5789 16.8783 0.9976
12 audiol 0.0975 40.6685 12.7133 0.9937
audio2 0.1004 39.7165 12.0159 0.9914
13 audiol 0.1169 32.6609 4.7057 0.9749
audio2 0.1180 32.0234 4.3228 0.9677
14 audiol 0.1462 26.1217 —1.8336 0.9200
audio2 0.1454 25.4019 —2.2987 0.8938
15 audiol 0.2149 17.3490 —10.6062 0.4162
audio2 0.2110 17.3576 —10.3430 0.3836
16 audiol 0.2413 17.2061 —10.7492 0.3237
audio2 0.2419 17.2326 —10.4680 0.3222

The reason being, the quality remains almost un-effected as it is in [19] and [20] since there
is not much change in the intensity value between the secret and the decrypt images. We see
in [7] that the shares reflect the data of the secret image as a noisy, distorted image. In the
proposed shares it does not leak out on any information about the secret image. In [4, 8] and
[9], multiple cover images are used and multiple shares are generated to add to the security
of the schemes. In the above proposed method no such multiple shares are generated as our
approach is aimed at securing the images keeping the requirement of memory space as low
as possible. Here we secure two secret images using just two share images and thereby min-
imising the space requirement by the algorithm. In [14] the image produced gives a PSNR
of 42dB, whereas using the proposed method we obtain a PSNR value 51dB for p = 1 and
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Table 5 Comparison of result (PSNR) with other existing algorithms

Method Factor Cameraman Lena Baboon

[18] first decode 7.05dB 6.14dB -
second decode 39.98dB 35.36dB -

[14] n=2 - 42.39dB 42.38dB
n=2 - 37.09dB 37.09dB
n=4 - 31.44dB 31.44dB

Proposed method p=1 51.14dB 51.15dB 51.14dB
p=2 44.15dB 44.14dB 44.15dB
p=3 37.92dB 37.93dB 37.93dB
p=4 31.84dB 31.79dB 31.88dB

44dB for p = 2. In [2] a SNR of 26dB is received compared to the 32dB for a p value
as high as 3. Compared to [18] our proposed method gives a much better PSNR value as
shown in Table 5.

In Table 5, we see that in comparison to the PSNR values as mentioned for the shadow
images in [14] for different values of n, the proposed method gives a comparatively better
PSNR value. Same goes for the PSNR values for (2, 2) decoding with r = 4 for both first
and second decode of [18]. Also, the SSIM value for images like Lena and Cameraman are
better than [18]. The SSIM value for Lena is 0.0343 after first decode and for Cameraman
is 0.1421 after first decode. Whereas the SSIM value for Lena is 0.2875 for p = 6 and for
Cameraman is 0.2664 for p = 6.

In [10] and [17], it uses only two types of audio waves - the long beep and the short beep
compared to the proposed method where any audio signals like that of a video consisting
of multiple types of waves are present. In addition to all these comparisons a huge number
of cryptographic scheme revolves around the images being monochromatic. Here, we have
considered the image as greyscale or color images. Though the experimental results show
that of greyscale images, when the same algorithm is applied onto all the channels of a color
image, it works yielding to satisfactory results.

5 Conclusion

In this paper, we present an approach in preserving multiple audio, image and thus video
clips using a new cryptographic approach, termed as the Folded Back Audio-Visual Cryp-
tography Scheme. To establish our claim we have presented the scheme by demonstrating
it separately for image, audio and video. In real life situation too this scheme can be used
both separately for images or audio signals as well as together for audio-video clips. It has
also been observed that barring few approaches there is hardly any statistical testing method
that exists for videos, i.e., images arranged in a sequence of frames, thus we have tested our
approach separately for image and audio signals.
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