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Abstract—With the advancement of technology, the
world has not only become a better place to live
in but have also lost the privacy and security of
shared data. Information in any form is never safe
from the hands of unauthorized accessing individuals.
Here, in our paper we propose an approach by which
we can preserve data using visual cryptography. In
this paper, two sixteen segment displayed text is
broken into two shares that does not reveal any
information about the original images. By this process
we have obtained satisfactory results in statistical and
structural testes.
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I. INTRODUCTION

“Information Security” is the practice by which
data in any form is protected from unauthorized
users and it’s modification. In todays world, digiti-
zation vis-a-vis information security plays a very
eminent roll. Now-a-days, we do not have any
option left other than to share almost all information
on the internet. Inevitably, virus and hacker pose
a major threat to this burgeoning technology. To
arrest the threat, information security is felt to be
an extremely essential tool.

The basic concept of “Visual Cryptography” [3]
is the practice of hiding information, in the form
of text or image. It is done by in breaking into
two or more meaningless or meaningful shares [2]
such that decryption remains no more a mechanical
operation. In computer decrypt image is obtained
by operating bitwise ‘and’ operation on the shares
pixel-wise. When the shares are meaningful they
have no connection with the original information
that was actually hidden into it. This process is

Fig. 1. The original visual cryptographic scheme

known as Extended Visual Cryptography [1]. An-
other approach includes breaking up of two secret
images into two shares. We get back the secret 1
image when bitwise ‘and’ operation is performed
between the two shares and the secret 2 is retrieved
when the share 1 is 90° revolved and then bitwise
‘and’ operated with share 2. The decrypt images are
poor in quality when compared with the original
secret image. Usually the decrypt image is darker
than the original as shown in Figure 1.

“Sixteen Segment Display” is a superior form of
representation of digital form of letters and num-
bers. It is much advanced form of representation as
compared to seven segment display. Consequently,
the letters are better represented and understood
than they are in seven segments. In a sixteen
segment display the sixteen segments turn ON or
OFF according to the graphic to be produced.
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TABLE I
NOTATIONS AND ABBREVIATIONS USED

7MW the first secret image ASL the outer y-th segment A;f';): the outer y-th segment
of 7" z-th character of 7Y z-th character
7@ the second secret image chlg the inner y-th segment BS;‘,): the inner y-th segment
of 7 z-th character of 7(*Y z-th character
7GY: the first share image AEEL the outer y-th segment A;'fi): the outer y-th segment
generated of 7(® z-th character of 72 z-th character
72 the second share image Bn(fi the inner y-th segment BSS): the inner y-th segment
generated of #® z-th character of 7(*?) z-th character
Empty Pixel Infurmaﬂunleel. A. Basic Idea

Mg Layars Visual cryptography is now-a-days formally used

| O o il -H on monochromatic black-white images. These im-

111 1:-1-R ages possess pixels having binary value ‘0’ or

- =R ‘1’. ‘0’ corresponds to black and ‘1’ for white.

- | Primarily visual cryptography was tried on images

gl g ="l of objects. The basic system followed while gen-

LR el erating the shares is explained in Figure 2. In 16-

Fig. 2. Process followed while developing Shares in visual
cryptography when working with images (taken from [7])

Here, we propose to store two separate n graphic
sixteen segment displayed message in form of two
shares. The original secret images are represented
by double lined segments. The first share contains
single lined n 4+ m graphics compared to n in the
second share, where m is any number between 1
to n which adds to the security, that the algorithm
provides towards the texts. The first n graphics
of share 1 when logical ‘and’ operation with the
second share gives single lined first secret image.
Similarly, the last n graphics with logical ‘and’
operation with the second share gives single lined
second secret image. Thus we see how can we store
two secret messages securely rather than one as
proposed in [5], [6], [7].

II. PROPOSED METHOD

In this section we would like to submit our pro-
posed algorithm and give an overview of the entire
thought process behind developing the algorithm.

segment display, each letter or digit or the character
that we want to exhibit is displayed by the use of
sixteen segments. The same logic is imposed on
segments as they are when working with pixels.
Here we take into consideration whether a segment
is ON or OFF, accordingly we shape up our shares.

Here we propose such an algorithm that can be
used to store two same sized sentences into two
parts such that nothing can be make out initially. We
are working with sixteen segment display. All the
characters will be represented by the use of sixteen
segment display shown in Figure 3.

The image on the right of Figure 3 forms the
elementary section of the texts to be represented as
images. The dimension of each segment is k£ X k.
Where, k can be varied according to the demand
of the implementer. As one can see there are two
different lines for representing each segment, they
are called the A and the B part of a segment.

B. Generating Shares

The images are represented by double lined seg-
ments, A and B of the same image is identical
to each other. We, first generate a sixteen segment
formation randomly. This forms our first character
in 7(51). We generate a number between ‘0’ and ‘1’
and put them into the AS) matrix with the opposite
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Fig. 3. A standard sixteen segment display and the elemental unit that has been used in this algorithm

TABLE 1T
THE PROCESS WE FOLLOW WHEN GENERATING SHARES FOR SEGMENTED DISPLAY

Character

Reference Share

Share Generated

Character

Reference Share

Share Generated

(s1)

number appearing at the matrix ;" ’. This is done

for all first m characters of (1),

Now, we start off the iterative method by which
we generate the entire 7(*1) and 7(*2). First, we
check the A( ) for the information on first character.
If we find a segment to be 0, i.e., in OFF state we

make the Ag y) to be the opposite as it is in Agj)

and B( 2) {0 be the opposite as it is in B( U When
we ﬁnd a segment to be 1, i.e., in ON state we make
the A( 1) and Biy) same as it

is in B( U This is done so that when the segments
are put one above the other, the segment that was
originally ON in 7(!) is kept ON and OFF segment
is kept OFF in the decrypt image as well.

2) same as it is in Ag y

As because the decrypt image of (1) is derived
by putting 71 on top of 7(*?), so that the ON
segments are placed on top of each other in case of
ON and be placed in the complementary positions
of each other when it is OFF. Thus finally producing
a ON for a ON segment and a OFF for a OFF
segment as it is in the 7(1) with the only difference
being one line in place of double lines.

Having done the above computation, we move
onto developing the m + 1-th character of (1)
taking into consideration the first character of 7(2).
The logic behind developing this remains the same
as it was for developing 7(*1). The only difference
is that here we consider 7(*?) as the reference
share in place of w(*1). This is done by analyzing
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Input: Two secret images.
Output: Two Shares.
1if AY) = ON then
2 | ALY < A5,
B o B,
end
3 else

4 Agsz) «— Bg(f;);
B A

end
5 if AY) = ON then
6 Afilzn — Ag,f%);
Bg(cs-i-?my — Bﬂ(ﬂ?y);
end
7 else
8 Afcillzmy Bg(fé),
BEL,, < ALY;
end

9 Output the shares.

Algorithm 1: Share generating algo-
rithm

Uiy and BYY

opposite of Al j) and ny) or the same as Agfj)

and B( 2 for AM being OFF or ON respectively.
This contlnues for those many times till both 7(1)
and 7(?) images are traversed through. At the end,
we generate 7051 and 7052 with (1) having m
characters more than 7(*2) which has same number
of characters as in 7)) and 7(?). The detailed
process is described in Algorithm 1 and pictorially
described in Table II

72 and making A represent the

C. Decryption

The decryption technique involves logical oper-
ation between 7! and 7(*2) images. First, the
first n characters of 7(*!) is taken from the total
n + m characters available. Then logical ‘and’ is
operated between this image and 7(52) image. This
gives us the first decrypt image which corresponds
with 7(1). To generate the second decrypt image
the last n characters of 7(*1) is taken and logical
‘and’ operation is performed between this image
and 7(52). This gives us the second decrypt image
that corresponds to 7(2). Both the decrypt images

are exactly the image as that of there secret counter-
parts, with only one difference. The decrypt images
are single lined whereas the secret images were
double lined. In the decrypt images the segments
are random, i.e., they vary between the two parts of
each segment that defines it. This makes the images
more secure and enhance security.

III. THEORETICAL ANALYSIS

We discuss the theoretical outcomes, discussed
in this section, ensures the security strength of our
proposed algorithm. In Theorem 1 we show that the
sixteen segment display of ¢-th element of two or
more shares are independent with each other. Hence
it is not possible to guess any share from the others.

Theorem 1. If Ei(k) denotes the i-th element of
{k : k € {1,2}}-th share and S(.) represents
the sixteen segment display of element (.), then

S(EM)) N SEF)) = {4},

Proof. Since every Ei(k)

either of Ei(k_l) or EZ-(fJfl) (as the case may be)
and the character to be hidden as its reference, so
the (.) configuration of each Ei(k) is governed by
the configuration of each of them equally. Note that,
since we are considering the text to be represented
in English and not in any other language, where
a character may be represented by all the 16-
segments going ON, we can come to this conclu-
sion that Ei(k) and EZ.(kH) cannot have anything
in common or in other words their intersection will
give us a {¢}. This may not be true if this approach
is used while representing text in other language

other than English. O

is generated taking the

Theorem 2 shows that the length of the two share
are not same and it is differed by m.

Theorem 2. If |E(*
{1,2}}-th share, then |E%*)| —

)| denotes the length of {k ke
|E (k+1) ‘ —

Proof. We have designed our algorithm by taking
m characters in |E(*)| more than that in |[E(*+1D)|
where m > 1. This is very important to take into
account this m characters in |E*)| because these
m characters guarantee us that the correct message
will get decrypt when the decryption algorithm is
applied on |[E(®)| and |E(*+1)]., O
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Theorem 3 ensures that missing of at least one
share does not allow to decrypt the secret images.

Theorem 3. To decrypt n number of images, the
minimum n number of shares are required.

Proof. We prove by induction on n. For n = 2,
we have proved through our approach that atleast 2
shares are mandatory for decryption of the images.
We consider that it is true for n = k, i.e., for k
images we need a minimum of k shares. For n =
k -+ 1, we take into account the £ minimum number
of shares needed needed for k& images. To account
for the extra image we need to consider any of the k
shares as its reference and generate a unique share.
Thus leading to k£ + 1 shares. Thus, we prove that
to decrypt n» number of images, a minimum of n
number of shares must be present. 0

IV. EXPERIMENTAL RESULT AND COMPARISON
WITH EXISTING ALGORITHMS

In this section we will discuss about the exper-
imental results that we obtained after applying the
above mentioned algorithm on two secret sixteen
segment displayed image. We have also compared
our work with state-of-the-art work in Section IV-B.

A. Experimental Results

Fig. 4. The first and the second secret image
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Fig. 5. The first and the second share image

Both the secret images in Figure 4 are repre-
sented by double lined segmented display. Both the
shares in Figure 5 are represented by singled lines

Fig. 6. The first and second decrypt image

segmented display taking m=1. All the segments
are in ON state, thus not disclosing and thereby pro-
tecting what the original image represents. Either
the outer or the inner segment is ON in case of both
the shares. The segments are generated randomly
thereby decreasing the chances of unauthorized
viewership of the contents of the original secret
images. The decrypt images in Figure 6 are also
single lined and are not linear, thereby decreasing
the image quality which visual cryptography allows
us in doing.

By analyzing the test results here and the 450
other samples it was tested on, it is providing
us with satisfactory results. Though we see white
noise pixels in the decrypt images, they can be
removed by using a better sixteen segment display
with different segmentation than we used here.
They are nothing else but noise, generated from
overlapping segment pixels in a character. There are
segments that overlap each other, thus by occupying
some common pixels. These overlapping pixels
contribute towards the noise.

1) Bit Error Rate:

Definition 1. It is the ratio of the number of bits
that are received at the receivers end wrong or
distorted due to noise in the medium to the total
number of bits transferred.

TABLE III
BIT ERROR RATE OF THE TESTED IMAGES

Image 1 Image 2 Bit Error Rate (BER)
Secret 1 Decrypt 1 0.0209
Secret 2 Decrypt 2 0.0202

Here in visual cryptography it is performed on
the secret image and the corresponding decrypt
image. A low BER ratio is observed in Table III be-
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tween the corresponding secret and decrypt images.
This gives us an idea that the original image without
much distortion, noise, error gets transferred to the
receivers end from the generators end.

2) Normalized Correlation Coefficient:

Definition 2. Normalized Correlation Coefficient
(NCC) is the measure of the change that is reflected
in an image with respected to another image after
some modification is made.

k=1 _(n) _ _(sn)
ST ) X T
Zm—o 0] Y _vn e {1,2} (1

S =
k—1 n
2ij=0 ”z(,j)

TABLE 1V
NORMALIZED CORRELATION OF THE TESTED IMAGES

Image 1 Image 2 Normalized Correlation (NC)
Secret 1 Decrypt 1 0.5163
Secret 2 Decrypt 2 0.5176

Here, we compare between the secret and the
decrypt images to find the NCC of them using
Equation (1). Since the decrypt images are single
lined where as their secret counterparts are double
lined, thus we get a satisfactory NCC value close
to 0.5 as mentioned in Table IV.

B. Comparison with Existing Algorithms

In [7], we see characters are represented by
seven segment format. In seven segment not all
characters can be represented uniquely. In [6],
only one secret image is broken into two shares
which ultimately leads to the original image. Here,
in our algorithm, two secret images are conserved
by breaking them into two shares, which makes it
more space efficient than [6]. We achieve this feat
only by consuming at least one character more in
share 1 and no decrement in decrypt image quality.
In case of images conveying textual messages, i.e.,
consisting of texts our approach is more beneficial
than [4]. In our approach, the textual message
after decryption remains computer readable since
the segments that constitute a character is present in
the pre-desired position and a unique combination
of segments represent each character.

V. CONCLUSION

In this article, we humbly submit our endeavour
in preserving two 16-segmented text in the form
of images by breaking into two shares and ulti-
mately retrieving them back with almost no loss in
information may be considered as a noble approach.
Since the shares do neither reveal information nor
the content of the original image and it being
random in nature, they contribute profoundly on the
security of data using this technique or approach.
It is also submitted with conviction that the results
yielded extreme satisfaction on both .bmp and .png
files when tested statistically as well as structurally.
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