A Novel Approach to E-Voting Using
Multi-bit Steganography
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Abstract In our paper, we have proposed a new mechanism of E-voting using two
layers of security using steganographic technique. The basic idea conveyed in our
paper is simple, but novel. We have dealt with the Personal Identification Number
(PIN) and the fingerprint for establishing uniqueness among the individual voters,
in order to make a vote count. The techniques used here are the Least Significant Bit
(LSB) embedding and the Minimal Impact Decimal Digit Embedding (MIDDE). If
the steps are followed backwards, we retrieve the PIN and the fingerprint, which is
impossible without prior knowledge of the embedding used. It has also been seen
that our algorithm is foolproof against statistical attacks and malicious attempts of
recovery.

Keywords Information security * E-voting * Steganography * Decimal digit embed-
ding - Fingerprint hiding

1 Introduction

“Steganography” derives its name from the Greek word ‘steganos’ which stands for
‘covered’” and ‘graphein’ which stands for ‘writing’. When we speak of steganog-
raphy, we basically refer to the act of hiding certain information within some other
kind of information, which is probably of a different or same type of medium.
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In the domain of e-voting using steganography, Chordia et al. [1] have mentioned
that both the biometric information and the password are necessary, where they have
used the fingerprint as the cover image. In the work of Nikita et al. [7], cryptography
has been used to minimize the risk attacks, in addition to steganography, which adds
extra layer of security. Lokhande et al. [6] have proposed that the cover image and
the secret image should be composed into a single image on the basis of a key so that
any further attack would require the complete knowledge of the key and the image
templates.

We use steganography to operate upon the fingerprint, passport image and the PIN
of the voter. To strengthen the security, the fingerprint with PIN is also embedded
in the passport image, thereby requiring a two phase decryption in order to retrieve
the PIN back. However, this technique lies in the frequency domain and going for a
greater amount of change in a single pixel value of the cover can account for a signif-
icant rise in distortion which is efficiently managed in our algorithm. Our algorithm
is randomly placing the PIN in the fingerprint image to protect it against statistical
attacks. In this entire process, the goal remains that the fingerprint and PIN should
not be tampered or even detected because they are the unique credentials that this
mechanism would require in order to make a vote count.

The following notations and abbreviations, as shown in Table 1, have been used
throughout the chapter.

Table 1 Notations and abbreviations used

FP®): | The grayscale fingerprint in which | /®: The intensity of red component of
the PIN to be embedded ’ each pixel of cover image

FP®): | The fingerprint that is taken from
user

P®RED: | The PIN requested to be entered by I)Eg): The intensity of green component of
the user each pixel of cover image

Cyy The generated stego image

B: The binary equivalent of the P®*FQ I)Eg): The intensity of blue component of
each pixel of cover image

Npg: A chosen random row number

S The FP® embedded with P(REQ) 8lil,,: | Difference of last digit of I, , of ith
component and ith digit of I:,y

HD: The height of hidden fingerprint

wh: The width of hidden fingerprint

H: The height of stego image I;y The intensity of each pixel of secret
fingerprint image

w: The width of stego image

T: Information Template
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2 Proposed Method

By this method, we make the voting process safe and secure. This procedure is
divided into two modules which are Registration and Login.

The registration module allows the user to register for the distance-voting mecha-
nism using Algorithm 3. The system auto-generates a PIN and the user’s fingerprint
is taken as input, which is read in grayscale. The user also inputs his passport image.
Ny is generated and is embedded into the first row and the PIN is embedded into
Ng+1th row. Thus, FP) is produced. FP) is embedded in passport image using
Algorithm 1 (MIDDE), in the user end, as aresult C, , is generated and C, , is trans-
ferred to the system server.

The login module allows the user to log in to cast his vote using Algorithm 4. The
user inputs P*Q and FP®. C, | is retrieved from the database and using Algorithm
2 we decode C, ; to get FP"). From FP\"), N is retrieved and in the Ng+1th row
of FP®, the P(REQ) is further embedded (using LSB matching) into FP® and SV
is produced, which is matched with FPF). Only in the case where FP) matches
with SU, the user is permitted to vote. The voting information is embedded into the
lower half of FP®®, as given by the following template T. The template consists of
the voter’s name, the candidate’s name, the candidate’s party and the date.

The space that we allocate for T is 150 bytes, which is to be hidden in the lower
section of the fingerprint image. Having embedded this into the FP®®, we embed
FPY into the passport image using the MIDDE and send it back to the database.

The process can be well understood from Fig. 1.

Emeat 3 ndom nusmio |10 1)
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Extracts the secret ingerpeint with embedded PIN ;
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FromUER iridstagive tha +
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Wl | he s AF henrs st rwrtation, the USER el o i eyl g
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A

Fig. 1 Left (1): Registration, Middle (2): Login, Right (3): Information template (T) embedding
module
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Input: One cover image and secret image to hide
Output: Stego image

1 Read the intensity value (Iy y) of the pixels of the cover image;
2 Read the intensity value (l;‘\‘) of the pixels of the fingerprint image;
3 Extract each digit of I; y and store in array lf}f y[i],i € {1,2,3});
4 Extractthe last digit of 1% /(9 15 store in Ky i € (1.2,3);
5 Find difference vector 6ily,y « Klily,y = ki y[il;
6 for every pixel of R, G, B do
7 if 6lily,y > 5 then
s SET Iy « Iy + (10 = 6lilyy);
end
9 else if ﬁ[i]x,\‘ <-5 then
10 | SET Iy « Ly — (10— [8lileyD;
end
11 else
12 | SETIyy < Iy —dlilgy;
end
end
13 Repeat the above steps until the secret image is embedded uniformly in the cover image;
14 The stego image containing the fingerprint is generated by this algorithm;
Algorithm 1: MIDDE Embedding Algorithm.
Input: The stego image
Output: The secret fingerprint image
1 forx=1/1toh do
2 for y=11t0ow) do
3 Read intensity value of stego image Cx,)‘ B
4 Extract last digit of () (D) ¢{B) store in il . € (1,2,3) vector respectively:
5 for i=110 3 do
6 | SETIYy, < LYy x 10 +Klilyy:
end
7 SETy <y + |w/wy |:
end
8 SETx < x+ |h/hy |;
end
9 The secret fingerprint image is generated by this algorithm;
Algorithm 2: MIDDE Extraction Algorithm.
Input: Fingerprint (FPU) ), a passport image
Output: A stego image Cy.
1 A ten digit PIN is auto-generated, displayed and stored in an array ;
2 Arow is chosen randomly and that row number (Ng) is embedded into the first row of the fingerprint
image by LSB matching;
3 LSB of the pixels of Ng+1th row of the fingerprint (FP()) are matched with B;
4 The fingerprint obtained is further embedded in the passport image, using Algorithm 1;
5 To maintain uniform distribution of the fingerprint image in the passport image, the row and column
spacing taken appropriately;
6 The embedded passport image is saved as stego in the database;
0 . T 0
Algorithm 3: Algorithm of Registration Module.
Input: Stego image Cy., PIN (PREQ)), fingerprint (FP(S))
Output: Authentication to cast vote and secure transmission
1 Extract FPF) from the stego image using Algorithm 2;
2 Extract Np from first row of FPF);
3 Read FP()and PREQ);
4 Ng is embedded in first row of FP(S)by LSB matching;
5 Select pixels of row Ng+1;
6 The PIN P(REQ) is embedded into FP(S) by matching the LSBs;
7 5 is now generated. S(”, should now be same as that of FP(F);
8 Match S with FP(F);
9 if match is a success then
10 Allow to cast vote;
11 Embed T (filled with voting information) in lower half of the FPS) using LSB Embedding;
12 Re-embed FP(S) in the passport image using Algorithm 1;
13 Send the embedded stego image to the database;
end
14 else
15 |  GotoStep 3 for two more chances;
end

Algorithm 4: Algorithm of Login Module.
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The equations used in Algorithm 1 are described below.
T -
8lil,, = klil,, =k li], o)

where i € {1,2,3} as per component of cover and digit number of secret pixel.

Ix,y - (10 - |5[i]x,y|)’ if é[i]x,y < [—5];
Cx,y = Ix,y - 5[i]x,y7 lf 6[i]x’y (S [—5’ 5], (2)
I, +(10=0lil,,), otherwise.

Our algorithm is based on following two assumptions.

Assumption I: The size of cover must be larger than the fingerprint.
Assumption 2: Both the sender and receiver knows the dimensions of hidden finger-
print image.

This MIDDE Algorithm 1 concentrates on hiding decimal digits directly instead
of converting it to its binary form, since only digits from 128 to 255 require all eight
bits, 0 to 127 may require any number of bits between one to seven. So, changing
eight bits for a digit like 16, results in three redundant bit change. So, if we store
each decimal digit directly, we can accommodate a digit in two to three LSBs only
First, from Eq. (1), we find the difference between digit to be hidden {k* [] =i
{1,2,3}} and the least significant digit of cover pixel {k[i],, : i € {1, 2 31} As
described in Eq. (2), the alteration of Least Significant Digit is done by adding or
subtracting the difference or 10’s complement of the difference from the cover pixel.
So in cases of digits 0-3 and 7-9, the alteration affects only least significant two bits
of original binary eight bits of cover pixel, but in case of digits 4 (or 6) and 5, the
alteration expands up to three LSBs.

In Fig. 2, we have taken a particular pixel whose intensity for the red component,
the green component and the blue component respectively are 235, 136 and 231. We
take the last digits of every component and subtract every digit of 189 from those

(a) (b)

Cover pixels before embedding Embedded stego pixels

[
189 Pixel to hide &
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.- 1 | 9 + 18x10+9=189
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| WE

1 B * 1x10+8=18
1 411

R

H el val
Stego phoels after embedding idden pixel value

Fig.2 a MIDDE embedding, b MIDDE decoding
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Fig. 3 Fingerprint
embedding (/st row) and
stego image embedding (2nd
row) of a sample passport
image

+ 9339688789—

(Generated random PIN)

Grayscale Raw Fingerprint

Enbedded Fingerpint Passport Image Stego Cover Image

digits. The subtraction is performed in the following manner, i.e., subtracting 9 from
1, 8 from 6, 1 from 5. Accordingly, by our Eq. (2), we get the pixels 229, 138 and
231. Likewise, in the extraction procedure in Fig. 2, we take the digit 9 from 229, 8
from 128 and 1 from 231 and get the digit back which results to 189.

3 Experimental Observations and Contrast with Existing
Algorithms

In this section, we will like to concentrate on the other Biometric E-Voting Algo-
rithms available and also focus on analysing the fidelity of our stego images, there-
fore embedding accuracy of Algorithm 1.

3.1 Image Fidelity Analysis

Let us consider that the fingerprint image’s dimension be . X w pixels and that of
the passport image be H X W pixels. If their dimensions are equal or comparable to
some extent, the Mean Square Error (MSE) becomes very high whereas the Signal
to Noise Ratio (SNR) and Peak Signal to Noise Ratio (PSNR) decreases. This signi-
fies that the total error in the image is high and hence, not desired. To avoid such a
situation, we use a passport image that is much larger than the fingerprint’s dimen-
sions. Performing the tests, we get the average MSE as 0.2519 and average PSNR
as 54.7517. The MSE value is much lesser and the PSNR is higher which is quite
optimal. The comparison of sample passport image and stego image can be seen in

Figrie visual perceptibility can be measured with the help of MSE, SNR and PSNR.
We find low MSE and high PSNR value as shown in Table 2, that proves in spite of
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Table 2 Table to show accuracy attributes after double layer embedding

587

Sample image Size MSE SNR (dB) PSNR (dB)
Passport1.bmp 1544 x 1113 0.0947 49.8131 58.3658
Passport2.bmp 600 x 600 0.3475 443124 52.7216
Passport3.bmp 800 x 599 0.3136 45.8158 53.1677

SEEEEEN
. 8858888

o 0 100 150 200 250 L] 50 100 150 00 250

Fig.4 Histograms of the red component of the sample passport image (/st) and stego image (2nd),
raw grayscale fingerprint (3rd) and embedded grayscale fingerprint (4th)

this double layer embedding, we get pretty satisfying PSNR, MSE values as ultimate
embedding result.

Histogram Analysis

Definition 1 A histogram is a graphical representation of the distribution of numer-
ical data. It is an estimate of the probability distribution of a continuous variable
(quantitative variable).

Without loss of generality, we select red component of sample and stego for com-
parison in Fig.4. We see that the histograms between the passport image and the
stego image are almost the same without any imperceptible visual difference. Any
change in characteristic is hardly detectable.
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Fig. 5 Comparison of bitplane slices of sample passport image and stego image

Bit Plane Slice Analysis

Definition 2 A bit plane of a digital discrete signal (such as image or sound) is
a set of bits corresponding to a given bit position in each of the binary numbers
representing the signal.

For example, for 8-bit data representation there are 8 bit planes: the first bit plane
contains the set of the most significant bit, and the 8th contains the least significant
bit. We divide the sample passport image and stego in eight bit slices and comparing
them pairwise in Fig. 5 in this section.

3.2 Robustness Against Sample Pair Analysis

Dumitrescu et al. [2, 3] mention that the test is valid only for natural images. We
embed PIN into the fingerprint. Fingerprint is not considered as natural image.
Hence, our method withstands the test. So our method is not breakable by Sam-
ple Pair Analysis. In other words, our distance e-voting mechanism is secured from
statistical attacks.

3.3 Robustness Against Correlation Analysis

Normalalized Correlation Coefficient (Say S) can be calculated as:

HxW-1
_ Ex,;:O (Ix,y X Cx,y) 3
§= HXW=1 3)
Zi,/'=0 X,y

In Table 3, let X be the cover image and Y be the stego image.
The sample pair test also reveals that the embedding accuracy is very high, although
it decreases for lower-size images. In the work of Kahdum [5], the calculation of
Normal Correlation Metric was done and it was found that the correlation metric
was always greater than one in every test case. But, in our paper the correlation tests
of the cover images against the stego images are less than one, although extremely
close to one, showing very high accuracy. The results are as follows (Table 4),
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Table 3 Attack test results
Set (X, Y) Size (in pixels) Correlation of X | Correlation of X | Sample Pair Test
against X against Y
Set 1 (1113 x 1544) 1.0000 0.9999 0.0104
Set 2 (599 x 800) 1.0000 0.9999 0.0312
Set 3 (600 x 600) 1.0000 0.9994 0.2714

3.4 Performance Against Existing Techniques

Unlike the state-of-the-art works [6—8], where the fingerprints are not matched dur-
ing login and registration, but here we attempt to do so. Hence, they cannot be prop-
erly termed as a ‘Biometric’ Technique of distance voting, because they only use
fingerprints as cover images of Personal Identification Numbers or Secret Keys as
stated in technique [1]. But our method aims at introducing the matching between
two fingerprints (as grayscale images) provided at two different times, before allow-
ing the voter to cast his vote. Fingerprints are matched not in their stand-alone forms,
but in a state where the PIN is embedded into the fingerprint. This paper also presents
dual layers of security powered by LSB matching technique and MIDDE Algorithm
1, which reduces the probability of success of different attacks. Also, randomizing
the row number, in which the PIN shall be stored in, is an added advantage since it
does not follow any pattern. In the work of Rura et al. [9], it is seen that they have
used ballot papers and have implemented the concept of visual cryptography. How-
ever, this works only for black and white ballot papers. Secondly, it is not possible for
the ballot paper to be digitally recognized. Ballot papers will require manual com-
prehension to be understood. Contrary to above, in our approach, the use of LSB
and MIDDE algorithms help in the decryption of the voting details. In addition to
the work of [4], we have added a new method of conveying the voting information
securely in embedded form without taking any extra space with the fingerprint image
that was embedded in the cover.

Table 4 Normalized correlation metric value

Image sets Normalized correlation metric value

Cover image described in [5] 1
1.02883

Stego image described in [5]
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4 Conclusion

In this paper, we see that this approach to e-voting using both LSB and Multi-
bit steganography adds two layers of security, therefore being a novel approach.
This paper is resistant to statistical and visual attacks like chi-square and LSB-
Enhancement because of the randomness in the position of the PIN, which is pre-
viously encrypted. The PSNR values haves also proved to be quite good and our
MIDDE algorithm has stood the test against sample-pair analysis.
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