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Abstract—Packet classification is an important part of many
networking devices, such as routers and firewalls. Software-
defined networks require online packet classification where clas-
sifiers receive a mixed stream of packets to classify and rules
to update and both operations must be completed as efficiently
as possible without knowledge of future operations. This rules
out many classifiers, such as HyperCuts, HyperSplit, and their
derivatives, which do not support fast updates. We build upon
Tuple Space Search, the packet classifier used by Open vSwitch,
to create TupleMerge. TupleMerge improves upon Tuple Space
Search by combining hash tables which contain rules with similar
characteristics. This greatly reduces classification time by pro-
ducing fewer tables. We compared TupleMerge to PartitionSort,
the current state-of-the-art online packet classifier, on rulelists
generated by ClassBench. TupleMerge outperforms PartitionSort
at both classifying packets and rule update. Specifically, on
average, it is 34.2% faster at classifying packets and 30% faster
at updating rules than PS.

I. INTRODUCTION

A. Motivation

Packet classification is a vital part of internet routing,
firewalls, and other services. These services classify each
packet in an incoming stream with a label, such as “forward
on physical port 1” or “discard”, determined by the first rule
in a multi-dimensional rulelist that matches the packet.

Packet classification has traditionally viewed as an offline
problem where are given a static rulelist, and our task is to
build a static data structure that will allow us to classify a
stream of packets as quickly as possible. With the advent of
OpenFlow [1] and other software-defined networks (SDN),
packet classification is now an online problem where the
system receives a mixed stream of packets to classify and
rules to update (insert or delete). Rather than creating a static
data structure, we must create a dynamic data structure that
supports both fast packet classification and fast rule update.

All packet classifiers, offline and online, must have fast
classification times because internet services have real-time
constraints. They constantly receive new packets that go into
a queue until they are processed. If they are not processed
in a timely manner and the queue fills up, further packets
are dropped which causes network congestion. Even before
this point, delays in one location can cause congestion and
problems elsewhere.

Online packet classifiers required by OpenFlow and SDN
introduce a new constraint for packet classifiers: fast updates.
In SDN, a controller program dynamically configures the
behavior of switches by inserting and deleting rules. These
changes occur much more frequently than in traditional net-

Rule Source Dest Tuple
r1 000 111 (3, 3)
r2 010 100 (3, 3)
r3 011 100 (3, 3)
r4 010 11* (3, 2)
r5 10* 101 (2, 3)
r6 110 *** (3, 0)
r7 *** 011 (0, 3)

Classifier I: Example 2D rulelist

works, so packet classification algorithms for OpenFlow and
SDN must support both fast updates and fast classification.

Maintaining fast and correct updates in OpenFlow switches
is a challenging problem that is not met by some current Open-
Flow hardware switches [2]. Specifically, Kuźniar et al. make
the following observations: “(ii) switches might periodically or
randomly stop processing control plane commands for up to
400 ms; (iii) data plane state might not reflect control plane – it
might fall behind by up to 400 ms and it might also manifest
rule installations in a different order; (iv) seemingly atomic
data plane updates might not be atomic at all.” Kuźniar et al.’s
findings raise many serious security and consistency concerns.
New solutions are needed to support both fast updates and fast
classification. In particular, updates need to happen in the order
of microseconds rather than seconds.

B. Problem Statement

We now formally define the Online Packet Classification
problem. We first need the following definitions. A packet
field f is a set of nonnegative integers, usually [0, 2w − 1] for
some integer w. These fields are often represented as prefixes.
A rule r over d fields is a mapping from a subset of those
fields to some decision, represented r = (s1 ⊆ f1 × s2 ⊆
f2×· · ·×sd ⊆ fd → decision). A packet p = (p1, p2, · · · pd)
matches r if p1 ∈ s1∧p2 ∈ s2∧· · ·∧pd ∈ sd. At any point in
time, there is an active rulelist [r1, r2, · · · , rn] sorted by order
of priority. An example active rulelist is given in Classifier
I. When we classify a packet p, we must return the first rule
that matches it. Without loss of generality, we assume we start
with an empty active rulelist [].

The input to the online packet classification problem is a se-
quence of requests where requests have two types: (i) rule up-
dates (rule insertions or deletions) and (ii) packets to classify.
The first request should be a rule insertion. When processing a
request, either a rule update or packet classification, the online
classifier must perform the request as quickly as possible, and
we usually assume it has no knowledge of future requests,
though it is possible that some requests might be queued
up. The online classifier maintains a dynamic data structure



representing the current active rules. When performing a rule
update, it must balance the time required for the update against
the cost of future packet classification searches. The goal is
to come up with an algorithm and dynamic data structure that
supports both fast packet classification and fast rule updates.

C. Summary and Limitations of Prior Art

One of the primary challenges in packet classification is
simultaneously achieving fast classification times and fast
updates. Because fast updates were not as important as fast
classification for traditional offline packet classification, most
methods, such as HyperCuts[4] and SmartSplit[5], essentially
ignored updates to focus on minimizing classification time.
Others such as Tuple Space Search (TSS) [6] sacrifice clas-
sification time for fast updates. The result is that high-speed
classification methods are not competitive for updates while
fast update methods are not competitive for classification time.

With the advent of OpenFlow and the increased importance
of fast updates, the best choice has been to use the fast
update methods such as TSS; the fast classification methods
are unusable because they provide no support for fast updates.
For example, Open vSwitch [3] which uses TSS can handle
up to 42,000 rule updates per second [2].

TSS, like all existing fast update methods, is a partitioning
method that partitions the initial rule list into parts that can be
efficiently processed. TSS groups rules based on the number
of bits used for each field (a tuple) creating a hash table for all
rules that share the same tuple. This leads to O(d) searches,
insertions, and deletions from each hash table where d is the
number of dimensions. The main drawback is that the number
of tuples can be large and each tuple may need to be searched
leading to slow classification.

The current state of the art method that best balances fast
classification and fast updates is PartitionSort (PS) [7]. Rather
than partitioning rules based on tuples, PS partitions rules
into sortable rulesets which can be stored using binary search
trees that support O(d+ log n) search, insertion, and deletion
of rules where d is the number of dimensions and n is the
number of rules. PS requires fewer partitions because sortable
rulesets is less constraining than tuples; the drawback is that
each sortable ruleset requires a little more time to process. In
our experiments, we found that PS was 5.31 times faster than
TSS at classifying packets on our largest classifiers, but 77%
slower to update. Our objective is to improve upon PS in both
classification time and update time.

D. Proposed Approach

Our approach, which we call TupleMerge (TM), improves
upon TSS by relaxing the restrictions on which rules may be
placed in the same table. We call our method TupleMerge
because it merges tuples together to minimize the number
of resulting tables. More precisely, TM defines compatibility
between rules and tuples so that rules with similar but not
identical tuples can be placed in the same table as long as each
rule is compatible with that table’s tuple. This significantly
reduces the number of tables required and thus the overall

classification times. In comparison to PS, TM may require
more partitions, but each partition is represented using a hash
table rather than a tree, so TM can still achieve faster packet
classification and updates.

E. Technical Challenges and Proposed Solutions

We face three key technical challenges in designing our
TupleMerge classifier. The first is designing a flexible hashing
scheme. Since packets represent points, but rules represent
volumes, it is difficult to use hashing schemes to match the two
together. We address this by stretching rules so that they are
all the same size by ignoring some bits in each rule. Hashing
then lets us determine if the volume that the packet falls into
contains a rule.

The second technical challenge is designing a strategy
for online partitioning. This is challenging because we must
achieve both fast updates and preserve fast classification
speeds after many updates. We define a scheme for inserting
new rules as well as a method for recognizing that an existing
combination of rules does not work well together.

The third technical challenge is designing a strategy for
offline partitioning. Offline partitioning is relevant if we allow
the system to occasionally rebuild the classifier to significantly
improve performance. We believe an occasional rebuild is
acceptable if the rebuild time is roughly a second or two,
particularly given that existing hardware switches may require
as much as half a second to update rules and that the data
plane may be inconsistent with the control plane for up to half
a second [2]. Optimizing offline partitioning given this time
constraint is particularly difficult because we not only need to
consider the number of tables constructed, but we also need
to consider how often those tables must be searched. We use
the rule priorities to produce not only fewer tables but also to
increase the likelihood that later tables are rarely searched.

F. Summary of Experimental Results

We conduct extensive comparisons between TupleMerge
and other methods, in particular PartitionSort and Tuple Space
Search. We find that TM outperforms PS, the current state-of-
the-art, in both objectives. Specifically, it is 34.2% faster at
classifying packets and 30% faster at updating rules than PS.
Compared with TSS, TM is 7.43 times faster at classifying
packets and is only 39% slower at updating rules. This makes
TM the new best choice for online packet classification.

The rest of this paper is organized as follows. We first
explain our definitions and terminology in Section II. We
then describe related work in Section III. We then describe
TupleMerge and the online partitioning scheme in Section IV
and an offline partitioning strategy in Section V. We then give
our experimental results in Section VI and conclude the paper
in Section VII.

II. DEFINITIONS

Let L be a list of n unique rules. Each rule r is a d-tuple
of range, prefix, or ternary fields, where each field defines a
subset of some finite discrete set (usually [0, 2w−1] for some



w). A range s = [l, h] is a discrete interval between l and h,
inclusive. A prefix p of length 0 ≤ wp ≤ w is represented by
a bit string {0, 1}wp∗w−wp , where * represents that it matches
both 0 and 1. Thus, each prefix represents a range where l and
h can only take on certain values. A ternary field is different
generalization of a prefix in that the 0s, 1s, and *s can be mixed
in any order. They have an associated bit mask of length w
where a 1 represents that the ternary field has a 0 or a 1 in
that position while a 0 represents a * in that position. Thus a
prefix has a bit mask of 1wp0w−wp .

A rule contains a tuple of d fields. If all of the fields are
the same type, we say that the rule is also of that type. So
a rule containing only ternary fields is a ternary rule. A rule
containing multiple types of rules is a mixed rule. A rule list
likewise inherits the descriptor of the rules it contains. Note
that since prefixes generalize to either ranges or ternary fields,
we may consider such a mixed range-prefix rule list as purely
a range rule list (or likewise for ternary fields) if we do not
handle prefixes specially.

Two fields conflict if the subsets defined by them are not
disjoint. Thus, two prefixes pa and pb conflict if either their
first wa or wb bits are the same. Two d-dimensional rules ra
and rb conflict if ra(i) conflicts with rb(i) for all 1 ≤ i ≤ d.

A prefix or ternary rule r has a mask tuple ~mr associated
with it. This tuple is the associated prefix length or ternary
mask of each of its fields. For example, the rule (00*, 010)
will have a mask tuple of (2, 3). The bits in r associated with
the tuple are its key kt,r. We say that ~m1 ⊆ ~m2 if ~m2 has
a 1 in every position where ~m1 does; that is each of the bits
used by ~m1 is also used by ~m2. For example, given the rules
in Table I ~mr4 ⊆ ~mr1 as each field in (3, 2) is smaller than
the corresponding fields in (3, 3).

In this paper, we use the mask tuple to quickly match
packets to rules using hashing. Since range fields do not have
masks, this does not yield a suitable solution for us. We
transform range fields into prefix fields by expanding them
to the longest containing prefix; that is the longest prefix that
contains both l and h. This changes the semantics slightly,
yielding some false positive matches, so we validate such
results to ensure correctness.

For example, consider the one-dimensional rule represented
by the range [9, 10] being matched against the packets 7, 8,
10, and 12. Since [9, 10] cannot be represented by a prefix,
we widen it to [8, 11], which can be represented by the prefix
10**. This prefix will match 8 and 10 but reject 7 and 12. We
then validate against the original range, rejecting 8 as a false
positive, but accepting 10.

III. RELATED WORK

Although packet classification is a well-studied topic, most
prior work is on offline packet classification. This is not
suitable for SDN networks such as OpenFlow, which require
online packet classification. The difference between online and
offline packet classification is that online classification allows
the rule list to be modified and so fast updates are required.

We summarize prior work, but only go into detail on online
methods which are appropriate for SDN and OpenFlow.

Decision trees such as HiCuts[8], HyperCuts[4], and
HyperSplit[9] have emerged as the state-of-the-art for tradi-
tional offline packet classification because they achieve fast
classification. These methods work by partitioning the search
space and then distributing the rules into the resulting parti-
tions. The main difficulty with these methods is rule replication
that results because rule boundaries do not perfectly align with
the partitions, so rules must be copied into multiple partitions.
The resulting rule replication results in both memory blowup
and complex rule update making them unusable for SDN and
OpenFlow.

Some decision tree methods such as EffiCuts[10] and
SmartSplit[5] mitigate some of the issues with rule replication
by partitioning the rules into groups to reduce the amount of
rule replication. Specifically, both methods classify rules as
being long or short in particular fields; they then group rules
that are long or short in the same fields together. While this
partitioning is similar in flavor to what TSS, TM, and PS all do,
it only reduces rather than eliminates rule replication. Thus,
while these partitioning schemes limit memory blowup, they
do not allow for efficient rule update. Thus, they still are not
usable for SDN and OpenFlow. In contrast, TM, TSS, and PS
all create rule partitions with guarantees on rule properties and
thus support fast updates.

If we limit ourselves to one-dimensional rules, packet
classification reduces to the longest-prefix matching problem.
Many hash table solutions have been developed for this simpler
problem [11], [12], [13]; Chisel in particular uses similar ideas
to TM for this simpler problem [13]. However, none of these
solutions can be directly applied to the more difficult prob-
lem of multi-dimensional packet classification. Decomposition
methods, such as BitVector[14] and CrossProducting[15] are
packet classification methods that attempt to take advantage
of the one dimensional problem being significantly easier.
They break the problem into several one dimensional problems
and receive a partial solution for each. The proper solution is
then computed from all of the partial solutions. Both methods
require superlinear memory (O(n2) for BitVector and O(nd)
for CrossProducting). BitVector additionally requires linear
search times (albeit with a very small constant). Finally,
neither supports fast update and thus are not suitable for SDN
and OpenFlow classification.

The only existing methods that are suitable for SDN and
OpenFlow classification are partitioning methods such as TSS
and PS. We now describe both of these methods in more
detail. We also briefly discuss SAX-PAC, another partitioning
method that results in fewer partitions but does not support
fast updates.

A. Tuple Space Search

Tuple Space Search (TSS) is one of the oldest offline packet
classification methods that was left behind as faster methods
were developed [6]; TSS has reemerged for online packet
classification because it supports fast updates. In particular,



Rule Source Dest Tuple
r1 000 111 (3, 3)
r2 010 100 (3, 3)
r3 011 100 (3, 3)
r4 010 11* (3, 2)
r5 10* 101 (2, 3)
r6 110 *** (3, 0)
r7 *** 011 (0, 3)

Classifier II: TSS builds 5 tables

Open vSwitch [3] uses TSS as its packet classifier because
TSS offers constant-time updates and linear memory.

In TSS, each partition is defined by a corresponding mask
tuple ~m which represents the actual bits used in each of the
prefix or ternary fields of all rules in that partition. Since all
the rules in a partition have the same ~m, we can store these
rules using a hash table where the masked bits ~m for each
rule form the hash key. During classification, those same bits
are extracted from the packet for the search key. For example,
consider rule r5 = (10∗, 101) from Table I. We produce the
hash key h5 = hash(10, 101) and store h5 → r5. Later,
suppose we wish to query for packet (5, 5) = (101, 101).
Extracting the same bits, we get the search key (10, 101). We
then search for the key hash(10, 101) and get r5 as a match.

We now describe how to manage the multiple tables that
result from partitioning. To speed up the search process, we
sort the tables by the highest priority rule each table contains
and search them in this order. This allows us to avoid searching
a table if we have found a matching rule that exceeds the
maximum priority of any rule in that table. This speeds up
searches for the case that a high priority matching rule is found
in an early table, but it does not help for the cases where the
correct rule has low priority or no matching rule is found.

For example, the rules in Classifier I would be placed in 5
tables, which can be seen in Classifier II. Rules r1, r2 and r3
each use all of the bits and are placed together. The other rules
all have unique tuples and so each gets its own table. If we
search for packet (110, 011), then T4 returns r6 as a match.
Since this has a higher priority than r7, it is not necessary to
search T5 even though r7 is also a match.

The main drawback of TSS is that the number of partitions
or tables is large. This results in relatively slow packet clas-
sification as many tables must be searched. We improve upon
this by putting together rules from multiple TSS tables into a
single hash table resulting in many fewer tables.

Srinivasan et al. suggest using a (usually 1 dimensional)
preclassifier to identify which tables contain rules that might
match the packet [6]. This allows fewer tables to be searched,
potentially resulting in significant time savings. The tradeoff is
that the preclassifier requires extra time and memory; for some
rulelists, it may take more time to query the preclassifier than
is saved by reducing the number of tables queried. In contrast,
TM reduces the total number of tables and does not need a
preclassifier.

Another option for reducing the number of tables is to
reduce the number of tuples by ignoring certain fields (such
as the port fields). This results in a drastic reduction in the

number of tables, which is exponential in the number of
fields. However, some rules may be identical on the reduced
fields; extra effort must be spent to separate these rules. We
also exploit this optimization which, combined with other
optimizations, results in far fewer tables than TSS.

Yet another strategy to avoid querying hash tables is to use
Bloom filters [16]. Bloom filters are a very space-efficient
probabilistic hash set that can answer whether an item is prob-
ably in the set (with the probability being related to memory
usage) or definitely not in the set. Since Bloom filters are space
efficient, they can be stored in cache and used to check whether
a matching rule probably exists before performing a query to
slower memory. This is a complementary optimization that
TM can also leverage; in fact, it may be more efficient for
TM as TM has fewer hash tables than TSS.

B. PartitionSort

Recently, Yingchareonthawornchai et al. proposed a new
partitioning method they named PartitionSort (PS) [7] where
they partition rules into a small number of sortable rulesets.
They store each partition in a multi-dimensional tree that
supports O(d + log n) searches and updates. They observe
that the resulting number of partitions is significantly fewer
than TSS and that the first few partitions contain the vast
majority of rules, so high priority matches are likely to be
found after searching only a few trees. As a result, PS classifies
packets significantly faster than TSS with only a modest
slowdown in update time. TupleMerge essentially achieves
the best traits of both TSS and PS. TM, like TSS, uses
hashing so each partition can be searched in O(d) time rather
than O(d + log n) time. TM, like PS, produces far fewer
tables than TSS. PS’s requirements for total ordering are more
relaxed than TM, so PS requires fewer tables, on average, than
TM, but this gain is typically offset by the extra O(log n)
time required for searches and updates. Because of this, TM
typically outperforms PS in both classification time and update
time.

C. SAX-PAC

SAX-PAC is another partitioning scheme that requires the
fewest partitions but unfortunately does not support fast up-
dates [17]. SAX-PAC requires that the rules in a partition
be non-overlapping. Non-overlapping rules can be ordered
in any way since only one rule will ever match a given
packet. If we review the partitioning requirements for TSS,
TupleMerge, and PartitionSort, all are stricter than the non-
overlapping requirement of SAX-PAC; that is, they all require
that rules be non-overlapping plus the rules must satisfy
additional constraints. Unfortunately, while non-overlapping
is a natural partitioning requirement to impose on rules, it
does not provide any type of fast search guarantee unless we
use only two fields. The net result is that while SAX-PAC
provides a natural partitioning definition, the build and update
times for SAX-PAC are too slow to be useful for SDN or
OpenFlow classification. That said, we do use SAX-PAC as



a benchmark in our experiments to determine how effective
TM’s partitioning scheme is in practice.

IV. TUPLEMERGE

We now describe our TupleMerge (TM) classifier that
significantly improves upon TSS [6] by significantly reducing
the number of hash tables required to represent the classifier.
Since the search time is proportional to the number of tables
searched, this results in a substantial improvement in search
times. Additionally, since our method does not use any sort of
preclassifier, we are not penalized by losses elsewhere.

We first describe the two key differences that allow TM
to outperform TSS. We then review the classification process.
Finally, we describe how to update the classifier during rule
changes.

A. Key Differences

There are two key differences that make TupleMerge faster
at packet classification than TSS. First, TM exploits the
observation that not all bits are always required to identify
which rules are potential matches. In TSS, rules are separated
so that rules that use exactly the same tuple will end up in
the same hash table and every other rule will end up in a
different table. Many rules have similar but not identical tuples
which TSS places in separate tables. TM allows these rules to
be placed into the same table, reducing the number of tables
required; this leads to faster classification.

Second, TM has methods for reducing the number of hash
collisions. It is possible for two keys to be hashed to the same
value. Additionally, both TSS and TM may produce the same
hash key from different rules because of information that is
omitted. For TSS, this is because most implementations will
omit port fields (which are ranges) and sometimes other fields
as well; the exact field selection is usually chosen by the
designer ahead of time and is the same for all tables. For
TM this occurs because it has decided to omit some bits from
the tuple. TSS has only one option when this happens; it must
sequentially search all of the colliding rules until it finds a
match. TM uses the number of collisions to control the number
and specificity of its tables; if there are too many collisions
(determined by parameter c) it adds more specific tables to
reduce the number of collisions so that no table will have
more than c rules collide.

We now explain how TM allows rules with different tuples
to be placed in the same hash table. Like TSS, each TM hash
table T has an associated tuple ~mT . In TM unlike TSS, a rule
r may be placed in T if ~mT ⊆ ~mr; in TSS, r may be placed in
T only if ~mT = ~mr. We create a hash key kT,r from ~mT and
r as described in Section II. The key issue is identifying what
tuples ~mT should be constructed for each ruleset, particularly
as we construct the classifier in an online fashion. We describe
this in more detail in our Rule Insertion section below.

For example, in Classifier I r2 has tuple (3, 3) and r4 has
tuple (3, 2). We could place both r1 and r4 into the same table
if the table used (3, 2) for its tuple. If we wanted to use (3, 3)
for the tuple, we would find that r4 is incompatible since 3 >

2; this would require splitting r4 into two rules which we do
not do because this complicates updating. Another possibility
is to use (3, 1) for the tuple; both rules would have a hash
key of (010, 1 ∗ ∗) which creates a hash value collision in the
table. This tuple would be allowed if the number of collisions
in this hash value does not exceed c.

TM maintains a list T of tables created along with their
tuples where the tables are sorted in order of the maximum
priority rule contained and a mapping F : L → T of rules
to tables. During packet classification, only T is used. The
mapping F supports fast deletions of rules. Both require space
that is linear in n.

Standard online construction (where rules are received one
at a time) is represented by a series of rule insertions as
described below. If the rules are mostly known ahead of time,
we use the offline construction scheme described in Section
V to create a better classifier.

B. Packet Classification

TupleMerge classifies packets just like TSS classifies pack-
ets. As with TSS, once a high priority matching rule is
found, later tables with lower priority rules do not need to
be searched. While the table construction algorithm changes,
the packet classifier can remain the same. This is a potential
implementation advantage that allows TM to be easily inte-
grated into existing implementations such as Open vSwitch
that use TSS.

C. Tuple Selection and Rule Insertion

We now describe how TupleMerge chooses which tuples
to use for tables. For TSS, no choice was necessary; we
simply used the tuples defined by the used bits for each
rule. For TM, we have the opportunity to use fewer bits to
define tuples which can reduce the number of tables but may
come at the cost of increasing the number of collisions. We
strive to balance between using too few bits and having too
many collisions and using too many bits and having too many
tables. One key observation is that if two rules overlap, having
them collide in the same table is a better option than creating
separate tables for the two rules. For this reason, we maintain
a relatively high collision limit parameter c.

Consider the situation when we have to create a new table
T for a given rule r. This occurs for the first rule inserted and
for later rules if it is incompatible with all existing tables.
In this event, we need to determine ~mT for a new table.
Setting ~mT = ~mr is not a good strategy; if another similar,
but slightly less specific, rule appears we will be unable to
add it to T and will thus have to create another new table. We
thus consider two factors: is the rule more strongly aligned
with source or destination addresses (usually the two most
important fields) and how much slack needs to be given to
allow for other rules. If the source and destination addresses
are close together (within 4 bits for our experiments), we use
both of them. Otherwise, we drop the smaller (less specific)
address and its associated port field from consideration; r is
predominantly aligned with one of the two fields and should



be grouped with other similar rules. This is similar to TSS
dropping port fields, but since it is based on observable rule
characteristics it is more likely to keep important fields and
discard less useful ones.

We then look at the absolute lengths of the addresses. If
the address is long, we are more likely to try to add shorter
lengths and likewise the reverse. We thus remove a few bits
from both address fields with more bits removed from longer
addresses. For 32 bit addresses, we remove 4 bits, 3 for more
than 24, 2 for more than 16, and so on (so 8 and fewer bits
don’t have any removed). We only do this for prefix fields like
addresses; both range fields (like ports) and exact match fields
(like protocol) should remain as they are.

Now consider the case where we need to insert a new rule
r into TM’s classifier. We first try to find an existing table that
is compatible with r. We search the tables T ∈ T in order of
max priority rule. For each table T , r is compatible with T if
~mT ⊆ ~mr. If no compatible table is found, we create a new
table for r as described above.

If a compatible table is found, we perform a hash probe to
check whether c rules with the same key already exists within
T . If not, we add r to T and add the mapping r → T to F .
Otherwise, this is a signal that we ignored too many bits in
~mT and we need to split the table into two tables. We select
all of the colliding rules ` and find their maximum common
tuple ~m`. Normally ~m` is specific enough to hash ` with few
or no collisions. We then create a new table T2 with tuple ~m`

and transfer all compatible rules from T to T2. If ~m` is not
specific enough, we find the field with the biggest difference
between the minimum and maximum tuple lengths for all of
the rules in ` and set that field to be the average of those two
values. We then transfer all compatible rules as before. This
guarantees that some rules from ` will move and that T2 will
have a smaller number of collisions than T did.

D. Rule Deletion

Deleting a rule r from TupleMerge is straightforward. We
can find which table T contains r with a single lookup from
F . We then remove r from T and the mapping r → T from
F . This requires O(1) hash updates.

V. OFFLINE ALGORITHMS

Up until now, we have discussed online algorithms; here we
discuss offline construction. When most of the rules are known
a priori, we can use this extra information to make better
decisions about how to partition the rules. This is relevant
for several online scenarios including the case where we
periodically rebuild the classifier assuming the rebuild process
can be done in roughly a second. As noted earlier, OpenFlow
hardware switches can require roughly half a second for the
data plane to catch up to the control plane.

A. Table Selection

The main principle behind our table selection strategy is that
if a high-priority rule is matched in an early table, then any
future tables that contain only lower priority rules do not need

Rule Source Dest Nominal Tuple Used Tuple
r1 000 111 (3, 3) (3, 2)
r2 010 100 (3, 3) (3, 2)
r3 011 100 (3, 3) (3, 2)
r4 010 11* (3, 2) (3, 2)
r5 10* 101 (2, 3) (2, 0)
r6 110 *** (3, 0) (2, 0)
r7 *** 011 (0, 3) (0, 3)

Classifier III: TM builds 3 tables

Rule Source Dest Nominal Tuple Used Tuple
r1 000 111 (3, 3) (3, 0)
r3 011 100 (3, 3) (3, 0)
r4 010 11* (3, 2) (3, 0)
r6 110 *** (3, 0) (3, 0)
r2 010 100 (3, 3) (0, 3)
r5 10* 101 (2, 3) (0, 3)
r7 *** 011 (0, 3) (0, 3)

Classifier IV: An alternate TM scheme builds 2 tables

to be searched. However, if a lower-priority match is found in
an early table, we must still search later tables as they could
contain a better match. To this effect, we try to place as many
high-priority rules early to maximize the chances that we will
not need to search later tables.

Let Li be the first i rules in L. Let ~mLi
be the maximum

common tuple of these rules; that is it is the tuple that contains
all of the bits that they have in common. We now create a
counter H of hashes, `i, a proposed table, and ¯̀

i, the rules not
in `i. For each rule r ∈ L, we compute h(r). If H(h(r)) < c,
where c is an argument representing a maximum number of
collisions, we add r to `i and increment H(h(r)). Otherwise
we add r to ¯̀

i. Each different ~mLi
will yield a `i and ¯̀

i. To
maximize the probability that we do not need to search future
tables, we select the `i that minimizes the maximum priority
of ¯̀

i (the first missing rule is as late as possible), breaking ties
by maximum |`i|, thus reducing the number of tables required.
We make a new table T = (`i,mLi

) and append it to T , while
and repeat on the remaining rules L′ = ¯̀

i until L′ is empty.
For example, consider the rules in Classifier I. Tuple (3, 2)

can contain 4 rules without any collisions: r1, r2, r3, and r4.
Tuple (3, 3) can only contain the first three rules, while (2, 2)
has a collision between r2 and r3, making them worse choices.
We create a table containing rules r1, r2, r3 and r4 and repeat
on the remaining three rules. The results from this process can
be seen in Classifier III.

Other strategies exist that may yield fewer tables. For
example, Classifier IV contains only two tables. However,
unless the incoming packet matches rule r1, both tables will
need to be searched. Classifier III will need to search only 1
table if any of r1, r2, r3, or r4 match which may give it better
results in practice even if the worst case is not as good.

B. Table Consolidation

This strategy sometimes produces multiple tables that have
the same tuple. When this happens, we merge the two tables
together into a single table. This removes a table query while
examining at most the same number of rules as before.



VI. EXPERIMENTAL RESULTS

In this section, we perform experiments to compare the
effectiveness of TupleMerge against PartitionSort (PS), Tuple
Space Search (TSS), SmartSplit (SS), and SAX-PAC (SP).

A. Experimental Setup

We ran our experiments on rulelists created with Class-
Bench [18]. ClassBench comes with 12 seed files that can
be used to generate rulelists with different properties. While
the seeds are divided into three categories (5 access control
lists (ACL), 5 firewalls (FW), and 2 IP-chain (IPC)), different
seeds in the same category can have very different properties.

We generate rulelists of nine different sizes, from 1k up to
256k rules. For each of the 12 ClassBench seeds, we generate
5 rulelists of each size for 540 rulelists total.

We use these rulelists in three types of experiments. For an
offline experiment, we construct a static data structure from
all the rules and then use the data structure to classify packets.
For an online experiment, we have two protocols. In the first
protocol, we create a dynamic data structure where the rules
are fed to the online algorithm one at a time in a random order
where each algorithm receives the rules in the same order. The
resulting classifier is then used to classify packets. It classifies
1,000,000 packets which are generated using the ClassBench
method for generating packets given a rulelist. In the second
protocol which we use to measure update time, half of the
rules are selected at random to be in the initial active rulelist.
We create an initial data structure by inserting these rules one
at a time into the data structure in a random order where
each algorithm receives the rules in the same order. A list of
500,000 insertions and 500,000 deletions is then created and
shuffled. Each insertion inserts one of the excluded rules and
each deletion removes one of the included rules, each chosen
at random from the available rules. This sequence is the same
for each algorithm. In this protocol, we do not use the resulting
data structure to classify packets.

For a given rulelist L and a given algorithm A, we measure
four things. First is classification time, denoted CT (A,L),
which is the total time required to classify all 1,000,000 pack-
ets divided by 1,000,000. Second is the number of partitions
P (A,L) in the resulting data structure. This is useful as a
static estimator of each data structure’s classification speed.
Third is update time, denoted UT (A,L), which is the total
time required to perform all 1,000,000 rule updates divided
by 1,000,000. Note we do not include the time to create the
initial data structure with half the rules. Finally is memory,
denoted M(A,L), which is the total memory required by the
data structure.

For each metric, we average the results across all rulelists of
a given size or seed. To better compare an algorithm A, typ-
ically PS, against TM, we compute the relative classification
time of A and TM on a rulelist L, denoted RCT (A, TM,L),
as the ratio CT (A,L)/CT (TM,L); higher values are better
for TM. Likewise, we compute the relative update time of A
and TM for rulelist L, denoted RUT (A, TM,L), to be the
ratio UT (A,L)/UT (TM,L). We average these relative time

Fig. 1: Average # of partitions required for each rulelist size

metrics across all rulelists of a given size or seed. We note
that for the two relative time metrics, the range of ratios is
relatively small whereas for the raw metrics, some values are
much larger than others and thus have a much larger impact
on the final average. This leads to some apparent discrepancies
between the two averages.

These experiments were run on a machine with an Intel
Xeon CPU @ 2.8 GHz, 4 cores, and 6 GB of RAM running
Ubuntu 16.04. We verified correctness of classification results
by ensuring each classifier returns the same answer for each
test packet.

B. Comparison with PartitionSort

We compare TupleMerge against PartitionSort [7] since PS
is the state-of-the-art online packet classifier. We first compare
their online versions and then compare their offline versions.

1) Online Comparison: In our experiments, online TM
outperforms online PS in both classification speed and update
time. Focusing on the relative metrics averaged over all seeds
and all sizes, TM performs rule updates 30% faster than
PS, and TM classifies packets 34.2% faster than PS. PS
also requires 2.71 times the amount of memory that TM does,
though both require only linear memory in the number of rules.
We now examine these results in more detail. The number of
tables required for online TM, online PS, and TSS are shown
in Figure 1. Relative update time results averaged over each
rulelist size are shown in Figure 2a, and raw update time
results for online TM, online PS, and TSS for each seed for the
256k rulelists are shown in Figure 2b. Relative classification
time results averaged over each rulelist size are shown in
Figure 3a, and raw classification time results for online TM
and online PS for each seed for the 256k rulelists are shown
in Figure 3b.

Looking more closely at update time, we see that TM
consistently outperforms PS in every way. Specifically, TM
has a faster update time for all rulelist sizes and for all 12
seeds. For the largest rulelists, TM outperforms PS for all 12
seeds and has an average update time of only 1.78µs whereas
PS has an average update time of 2.27µs.

Looking more closely at classification time, TM again
outperforms PS for all rulelist sizes where the gap between
TM and PS generally increases with rulelist size, but we do
observe that PS does outperform TM for some seeds. On the
largest rulelists, TM takes 0.64µs on average to classify a



(a) Relative Update Time between PS and TM (b) Absolute Update Time on 256k rules
Fig. 2: Online Update Time

(a) Relative Online Classification Time between PS and TM (b) Absolute Online Classification Time on 256k rules
Fig. 3: Online Classification Time

(a) Relative Offline Classification Time between PS and TM (b) Absolute Offline Classification Time on 256k rules
Fig. 4: Offline Classification Time

packet, while PS takes 0.65µs. TM classifies faster on 10
of the 12 seeds, but the two remaining seeds (ACL2 and
FW1) are the slowest for both PS and TM which skews
the average classification times to be closer than the average
relative classification time. Focusing on the other 10 seeds, TM
takes 0.15µs to 0.76µs (average 0.34µs) to classify a packet
and PS takes 0.26µs to 1.00µs (average 0.47µs) to classify a
packet. These results can be seen in Figure 3b.

These results can be explained by the number of partitions
required and the time required to search each partition. We
plot the average number of partitions required by TM and PS
for each rulelist size in Figure 1. As expected, TM typically
requires a few more partitions than PS. Focusing on the 256k
rulelists, TM requires an average of 30 partitions whereas PS
requires an average of 11 partitions. TM typically achieves a
smaller classification time because TM uses hash tables (O(d)
time) whereas PS uses trees (O(d+log n) time). However, for

the worst case seeds, ACL2 and FW1, TM requires 131 and
53 partitions, respectively, whereas PS requires only 24 and
17 partitions, respectively. For the remaining ten seeds, TM
requires at most 38 partitions.

The number of partitions has more effect on classification
time than rule update time. For rule insertion, once we find an
available partition, we do not need to search later partitions.
For rule deletion, both schemes store a pointer to the partition
containing each rule.

For memory, for the 256k rulelists, TM requires only 4.47
MiB on average whereas PS requires 12.19 MiB on average.

2) Offline Comparison: We now compare the offline ver-
sions of TM and PS focusing on classification time, memory
usage, and construction time. Offline TM again outperforms
offline PS for all rulelist sizes except the 1k rulelists, and
the gap between TM and PS generally increases with rulelist
size. However, we again observe that PS does outperform TM



for some seeds. Focusing on the 256k rulelists, on average,
offline TM classifies packets 39% faster than PS. These results
can be seen in Figure 4a. The outliers again are the two
seeds ACL2 and FW1 where offline TM requires 78 and 47
partitions, respectively, whereas offline PS requires only 20
and 13 partitions, respectively. When comparing memory, the
results are similar as those for the online versions. This is to
be expected since the memory usage is tied to the number
of rules rather than the number of tables. Finally, on average,
offline TM builds its dynamic data structure 3.8 times faster
than offline PS does. For the 256k rulelists, TM requires an
average of 2.9 s whereas PS requires an average of 9.0 s.

One of the main reasons for considering offline TM and
PS is to periodically rebuild the dynamic data structures to
support faster packet classification and rule update. Averaging
performance over all rulelist sizes and all seeds, offline TM is
38% faster than online TM at classifying packets. Given that it
takes an average of 2.9 s to rebuild the dynamic data structures
for a 256k rulelist, this may be acceptable, particularly if the
rebuild process can happen in parallel offline. We further note
that existing hardware switches may be behind the controller
by 400 ms[2], so 2.9 s may be acceptable.

C. Comparison with Tuple Space Search

We only compare online TM against TSS since TSS is
inherently an online algorithm. TM is, on average, 7.43 times
faster at classifying packets than TSS, and TM is, on average,
39% slower at performing rule updates than TSS. For our
256k rulelists, TM takes on average 0.64µs to classify a packet
whereas TSS takes on average 2.93µs to classify a packet. For
our 256k rulelists, TM takes on average 1.78µs to update a
rule whereas TSS takes on average 1.28µs to update a rule.
We thus see that for only a small penalty in rule update,
TM achieves a significant gain in classification time. This
improvement in classification time is largely explained by the
fact that TM requires many fewer tables than TSS, as can be
seen in Figure 1. Besides improving classification time, TM
also requires 1.93 times less memory on average than TSS.
Given the significant improvement in classification time and
even memory, TM clearly is a better choice than TSS as an
online packet classification algorithm.

D. Comparison with SmartSplit

We now compare offline TupleMerge with SmartSplit (SS),
the current state-of-the-art offline packet classification algo-
rithm, to assess how much we give up in classification time
to achieve fast updates. We compare these algorithms on
classification time, construction time, and memory usage. The
largest rulelists we use are the 64k rulelists because of SS’s
slow construction time.

SS is significantly faster than TM (or the other methods
studied). For our 64k rulelists, on average, SS classifies
packets in 0.12µs whereas offline TM classifies packets in
0.24µs. The relative classification time required by SS and
TM can be seen in Figure 5.

Fig. 5: Relative classification time between SS and TM

Fig. 6: Partitions produced

TM requires orders of magnitude less time to build a
classifier than SS. While TM can usually generate a classifier
in seconds even for very large rulesets, SS can take hours,
even for reasonably sized rulesets.

Finally, SS has very unpredictable memory requirements.
For smaller rulelists, it produces a single HyperCuts tree, max-
imizing classification speed. As the number of rules increases,
it switches over to multiple trees and/or HyperSplit trees, both
of which reduce rule replication and thus memory required.
This doesn’t fix the underlying problem though. Eventually
there are enough problematic rules that this is not enough.

E. Comparison with SAX-PAC

SAX-PAC (SP) [17] splits the rulelist into order-independent
sets and then builds a classifier for each set. Since order-
independent sets are the most general type of collisionless
rulelist, this serves to lower-bound the number of partitions
required for a variety of methods. We compare against them
to estimate how well our table selection scheme performs.

TM requires a comparable number of partitions to SP. When
SP uses all of the fields, TM requires on average 2.1 times
more partitions than SAX-PAC. This shows that the number
of partitions required by TM is not too much larger than the
theoretical minimum. However, the classifier recommended
by SP requires O(logd−1 n) time. To counteract this, they
recommend using only 2 fields, which reduces the search cost
to only O(log n). This increases the number of partitions that
they require; TM requires only 68% more tables. These results
can be seen in Figure 6. In addition, since they recommend
using classifiers with a O(logd−1 n) time while TM’s hash



(a) Smaller collision limit c (b) Larger collision limit c

Fig. 7: TM collision limits vs search times

tables require O(d) time, the advantage of fewer partitions
disappears.

F. TupleMerge Collision Limit

We now measure how the collision limit c influences TM’s
effectiveness. We show how the classification speed for both
online and offline TM vary as a function of c in Figure 7. A
higher c allows us to produce fewer tables, but a particular
table may take longer to search since we must do a linear
search of the colliding rules. For online TM, classification
speed is maximized with c = 40. Smaller rulelists generally
need smaller c, and the incremental gain tapers off as c exceeds
20. Smaller c such as c = 10 give acceptable results. The best
classification speed can be seen in Figure 7b. The collision
limit for offline TM is maximized earlier at c = 8. This best
speed can be seen in Figure 7a.

VII. CONCLUSION

We provide the following contributions. First, we provide a
flexible hashing scheme that uses far fewer tables than Tuple
Space Search and thus classifies packets much more quickly.
Second, we show how to effectively insert and delete rules
while retaining fast classification speeds. Together, we produce
TupleMerge, a new online packet classification method that
surpasses the previous state-of-the-art method, PartitionSort,
in all areas including classification speed, update time, and
memory.
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