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The energy efficiency and delivery robustness are two critical issues for low duty-cycled wireless sensor

networks. The asynchronous receiver-initiated duty-cycling media access control (MAC) protocols have

shown their effectiveness through various studies. In receiver-initiated MACs, packet transmission is trig-

gered by the probe of receiver. However, it suffers from the performance degradation incurred by packet

collision, especially under bursty traffic. Several protocols have been proposed to address this problem, but

their performance is restricted by the unnecessary backoff time and long negotiation process. In this article,

we present CD-MAC, an energy-efficient and robust contention-detectable mechanism for addressing the

collision-catching problem in receiver-initiated MACs. By exploring the temporal diversity of the acknowl-

edgments, a receiver recognizes the potential senders and subsequently polls individual senders one by one.

On that basis, CD-MAC can successfully avoid packet collision even though multiple senders have data pack-

ets to transmit to the same receiver. We implement CD-MAC in TinyOS and evaluate its performance on an

indoor testbed with single-hop and multi-hop network scenarios. The results show that CD-MAC can signifi-

cantly improve throughput by 1.72 times compared with the state-of-the-art receiver-initiated MAC protocol

under bursty traffic loads. The results also demonstrate that CD-MAC can effectively mitigate the influence

of hidden terminal problem and adapt to network dynamics well.
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1 INTRODUCTION

Wireless sensor networks (WSNs) are replacing the traditional wired industrial communication

systems since the industrial WSNs (IWSNs) offer several advantages including easy and fast in-

stallation and low-cost maintenance [11, 27].

IWSN/WSN applications [21, 28, 40] are widely used in many different scenarios [22, 23, 40].

Due to the constraint of energy resource, the radio of sensor motes usually works in the low-duty

cycle mode [30] to extend network lifetime. A widely adopted low-duty cycle media access control

(MAC) is asynchronous receiver-initiated, such as the pioneered RI-MAC [35] and the state-of-the-

art A-MAC [8]. In A-MAC, for example, nodes periodically wake up and send a data solicitation

(called probe in this article) to notice potential senders [25]. When a packet is pending, a sender

waits the intended receiver’s probe. Then it sends the packet after successfully decoding the probe.

Many works [8, 25, 26, 35] have reported the energy efficiency and versatility of this scheme.

One critical issue [26] of receiver-initiated MAC is that the opportunity of data reception is

decreased, because the radio is turned off most of the time. Senders having data packet to transmit

should keep silent until the corresponding receivers wake up, and then immediately transmit their

data packets. As a result, the probability of packet collisions increases [38]. This problem will be

further aggravated when the traffic load is high or an unexpected surge of traffic occurs, because

there is likely to be multiple senders having data packets to transmit to the same receiver. We

refer to this situation as a collision-catching problem. Consider an event-driven network [2, 13, 17],

nodes keep silence until an event occurs. Upon detecting the event, several nodes simultaneously

report it, leading to sudden bursts of traffic [17, 26]. Beyond that, network image updates [14, 19]

and periodic data collection with high sampling ratio [33] also can generate a lot of traffic within a

short time. Thus, it is of great importance to design an efficient contention-resolution mechanism.

For the receiver-initiated duty-cycling MAC, it allows a receiver to coordinate the potential

senders by either dynamically adjusting the backoff period [8, 35] or involving extra negotiation

process [18, 26]. Although these existing methods alleviate the contention problem in some de-

gree, some innate limitations still hamper their performance. First, enlarging the backoff period to

avoid collision will reduce energy efficiency and throughput. Second, the extra negotiation pro-

cess will increase the energy baseline. Finally, some requirements of the auxiliary information

(synchronization, signal strength, packet length, etc.) [6] might limit the scalability.

On the other hand, the way that a receiver coordinates all senders based on traditional TDMA

reservation approaches [10], such as DW-MAC [34], AS-MAC [41], BN-MAC [32], also holds sev-

eral limitations. A notable drawback [31] is that due to the fixed slotted schedule, TDMA-based

reservation approaches are hard to achieve adaptive duty-cycle for diverse traffic patterns. More-

over, the reliability depends on the synchronization accuracy between receiver and senders, con-

suming extra maintenance overhead.

The real difficulty for solving the innate collision-catching problem in receiver-initiated MACs

is the incompatible contradiction between distributed working manner of sensor nodes and the

needing of the information of potential senders for making the optimal transmission decision. By

far, although various resolutions have been proposed to address the channel contention problem,

there are still no effective resolution for receiver-initiated MACs.
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To address the channel contention problem, we present CD-MAC, a Contention-Detectable mech-

anism for solving collision-catching problem of receiver-initiated MACs. CD-MAC integrates a

lightweight contention resolution mechanism into the existing framework of receiver-initiated

MAC. The basic idea is that the receiver utilizes the temporal diversity [20] of multiple quickly

replied acknowledgments (ACK) to recognize the potential senders, then it will poll the senders’

data packets one by one. Since the period of one ACK transmission is very short (352μs for CC2420

[16]), the overhead of coordination process is low. CD-MAC also does not need any auxiliary con-

trol overhead in distinguishing potential senders. Furthermore, CD-MAC uses double-modulo op-

eration to guarantee that potential contending senders will select a different time slot to reply

ACKs in a distributed manner. According to the contention detectable mechanism of CD-MAC, it

is feasible to guarantee energy efficiency and network reliability for various network applications

built upon receiver-initiated link layer.

The main contributions of this work are as follows:

(1) We develop a practical and novel contention resolution mechanism to solve the innate

collision-catching problem of receiver-initiated MACs by utilizing the temporal diversity

of ACKs replied by multiple senders.

(2) We propose CD-MAC to improve the performance of asynchronous receiver-initiated duty

cycling protocols for various traffic patterns (periodic, bursty, and mobility).

(3) We have implemented CD-MAC in TinyOS-2.1.1 [39] and evaluated its performance on

an indoor testbed. The results demonstrate that CD-MAC can improve throughput by

up to 172% compared with the state-of-the-art receiver-initiated MAC protocols under

bursty traffic loads with low control overhead. The results also demonstrate that CD-MAC

can effectively mitigate the influence of hidden terminal problems and adapt to network

dynamics well.

The remainder of this article is organized as follows: We first discuss the related work in the next

section. In Section 3, we give the detailed design of CD-MAC. Then, we present its implementation

and evaluation in Sections 4 and 5, respectively. We discuss the limitations of CD-MAC in Section 6.

Finally, we conclude this article in Section 7.

2 RELATED WORK

Channel contention resolution has been extensively studied and been tackled from various aspects

in research literatures. Researchers have proposed numerous protocols and mechanisms across

different network layers. Here we have a brief discussion on the existing proposals in three aspects

respectively.

Carrier sensing and backoff is a basic channel contention mechanism. Due to its simple algo-

rithm, good robustness, and the high merit of reliability, it has been widely applied by current

MAC protocols, such as RI-MAC [35], X-MAC [3], BoX-MAC [24], A-MAC [8], EM-MAC [36], and

PW-MAC [37]. They exploit basic carrier sensing to guarantee that, in a specific time slot, there

should be no more than one sender transmitting, while the other senders need to perform random

backoff to avoid collision. In networks with low traffic load, MACs adopting carrier sensing and

backoff for channel contention can achieve high efficient and reliable data forwarding. However,

with the increasing of traffic load, the advantages of carrier sensing and backoff mechanism are

gradually reducing, and the disadvantage of carrier sensing and backoff mechanism, i.e., ineffective

backoff for channel contention and weak ability in addressing data collision, could significantly

degrade the performance of data forwarding. The obvious advantages and limitations of the basic

carrier sensing and backoff mechanism make it widely applied by practically deployed low-power

wireless networks and strongly limits the application scenarios.
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Another part of MAC protocols schedule senders’ transmissions to eliminate collisions. TCF [29]

dynamically allocates channel resource to get rid of contention overhead of CSMA. Z-MAC [15]

proposes a hybrid MAC protocol combining CSMA and TDMA to be adaptive to dynamic traffic

loads, however, at the cost of remarkable overhead incurred by synchronization and coordination.

BN-MAC [32] and O-MAC [1] support the hybrid topology that combines the features of both

TDMA and CSMA. They adopt TDMA feature to schedule neighbors with unique transmission

slot to address channel contention problem, but in multi-hop sensor networks, their performance

could be seriously degraded due to long-delayed transmission and low energy efficiency. DW-

MAC [34] and AS-MAC [41] allow sensor nodes to wake up on demand during the sleep period

of a duty cycle to transmit or receive packets with a mapping function to prevent data collision,

but they require synchronized duty cycle of all network nodes, which can bring about significant

synchronization overhead for low power sensor networks. All those resolutions thus have limited

applicability in large-scale sensor networks.

Some other channel contention resolutions [18, 26] are proposed to embed to existing MAC pro-

tocols by using deliberate contention. Although these approaches alleviate the contention problem

in some degree, however, the using of the enlarging of backoff period for collision avoidance could

reduce energy efficiency and throughput. In addition, the extra negotiation process will also in-

crease the energy baseline of the whole networks. For this kind of contention resolutions, the

requirements of the auxiliary information (e.g., synchronization, signal strength, packet length)

might limit the scalability.

Unlike the existing approaches, CD-MAC utilizes the temporal diversity of quickly replied ACKs

to differentiate potential senders. By using the proposed ACK slot-selecting approach, contending

senders will select different slots to quickly reply ACKs so as to announce their intention to send

data to their common receiver. Then, the receiver could poll the senders one by one for their pack-

ets. Compared with all of the above-mentioned approaches, CD-MAC can resolve the contention

problem with outstanding scalability; moreover, the energy/control overhead of CD-MAC is neg-

ligible. Based on this mechanism, CD-MAC can effectively and efficiently eliminate the contention

between potential senders and avoid data collision with very low overhead.

3 DESIGN OF CD-MAC

3.1 Design Overview

Under a receiver-initiated MAC design framework, the basic operation of CD-MAC is given in

this section, as described below. A sender listens for transmission solicitation from the intended

receiver. The receiver, upon waking up, immediately sends a probe if the channel is sensed to be

idle, notifying all potential senders within its range that it is ready to receive packets, as well

as initiating a reservation frame (referred to as an RSVP frame) containing a certain number of

slots immediately following the probe. A sender, upon receiving the probe, acknowledges it using

an ACK sent within a selected slot in the reservation frame, thereby announcing its intention of

sending data to the receiver. At the completion of the reservation frame, the receiver obtains the

information on the quantity of nodes which are ready to send data to it and the difference between

them by exploring the temporal diversity, with the possibility of ACKs lost due to corruption or

collision when multiple ACKs happen to be sent within the same slot. The receiver then polls each

of the pronounced senders, one at a time, for data transmission. The amount of data sent by each

sender upon being polled is adjustable and can be catered to the need of practical applications.

This operation is depicted in Figure 1. Si (1 ≤ i ≤ 5) holds data and waits for the intended re-

ceiver R to wake up. When R wakes up, it sends a Sender Probe (referred to as an S-probe orC in all

figures) packet to notify senders of its readiness to receive, and to indicate the start of a reservation
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Fig. 1. Overview of CD-MAC, which consists of reservation frame and packet polling stage. Among the

duration of reservation frame, senders reply ACKs by selecting different slots to confirm the success reception

of S-probe (C). During the packet polling stage, the receiver R polls senders by D-poll (dark square with a

number) in orderly manner according to the acknowledged slot sequence number. CD-MAC also uses D-poll

to acknowledge previous data packet. If a D-poll (attaching with an appointed slot number 6) doesn’t solicit

a data, R continues to solicit another sender’s data.

frame which consists of n time slots. Parameters attached in the S-probe are two integers, n andm.

m is an auxiliary parameter used by each sender to calculate its slot number (the position in the

reservation frame) in which to send its ACK (details of the computation is given in the following

section). Both n andm can vary from one solicitation to another. During the reservation frame, an

ACK could be lost due to corruption (e.g., the ACK sent by S5 as illustrated in Figure 1) or collision

when multiple senders happen to select the same slot number to reply ACKs. In such cases, the

receiver could not perceive the intention of these senders whose ACKs were lost. Those whose

ACKs have been successfully received by the receiver will be referred to as announced senders.

Following the reservation frame, the receiver starts the packet polling stage, in which it polls the

announced senders one by one. Each polling starts with a Data-poll (referred to as D-poll or P in all

figures) packet, which also serves as an ACK to acknowledge the previously received data packet,

if there is one. This process is repeated until the receiver has polled all the announced senders.

Within each poll, the polled sender can choose to send one or several of its data packets, i.e., each

poll may occupy different amount of time. At the conclusion of the data polling stage, the receiver

will transmit a S-probe to acknowledge the last sender, and may conduct another solicitation once

a sender announces its intention of sending data. Otherwise, the receiver goes to sleep mode soon.

Note that CD-MAC assigns a different number of slots to successive RSVP phases. Hence a

sender whose ACK or data was corrupted at receiver side due to collision will again announce its

intention of sending data to the receiver by selecting a different slot. Then, the conflicting senders

in previous RSVP phase are likely to select different slots in the next RSVP phase so as to avoid

collision again. The adoption of variable n aims to make the tradeoff between the adaptivity of

variant network traffic, network dynamics, and energy efficiency. Because in silent phase network

traffic is low, a small number of slots are enough to differentiate potential senders. However, in a

network with sudden surge of traffic load, an increasing number of slots are needed to differentiate
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the potentially increased senders. Considering this situation, using RSVP with variable slot number

is much more adaptive to network dynamics than the method with fixed slot [5]. The selection of

parameters n andm, as well as other design details are given below.

3.2 Reservation Frame Size and Slot Computation

One of the most critical design parameters of our scheme is the size of a reservation frame (n) and

the procedure a sender uses to determine its slot position in the RSVP frame using the two integers

n and m. The objective is to do it in such a way so that the senders will select slot numbers that

tend to spread out across the frame so as to minimize the probability of collision.

We now detail the procedure that a sender S uses to determine its slot number. The input to this

process consists of n, m, as well as the sender’s network-wise identification (ID) number denoted

by s , and the output is the slot number denoted by π (s,m,n). The procedure takes two steps: S first

maps its ID s into an integer within [1,m], then further into the range [1,n], both using a modulo

operation:

π (s,m,n) = Mod (Mod(s,m),n). (1)

Note that s is the identity of a specific neighbor node, but its value can range from 1 to a very large

number. The rationale behind this double-modulo process is to provide one more degree of freedom

so we could achieve a better tradeoff between having low delay (which requires a relatively small

value of n) and low collision ratio over slot selection (which requires a sufficiently large value of

n). To make the double-module process work well,m must be larger than n.

3.2.1 Optimal Choice of m. Specifically, we let a receiver first fix the value for n, chosen from

a pre-set range [nmin ,nmax ]. The dynamic selection of n is detailed shortly. The selection of the

value form is then determined by the following minimization problem:

min
m

∑∑

i�j

I {π (si ,m,n)=π (sj ,m,n) }, (2)

where si , sj denote a pair of nodes in the network, and the indicator function IA = 1 if A is true

and 0 otherwise. The above objective function seeks to minimize the total pair-wise collisions in

slot selection. The optimal m values can then be computed for each selection of n values. CD-

MAC assumes the vast majority of children nodes’ IDs are known. Hence, as a receiver, it uses

the IDs of all the children nodes to select the optimal value of m for a specific n. This assumption

is reasonable because a node can easily collect the topological relation by overhearing network

beacons in the initial routing constructing and the later network maintenance. The computation

is triggered when network topology has been constructed. Then, CD-MAC gets several optimal

parameter pairs, and selects one of them before sending each S-probe. The computation will also

be triggered again when a new arrival child node is found and the slot collision ratio between

potential senders exceeds a pre-defined threshold value. Note that the computation complexity is

O(mnc), wherem is the space size ofm, n is the space size of n, and c is the amount of child nodes.

The cost of computation is usually very small because of limited n and c . For efficiency, we set the

range of m from 0 to 1000 in our implementation. More precisely, m should be larger than n to

make the double-module process (Equation (1)) effective.

To demonstrate the feasibility and effectiveness of the double-module process, we conduct a

simulation on a normal computer. Considering that CD-MAC is a general receiver-initiated MAC

applicable to various application scenarios, we don’t make assumptions on the distribution model

of network nodes. In this simulation, a node’s neighbors are randomly assigned. The number of

neighbors can be 5, 10, 15, and 20 in the simulations. As receiver, once the neighbors have been

assigned, it first computes the optimal parameter value ofm corresponding to different number of
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Fig. 2. ACK collision ratio as a function of the reservation frame size n, with and without usingm. Node IDs

are from [0, 1,000].

slots (n). Then, by changing the number of slots and randomly selecting a portion of neighbors to

generate data packets and transmit to the same receiver, when these senders receive a S-probe that

carries a pair of ofn andm, they respectively compute ACK slots according to the above-mentioned

double-module process. Then, we can compute the slot conflict probability. The effectiveness of

the two-pass modulo operation is demonstrated in Figure 2, where we plot the simulated ACK

collision ratio after the node IDs are mapped into multiple slots (ranging from 4 to 20) within the

reservation frame, as a function of the frame size n. Here a node ID s ∈ [0, 1000];m is ranging from

0 to 1,000; up to NS (NS denotes the number of neighbor nodes) node IDs are randomly selected

from this set to represent the number of neighbor nodes. We then compare the collision ratio

between using a two-pass process (i.e., collisions based on mapping the node IDs using π (s,m,n)
with an optimal choice of m; denoted as w/m in the figure) and not using a two-pass process

(i.e., collisions based on mapping the node IDs using π (s,n,n); denoted as w/o m in the figure).

As shown by the simulation results, there is a dramatic reduction in collision ratio. In particular,

with a neighborhood size limited to 5, this two-pass modulo process practically reduces the ACK

collision to zero.

3.2.2 Adaptive Selection of n. The selection of n consists of two stages. One is to select an initial

n for the RSVP frame after a node’s wakeup, and the other is to select a different n to differentiate

the potential senders which selected the same slot in the previous packet polling round.

For the former, the purpose is to increase n if a receiver perceives high volume of traffic or large

number of senders, and decrease n otherwise. Consider that the traffic load for a specific receiver

has time pertinence. Because the wakeup interval is very small, the traffic load of the next time to

wake up is likely to be close to that of the previous wakeup. Hence, we use the moving average

to calculate the expected slot number nexp for the next time to wake up. nold is the accumulated

value of slot number and nnew is the number of senders that had data to transmit when the receiver

previously woke up. We update the accumulated value by

nexp = α ∗ nold + (1 − α ) ∗ nnew,

where α is smoothing factor. For the latter, after a node’s wakeup, it may conduct several RSVP

frames and packet polling stages, as shown in Figure 1. All the potential senders will acknowledge

the receiver by selecting different slots in the first RSVP frame, and (almost) most of the senders
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Fig. 3. The gap between the number of expected senders and the number of factual senders.

could successfully make reservation for their data transmission. Hence, the receiver could poll

these senders that have made an appointment in the first packet polling stage. For the next RSVP

frame, the purpose is to further differentiate the possible senders that selected the same slot to

reply ACKs in the previous RSVP frame and solicit new senders. For simplicity, CD-MAC updates

n by alternatively decreasing 1 or increasing 1.

To get a rational value ofα , we conduct experiment in an indoor testbed with 30 Telosb nodes. By

selecting 6 relays in the data collection network, we trace the amount of senders in each wakeup

interval of these relay nodes. The number of children nodes ranges between 4 and 13, and this

experiment lasts an entire day. By setting different value to α , we get the average gap between

the actual amount of senders and the expected amount of senders (nexp) as shown in Figure 3. To

achieve a better tradeoff between having low gap and high adaptation to dynamics, 0.4 is a rational

value for α . By setting n to be nexp plus 2, the vast majority of packets can be polled during the first

round. Note that the optimal value of α changes with data transmission ratio, a robust and efficient

method should dynamically adjust the parameter. Some machine learning methods [12] could be

used to adjust α . However, for simplicity, we use a fixed experimental value in our implementation.

3.2.3 Tradeoff between Collision Ratio and Computation Overhead. Note that the arrival of new

children nodes could increase the collision ratio of potential senders’ slot selection. Beyond that,

if CD-MAC immediately triggers the computation of the optimal n and m, it could bring about

heavy computation overhead. Considering both slot selection conflict and computation overhead,

CD-MAC makes a tradeoff between them by setting a threshold of collision ratio. By detecting a

new sender, based on the previously computed optimal parameters, if the expected collision ratio

(ECR) exceeds the threshold, CD-MAC should trigger the recalculation of the optimal n and the

correspondingm.

With the same setup of simulation in Section 3.2.1, we further simulate this case by adding a

new child node assigned with random and unique ID to an existing network. As the parent node

of the new arriving node, it first computes the ECR when all potential senders (including the new

arrival) simultaneously transmit data packets, and then it further computes the actual collision

ratio (ACR) when different proportions of senders (as shown in the first column in Table 1) transmit

data packets during the same polling stage by using the optimal n andm. By roughly dividing the

ECR space into four subsets ([0, 20%], [20%, 30%], [30%, 40%], and [40%, 50%]), which accounts

for more than 99% of the ECRs in the simulated networks. We record the ACRs of each node

under the condition that a given proportion of senders transmit data packets during the same

polling stage. Then, we calculate the mean ACR and maximum ACR under different conditions,

and list the results in Table 1. To guarantee a relatively low actual collision ratio (ACR < 20%)

between potential senders, CD-MAC roughly sets the collision ratio threshold to 30%, which can

suppress almost 89% computations for reselecting the optimal parameter. In the rest of the article,
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Table 1. Actual Slot Collision Ratio of Potential Senders under the Conditions of Different

Expected Collision Ratio and Different Proportions of Senders

Ratio of concurrent senders ECR ∈ [0%, 20%] ECR ∈ [20%, 30%] ECR ∈ [30%, 40%] ECR ∈ [40%, 50%]

to all potential senders mean max mean max mean max mean max

[0, 25%] 0.05% 5.73% 3.62% 7.27% 4.83% 9.85% 6.35% 12.40%

[25%, 50%] 2.88% 10.19% 7.34% 13.31% 10.29% 17.24% 15.74% 23.52%

[50%, 75%] 4.81% 14.93% 12.57% 19.57% 17.28% 24.89% 24.54% 35.26%

[75%, 99%] 7.87% 19.84% 19.83% 27.83% 25.80% 35.02% 32.63% 46.60%

Percentage of different ECR 73% 16% 7% 3%

Fig. 4. Batch transmission. To successively transmit the holding data packets, S sets the frame pending flag

(b) in FCF of packet header. By receiving a flagged data packet, R will poll S again. Z denotes a node turns

into sleeping mode.

Fig. 5. The 4th bit of FCF is used to achieve batch transmission, the 5 reserved bits are used to attach the

slot sequence number.

all evaluations are conducted by using the same threshold. Note that the selecting of the optimal

threshold is complicated. We leave this problem to future work. Besides, as practical network

deployers, they can also measure the optimal threshold for CD-MAC.

3.3 Other Design Considerations

3.3.1 Batch Transmission. If a sender has multiple packets to transmit, CD-MAC can support

batch operation as follows: Upon being polled by its receiver, the sender sends the first packet

with the batch transmission bit (flag b in Figure 4) which is marked as frame pending of the MAC

layer header in Figure 5 to inform the receiver that there is at least one other data packet. Upon

receiving the packet, the receiver will then poll the same sender again with another D-poll packet.

3.3.2 Handling Packet Loss. A polled packet may not be successfully received because of data

corruption, the moving of senders, or the mismatching of the ACK slot between the sender’s selec-

tion and the receiver’s inference. To address this issue, the receiver sets a timeout timer for each
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Fig. 6. Handling packet loss. If the data packet from S1 is lost and the packet waiting time of R exceedsTpwt,

R moves on to S2.

Fig. 7. Against a singular announced sender, R does not poll S by receiving only one ACK. Without listening,

a D-poll from R within Tdpt , S immediately transmits its packet to R.

D-poll packet. When the timer expired and no data packet was received after the D-poll packet,

the receiver transmits another D-poll packet to solicit the next announced sender as shown in Fig-

ure 6. If this happens due to packet loss, the sender will not have received an ACK replied by the

receiver (ACK is attached in D-poll packet), and hence it will participate in the next reservation

process to announce its intention of sending data. The discussion of the timer is given in Section 4.

3.3.3 None, or Singular Announced Sender. If no ACK was received during reservation frame, it

probably indicates that no sender has data to transmit. Hence, the receiver should immediately turn

off the radio and go to the dormant state to save energy consumption. However, if only one ACK

was received during the reservation frame, rather than sending a D-poll to poll the data packet, the

receiver just simply keeps in the idle listening state to wait for data that will be transmitted by a

sender. In the meantime, after replying an ACK to make an appointment for data polling, the sender

starts a timerTdpt to hear D-poll at the end of the reservation frame. When the timer expired and no

D-poll was received, it considers that there is no other contender in the packet polling stage, and

hence it will transmit its data packet immediately even though no D-poll was received to definitely

poll its data. This case is demonstrated in Figure 7. Because a data transmission could be corrupted

due to collision or interference, during the waiting period, the receiver also starts another timer at

the end of reservation frame to determine whether a data transmission was corrupted. The timer

is set to Tpwt, which is a little larger than Tdpt. When the timer expired and no data packet was

received, the receiver considers that a data collision occurs, and it sends a S-probe with a different

n to start an additional reservation process and differentiate the potential senders.

3.3.4 Broadcast Communications. In a receiver-initiated MAC, a broadcast transmission is re-

garded as a set of unicast transmissions, as illustrated by Figure 8. Specifically, if a node has a

broadcast packet to transmit, it will stay in the active state for at least one sleep-wake cycle of

all neighbors. The node simply disables hardware address recognition and keeps the software ac-

knowledgment enabled. Then it acts as a regular sender by responding to each S-probe transmitted

by the neighbors to which it has not sent the broadcast packet.

ACM Transactions on Embedded Computing Systems, Vol. 18, No. 4, Article 31. Publication date: June 2019.



Contention-Detectable Mechanism for Receiver-Initiated MAC 31:11

Fig. 8. Broadcast communication. By listening for different S-probes (C1 and C2), S replies ACKs in corre-

sponding RSVP frames, then transmits the broadcast packet just like unicast communication does.

Table 2. Parameter Values in CD-MAC

Parameter Value

slot duration: Tslot 0.4ms

first ACK delay: Tbase 2.3ms

maximum frame size: nmax 19

minimum frame size: nmin 4

maximum auxiliarym:mthr 100

D-poll waiting timer: Tdpt 2ms

auxiliary data packet waiting timer: Tpwt 6ms

A common case that arises with this design is the complex operations to determine whether a

sender should directly transmit a broadcast packet or wait for the corresponding D-poll of each

neighbor node when multiple neighbor nodes become awake during a short period of time. The

unpredictable task time may cause a deviation of event time. CD-MAC addresses this problem by

keeping the radio on for at least a period of time to compensate the time deviation if the previous

S-probe was acknowledged. Another problem is that, while the sender is listening for the neigh-

bors’ S-probe, the sender’s own S-probe timer fires. Should it send the S-probe and then return to

listening or should it ignore the S-probe and continue listening? CD-MAC chooses the former.

4 IMPLEMENTATION

We implement CD-MAC in TinyOS [39] and run it on TelosB platform which is equipped with

802.15.4-compliant CC2420 radios. Below we discuss a few implementation-specific issues. The

parameters used by CD-MAC are summarized in Table 2.

4.1 ACK Detection

One of the most critical issues of the proposed approach is the reservation process for senders to

announce their intention of sending data to their receiver by acknowledging ACKs, and the ability

of the receiver to detect these ACKs and find out who sent them, so that it can poll the right set of

senders in the packet polling stage.

Note that, unlike 802.11, under 802.15.4 and in particular CC2420, an ACK contains a Data Se-

quence Number (DSN) but no source ID information. Therefore, the receiver cannot immediately

know who the sender is just by decoding an ACK. This is where the two-pass modulo mapping

method comes into play. If the receiver can accurately determine that a specific ACK was sent

during the period of slot π , it can poll the sender whose ID s must satisfy π = Mod (Mod (s,m),n)
according to Equation (1). In other words, even though the receiver may not be able to uniquely
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Fig. 9. System implementation. (a) Relationship between the slot size and the prediction accuracy; (b) ACK

receipt ratio when there are multiple senders; (c) ACK loss ratio of different slot selection methods.

determine s , the fact that the ACK is decoded correctly suggests there is a sender whose ID maps

into slot π . Therefore the sender can be successfully polled to transmit its data.

To ensure sufficiently high ACK reception accuracy, the size of a reservation slot,Tslot, needs to

be carefully determined based on the on-air time for transmitting an ACK, and the time variance

caused by clock skew and system deviation. The former is a constant value while the latter is a

variable. From the receiver’s perspective, if the time of reception, say Tr , of an ACK satisfies the

following condition:

Tbase + KTslot ≤ Tr < Tbase + (K + 1)Tslot, (3)

the slot number of the received ACK is taken to be K . HereTbase is the expected time gap between

the completion of transmitting an S-probe and the reception of an ACK replied in the first slot.

Tbase varies little and is almost constant.

An ACK is considered to have been correctly received/detected only when the detected reser-

vation slot number calculated above matches the actual slot number a sender used. We use the

probability of correct detection to measure the accuracy of our approach, and the result as a func-

tion of the slot size is shown by Figure 9(a). The results show that when the size of Tslot is no less

than 0.4ms (a little longer than the time for receiving an ACK), the accuracy is higher than 99.9%.

The maximum slot number, nmax, is set to 19 according to the simulation results plotted in

Figure 2. With this choice, the two-pass modulo process can reduce the ACK collision ratio to no

more than 5%, even if the number of potential senders can reach up to 20. Besides, we also compute

the overall ACK reception ratio when multiple senders reply ACKs during the same reservation

process. This result is shown as Figure 9(b). From the figure, we can see that the ACK receipt ratio

is no less than 96% when Tslot is set to 0.4ms.

4.2 Adaptive Parameter Selection

To measure the performance of our adaptive parameter selection and slot computation, we record

the amount of missed and expected ACKs of each S-probe to compute ACK loss ratio. Moreover,

we evaluate two different slot computation methods which are random selection method and ideal

selection method. For the former case, a sender randomly selects a slot to reply an ACK, and for the

latter case, each sender replies an ACK in a fixed slot without ACK collision. The adaptive selection

method combines the receiver’s coordination with the senders’ slot computation (simulated by

the receiver). By understanding the potential neighbor nodes collected from routing packets, the

receiver provides an optimal parameter pair (n and m) attached in S-probe. Then, each sender

computes a slot sequence number using the parameters and its node ID. Figure 9(c) shows the

comparison. The ACK loss ratio of the ideal selection method (about 5%) is due to the unreliability
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Table 3. Setting of D-poll Wait Time Threshold

Tdpt (ms) 0.5 1 2 3

Positive error (%) 32.62 4.09 1.02 0.19

Negative error (%) 0.43 0.38 0.41 0.36

of link quality. It is shown that there is no clear distinction between our adaptive selection method

(called Applied Method in the figure) and the ideal selection method on ACK collision ratio with

the increase of the number of senders. In addition, the ACK loss ratio of random selection method

is above 20% when there is more than two senders. It may be concluded that the random selection

method performs unsatisfactorily just like the random backoff in traditional MAC protocols, and

the adaptive parameter selection method used by CD-MAC is near the optimal method.

4.3 No More than One Announced Sender

We also test the performance of the proposed method when there is no sender or a single sender re-

sponding to the receiver’s transmission solicitation. As mentioned above, in this case our approach

uses timers by the sender (Tdpt ) and the receiver (Tpwt ) to either trigger the data transmission or

move quickly to the next round. To determine the right choice forTdpt , we perform a set of exper-

iments using two flows to transmit data packets independently. In any one flow, multiple senders

transmit data packets to a receiver. Each sender’s inter-packet interval (IPI) is set to 10 seconds,

and the wake-up interval is set to 512ms.

In this experiment, there exist two possible wrong results: positive error and negative error.

Positive error is defined as the misjudgment: when the D-poll probe is delayed, the sender infers

that the receiver adopts negatively waiting and makes a wrong decision to immediately transmit

data packet. Negative error means that the sender does not receive D-poll probe which has already

been sent by receiver (i.e., D-poll loss). The negative error may cause packet collisions because the

sender thinks there is no other contender and transmits its data packet instantly although it is

not its turn to transmit the data packet. With the increase of Tdpt , the accuracy of the senders’

estimation increases. We list the experimental results in Table 3. It is obvious that the negative

error is stable because the D-poll loss is stable in a certain scenario. With the increase ofTdpt , the

positive error decreases rapidly. To weigh the positive error and radio on time, we setTdpt to 2ms

in CD-MAC.

5 EVALUATION

In this section, we conduct extensive experiments to evaluate the performance of CD-MAC. Specif-

ically, we compare the collision indicators, network reliability, and energy consumption of CD-

MAC with the state-of-the-art protocols, such as the widely used sender-initiated BoX-MAC [24],

receiver-initiated A-MAC [8], and the recently proposed collision resolution Strawman [26]. The

collision indicators include mean transmission count, mean congestion backoff count, and mean

single-hop delay.

Briefly, BoX-MAC is the most typical and widely applied MAC protocol, over which the packet

transmission is initiated by the sender. A-MAC is the state-of-the-art receiver-initiated link

layer protocol for low-power wireless networks. A-MAC can provide the most energy efficiency

compared with other receiver-initiated link layer protocols, because A-MAC adopts phase-lock

mechanism for energy saving. Strawman is a contention resolution mechanism designed for

receiver-initiated MACs that may experience a sudden surge of traffic and yield intense collisions.

Strawman lets multiple senders contend for the next data transmission time by simultaneously
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sending contention packets with different lengths after detecting a data collision. The sender with

the longest contention packet wins and then completes its transmission in the next time slot.

Strawman is just activated when the link layer protocol detects data collision.

5.1 Evaluation Setup

For all the experiments, each node generates a packet with a fixed IPI. The packet size is set to

100 bytes. The nodes’ wake-up interval and IPI are set according to experiment scenarios and will

be explained in detail if needed. For each IPI, the experiment time lasts at least 30 minutes and is

repeated at least five times.

We have conducted five series of experiments to evaluate the different performance of CD-MAC.

(1) First, to evaluate the main function of CD-MAC for collision avoidance, we conduct exper-

iments by constructing one-hop networks where multiple senders transmit data packets

to the same receiver;

(2) Second, we construct networks with multiple flows to evaluate the impact of inter-flow

interference on the performance of MAC protocols;

(3) Third, we conduct experiments to evaluate the performance of the broadcast communica-

tion of CD-MAC;

(4) Fourth, we conduct experiments in multiple-hop networks to test the performance of

the collection tree protocol (CTP [9]) building upon CD-MAC, BoX-MAC, and A-MAC,

respectively;

(5) Fifth, we evaluate the tolerance of MAC protocols on hidden terminals;

(6) Finally, we test the performance of CD-MAC under the scenarios with mobility and net-

work dynamics.

For the single-hop experiments, we allow all senders to transmit packets to their common re-

ceiver during a period of IPI for simulating burst traffic. Note that Strawman was proposed for

resolving contention and it is activated once packet collision was detected by the receiver. Straw-

man is based on the precondition that the receiver can completely detect packet collisions. In

this carefully designed experiment, because the receiver can accurately detect packet collision by

counting the received packets, we can compare the performance of CD-MAC with Strawman and

the other protocols experiencing burst traffic. Even though, so far, it is unreliable to accurately

detect packet collisions by using the state-of-the-art wireless technique [4] in practical scenarios.

Hence, except for the well-planned single-hop experiments, we won’t further evaluate the perfor-

mance of Strawman in the rest of experiments with practical scenarios.

In the following sections, we use packet reception ratio (PRR) as an indicator of network re-

liability. The energy consumption is measured by duty cycle, the portion of radio-on time, as a

metric for energy efficiency. Duty cycle is a platform-independent metric. In addition, we use the

single-hop time cost to denote transmission latency.

5.2 One-Hop Collision Avoidance

In this section, we construct single-hop networks where multiple senders transmit a data packet

to an appointed receiver. The wake-up interval is set to 128ms, and the IPI of each sender is also

set to 128ms to ensure the occurrence of burst traffic load. The size of the sending queue used for

buffering data packets is set to 1, which means a new packet will be dropped if the previous packet

is pending in the sending queue. The maximum retransmission count is set to the TinyOS default

threshold 31.

With the same experimental configurations, such as the wake-up interval, IPI, and environmen-

tal condition, besides CD-MAC, we have also evaluated the performance of A-MAC, the A-MAC
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combined with Strawman, and BoX-MAC, respectively. For BoX-MAC with the above-mentioned

configurations, when a receiver wakes up, each sender must have a packet in sending queue. By

receiving a data packet, BoX-MAC extends the active state for a period of time (about 30ms in

TinyOS) to receive potentially upcoming packets. For A-MAC, when a receiver wakes up to poll

the senders’ data packets by transmitting an S-probe, each sender has a data packet in sending

queue. In this case, before receiving all senders’ data packets, if the receiver receives nothing after

its data poll probe, the receiver can know the occurrence of data collision accurately. Hence, by

combining with Strawman, A-MAC can trigger Strawman to resolve the contention in a timely

manner, which is referred to as A-MAC+Strawman in the rest of this article. In our experiments,

each sender records the number of retransmissions of a data packet, the backoff count of each

transmission, the time cost for each data packet delivery, and the radio duty cycle, and then sends

all this information to a central computer through serial ports. The receiver also records all re-

ceived packets, the time cost for receiving all senders’ packets, and radio duty cycle, and then

sends them to the central computer in the same way.

According to the recorded information, we can compute different performance indicators of the

four MAC protocols. Figure 10(a) plots the average throughput of a single-hop transmission with

different number of senders. As shown in the figure, CD-MAC provides the maximum throughput

compared with A-MAC, A-MAC+Strawman, and BoX-MAC. It improves the throughput by an av-

erage of 172%, 58.6%, and 42.3%, respectively. With the increase of the traffic load (i.e., the number

of senders), the throughput provided by A-MAC remains steady due to the use of truncated binary

exponential backoff to avoid collision. Although BoX-MAC greedily occupies the channel before

each successful data delivery, it provides a higher throughput than A-MAC with the increase of

traffic load. As discussed above, by using receiver-initiated MACs, senders should postpone data

transmissions until the appointed receiver wakes up. Hence, when multiple senders have a data

packet to forward to the same receiver, it probably leads to data collision, which is further aggra-

vated under bursty traffic loads. By combining with Strawman to resolve this collision problem,

A-MAC can improve the throughput by an average of about 60%, which is close to that of BoX-

MAC.

We further analyze the performance of these protocols in mean transmission count, mean con-

gestion backoff count, single-hop delay, and the duty cycle of senders. The mean transmission

count is a good indicator of packet collision. However, it is hard to differentiate whether an unsuc-

cessful transmission is due to a preamble failure or due to collision for duty-cycled sender-initiated

MAC (i.e., BoX-MAC). Because BoX-MAC adopts greedy channel occupancy to transmit packet and

uses congestion backoff to do channel contention, we consider both the mean transmission count

(Figure 10(b)) and the congestion backoff count (Figure 10(c)) to assess the severity of data colli-

sion. As shown in Figure 10(b), the mean transmission count of A-MAC increases sharply while

the mean congestion backoff count is no larger than 2 with the increase of traffic load. Packet

collisions result in many retransmissions, and hence the mean single-hop delay dramatically in-

creases, as demonstrated by Figure 10(e). By combining with Strawman, the retransmission ratio

of A-MAC is sharply decreased. However, Strawman is just activated when receiver detects a col-

lision. The starting of Strawman after a collision introduces almost 70% retransmissions. The large

transmission count and low backoff count indicate that the carrier sense mechanism of traditional

receiver-initiated MACs performs badly in the scenario with bursty traffic load. Unlike the other

protocols, CD-MAC can effectively and efficiently differentiate potential contenders before data

transmissions, and then it polls them one-by-one in the packet polling stage to fundamentally

avoid collisions. The retransmission ratio of CD-MAC remains steady (about 6%) and is consistent

with the analysis of Section 4.2.
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Fig. 10. The performance of the single flow of BoX-MAC, A-MAC, A-MAC binding with Strawman, and CD-

MAC with multiple senders transmitting packets to the same next hop, the wake-up interval is set to 128ms

and the IPI is set to 128ms.

In addition, the mean completion time for a receiver to successfully receive all senders’ data

packets and the mean single-hop delay of each packet (from the listening of a probe to the suc-

cessful delivery) are shown by Figure 10(d) and Figure 10(e), respectively. Considering the difficulty

to know the equipollent single-hop delay of BoX-MAC protocols, we do not plot the related in-

formation about BoX-MAC here. As shown by the figures, the completion time of CD-MAC is far

less than A-MAC and A-MAC+Strawman. As illustrated in Figure 10(f), CD-MAC is the most en-

ergy efficient protocol compared with the other three, because the high transmission count and

the high packet delay cost extra energy. The change tendency of energy consumption with the

variance of traffic loads matches the change tendency of the throughput and mean transmission

count. CD-MAC reduces energy consumption by 23% to 39% with multiple senders compared with
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Fig. 11. The performances of A-MAC, BoX-MAC, and CD-MAC in networks with multiple flows. The IPI is

set to 1s. For each flow, three senders transmit packets to the same receiver. The wake-up interval is set to

512ms.

Fig. 12. The performances of A-MAC, BoX-MAC, and CD-MAC in networks with only one flow. The IPI is

set, respectively, to 512ms, 1s, 2s, 4s, and 8s. The wake-up interval is set to 512ms.

A-MAC. By combining with Strawman, A-MAC slightly increases the radio duty cycle. Compared

with it, CD-MAC saves energy consumption by from 18% to 30%. BoX-MAC slightly decreases the

duty cycle with the increase of the number of senders because multiple contenders increase the

probability that the receiver is in the active state. Compared to BoX-MAC, CD-MAC saves energy

consumption by 15% totally.

Overall, in the experiments for simulating bursty traffic load, CD-MAC can achieve much better

performance than A-MAC, A-MAC+Strawman, and BoX-MAC, no matter the energy efficiency,

network reliability, or instantaneous throughput.

5.3 Multiple Flows Contending

Besides the experiments with specially constructed networks with single flow explained above,

we also evaluate the network performance with multiple flows in this section. In multiple-flow

networks, all nodes in the network are within the transmission range of each other. To change the

traffic load, we can change the number of independent flows and the IPI of each sender. Each flow

is constructed as three senders and a receiver, and the senders transmit data packets to the same

receiver. For each experiment, each sender generates data packets with a fixed IPI. We test each

clique network with five different IPIs which are 512ms, 1s, 2s, 4s, and 8s, respectively. All nodes’

wake-up interval is set to 512ms. By carefully scheduling all senders’ data generation plan for

each clique network, all senders of a specific flow can generate data packets within one wake-up

interval. The evaluation results are illustrated in Figures 11 and 12, where 0 flow on the horizontal

axis of Figures 11(a), 11(b), and 11(c) indicates there is no traffic load in the network, and thus all

energy consumption is consumed by the periodic wake-up phase. By changing the number of flows

and changing the IPI to test the performance of CD-MAC, A-MAC, and BoX-MAC, we respectively
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analyze the packet delivery performance, energy efficiency of senders, and transmission delay.

Figures 11(a), 11(b), and 11(c) illustrate the corresponding performance with different number of

flows, and Figures 12(a), 12(b), and 12(c) plot the performance by setting different IPIs.

5.3.1 Packet Receipt Ratio. Figure 11(a) and Figure 12(a) illustrate the change of PRR with the

increasing number of contending flows and the increase of IPIs of each sender, respectively. As

shown by them, the PRR of CD-MAC is always close to 100%. BoX-MAC can deliver most of the

generated data packets when there are no more than 1 flow; however, the PRR drops quickly

when the number of flows reaches 2 or 3. As shown in the figure, when there are three flows in a

network, CD-MAC can improve PRR by about 55% compared to BoX-MAC. Because there is less

channel occupancy for data transmission, the PRR of A-MAC is less influenced by the changing

of the number of flows than that of BoX-MAC. However, with the increase of traffic load, A-MAC

shows significant performance degradation because of the increasing packet collision and long-

delayed retransmission scheme. By using phase-lock mechanism, when a transmission fails or a

sender misses its receiver’s wake-up phase, the sender using A-MAC has to wait for receiver’s next

wake-up time for retransmission. Compared with A-MAC’s 85% PRR, the PRR of CD-MAC can be

up to 99.3% when IPI is set to 512 ms. The high packet-delivery performance of CD-MAC benefits

from the proposed contention resolution in this article which can instantaneously differentiate

all potential senders after a receiver’s wake-up and then poll them one-by-one in a conflict-free

manner. Hence, in CD-MAC, packet collisions are far less than that of A-MAC.

5.3.2 Duty Cycle of Senders. As shown in Figure 11(b) and Figure 12(b), A-MAC can achieve

extreme low-power consumption when traffic load is low. However, with the increase of traffic load

or the number of network flows, both A-MAC and BoX-MAC gradually perform worse than CD-

MAC. As illustrated in Figure 11(b), with the increase of the number of traffic flows, CD-MAC can

respectively save more energy than A-MAC by about 7%, and more than BoX-MAC by about 25%,

because CD-MAC can quickly finish data polling for potential multiple senders compared with

A-MAC and BoX-MAC. With the decrease of traffic load in Figure 12(b), the advantage of CD-

MAC over A-MAC and BoX-MAC decreases gradually. When the IPI is set to 4 seconds, the duty

cycle of CD-MAC is slightly higher than A-MAC and BoX-MAC due to the accumulation of more

energy consumption during each reservation frame. Even so, when IPI is less than 4 seconds, CD-

MAC significantly outperforms them in energy efficiency. The main reason is that the additional

energy consumption for differentiating potential senders during reservation phase is far less than

the energy consumption for resolving potential data collision and channel contention during data

polling/receiving phase.

5.3.3 Single-Hop Delay. Figure 11(c) and Figure 12(c) plot the mean single-hop delay with dif-

ferent traffic flows and traffic loads. The single-hop delay of CD-MAC increases slowly with the

increasing number of flows, and almost remains steady with the increasing traffic load. Unlike

CD-MAC, the mean delay of A-AMC and BoX-MAC increases sharply with the increase of flow

number. The changing tendency of BoX-MAC’s mean delay is caused by the contention of all

nodes in the network, and the high delay of A-MAC is also caused by the interference from other

flows, because the total channel occupancy time of A-MAC in the scenario with the three flows

are longer than CD-MAC so that the probability of packet collision increases.

Overall, CD-MAC outperforms A-MAC and BoX-MAC in terms of packet reception ratio, energy

efficiency, and transmission delay in network scenarios with multiple flows. The performance

improvement of CD-MAC benefits from the quick data polling with very low collision ratio and

the effective contention resolution mechanism.
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Table 4. Broadcast Packet Delivery Ratio under

Different Network Conditions

Different network Broadcast packet delivery ratio

conditions mean min max

Static network 99.79% 97.54% 100%

Dynamic network 96.85% 85.93% 100%

5.4 Performance of Broadcast Communication

To evaluate the performance of broadcast communication of CD-MAC, we conduct experiments

in indoor testbed with 30 Telosb nodes under different network conditions: static network with

low data traffic (IPI is set to 1 minute) and dynamic network with high data traffic (IPI is set to

20 seconds). The experiment is divided into two steps: The first is the determination of neighbors

for each network node; The second step is to determine whether a broadcast packet can be deliv-

ered to all the neighbors. Due to the lack of standard neighbor determination metric, we run CTP

to determine the neighbors of each node. By collecting the neighbor node set of each node, all net-

work nodes take turns to transmit broadcast packet. Each node transmits 100 broadcast packets,

and each broadcast communication lasts for one wake-up interval. All network nodes overhear

potential broadcast packets and feed back the receiving information to central computer through

wire-cable. We calculate the broadcast packet delivery ratio (PDR) and show the results in Table 4.

In a static network, broadcast communication is reliable enough to deliver a broadcast packet to

almost all neighbors. On the other hand, in dynamic network situation, high data traffic affects

the performance of broadcast communication because multiple concurrent senders may result in

slot collision and data collision. Although the broadcast packet delivery ratio under the dynamic

network is relatively lower than that of the static network, the averaged delivery performance

(96.85%) is good enough to support for upper-layer flooding protocols.

5.5 Collection Tree Protocol Performance

In this section, we explore how well the Collection Tree Protocol (CTP) [9] performs over CD-

MAC. CTP is the default data collection protocol in TinyOS [39] and has been widely applied in

practical application. It represents the link layer client by delivering/extracting packets to/from the

underlying MAC protocol. In an indoor testbed with 30 Telosb nodes as shown by Figure 13, by

setting the output power of RF to level 2 (less than −25dBm), the testbed nodes form a multi-hop

network. The sink node is placed at the bottom left corner of the testbed. The default TinyOS MAC

implementation (BoX-MAC), A-MAC, ContikiMAC [7], and CD-MAC are tested, respectively, in

the same testbed with the same configurations. Note that by using BoX-MAC and ContikiMAC,

the radio chip of the sink node is set to always-on. To evaluate the impact of the sudden surge of

traffic load on the performance of testbed network, we set two different traffic patterns for these

MACs to respectively simulate the absence or presence of bursty traffic. For each traffic pattern,

we evaluate each MAC protocol by repeating each pattern several times and having each pattern

last for at least 5 hours:

Periodic Traffic (PT): Each node generates a data packet every 1 minute. In this traffic pattern,

we can evaluate the energy efficiency of each MAC protocol under the scenarios with low traffic

load.

Bursty Traffic (BT): We also construct burst traffic load by selecting 10 neighboring senders in

testbed network to continuously produce data packets lasting for 5 minutes. In this case, the IPI

of the selected 10 nodes is set to 1s. When a new data packet is generated and the previous data
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Fig. 13. Topology of indoor testbed. Thirty TelosB nodes are selected for data collection, sink node is placed

in the left bottom corner of the testbed.

Table 5. CTP Performance over BoX-MAC, A-MAC,

and CD-MAC with Periodic Traffic

PT BoX-MAC A-MAC CD-MAC ContikiMAC

Duty Cycle 5.14% 3.35% 3.53% 2.79%

Average PDR 99.3% 99.1% 99.7% 99.99%

Table 6. CTP Performance over BoX-MAC, A-MAC,

and CD-MAC with Bursty Traffic

BT BoX-MAC A-MAC CD-MAC ContikiMAC

Duty Cycle 7.15% 5.58% 4.14% 6.72%

Average PDR 95.8% 97.8% 99.3% 47.9%

packet hasn’t been successfully delivered, the new packet is put into the sending buffer. This traffic

pattern can evaluate the reliability of CTP protocol built upon different MAC protocols which

resolve channel contention and data collision under the scenarios with sudden surge of traffic.

In this experiment, besides the data-packet forwarding, each node also records the duty cycle

for its radio chip and reports it to sink node by attaching to the data packets generated by itself.

Then, we analyze the performance of CTP by using CD-MAC, BoX-MAC, A-MAC, and Contiki-

MAC, respectively. The network-wide data delivery ratio and radio duty cycle are listed in Table 5

and Table 6. The results show that CD-MAC provides steady and high performance under different

traffic loads. Although the energy consumption of CD-MAC is slightly more than that of A-MAC

in very low periodic traffic due to the indispensable reservation stage, it provides more energy

efficiency in the scenario with bursty traffic. Furthermore, CD-MAC provides the highest net-

work reliability than BoX-MAC and A-MAC. In addition, compared with CD-MAC, ContikeMAC

is much more energy efficient and works well in low data traffic networks. However, in the burst

traffic network, the failure of the phase-lock mechanism and the use of fast sleeping make the

performance of ContikiMAC significantly lower than that of CD-MAC.

Besides, the additional control overhead of CD-MAC can be measured approximately in net-

works with extremely low traffic load, by which the reservation process cannot play a practical
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Fig. 14. Performance of CD-MAC, A-MAC, and BoX-MAC with and without hidden terminals. (a) The mean

ratio of the retransmission count to the number of total received packets, (b) the gap of the mean duty cycle

between the hidden terminal scenario and the no hidden terminal scenario, and (c) the mean delay.

role other than to consume extra energy for detecting potential senders. In these experimental

scenarios with periodic traffic, by setting each node’s IPI to 1 minute, we can evaluate (approxi-

mately) the impact of the control overhead of CD-MAC on energy efficiency under low traffic load.

As given in Table 5, the radio duty cycle of CD-MAC (3.53%) is slightly higher than A-MAC (3.35%).

5.6 Network with Hidden Terminal

We also run BoX-MAC, A-MAC, and CD-MAC in several controlled scenarios to determine their

ability to handle hidden terminals. In this experiment, we construct two different network topolo-

gies: one with hidden nodes and the other with no hidden nodes. Specifically, for each case, we

set up a network with three nodes where two senders transmit data packets to the same receiver.

Both the wake-up interval and IPI are set to 512ms. For BoX-MAC, the radio of all nodes is set

to always on. The distance between each sender and the receiver is the same. In the case with no

hidden terminal, the two senders are also within each other’s transmission range, whereas in the

case with hidden terminal, the two senders are not aware of each other.

The experiment results are plotted in Figure 14. We compare the retransmission ratio of BoX-

MAC, A-MAC, and CD-MAC in Figure 14(a). As shown in the figure, the x-axis indicates whether

the two senders are hidden from each other (denoted as Hidden) or not (denoted as No Hidden).

To guarantee a perfect link, we control the transmission power under which the packet receipt

ratio between a sender and a receiver is almost 100%. With the case of hidden terminal, BoX-

MAC experiences a high transmission failure ratio (795% retransmission ratio) due to collision,

because the senders are not aware of each other and each node uses deterministic backoff time

causing successive retransmission collisions. However, in the scenario with no hidden terminal,

the retransmission ratio (11%) is far less than that of hidden terminal scenario. In addition, hidden

terminals also greatly degrade system performance in terms of energy consumption. The duty cy-

cle increases from 16.8% to 78%, as shown in Figure 14(b), and the mean latency increases from

32ms to 215ms, as illustrated by Figure 14(c). For A-MAC, although it uses truncated exponential

backoff to avoid collision, it has little effect on collision avoidance because it is activated after the

occurrence of a data collision. As shown in Figure 14(a), although the difference of retransmission

ratios between the hidden terminal scenario (83.2%) and the no hidden terminal scenario (33.7%)

is not as large as BoX-MAC, it increases the energy consumption by about 3%, as shown by Fig-

ure 14(b). Surprisingly, the mean delay increases from 54ms to 479ms, as shown in Figure 14(c).

The mismatch between the duty cycle and the mean delay of A-MAC is because A-MAC adopts

a phase-lock mechanism to save energy, i.e., during the waiting period, senders turn off the radio

until the next time the receiver wakes up.
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Fig. 15. The CDF of single-hop transmission count in static network and dynamic network.

According to the experimental results, we can conclude that CD-MAC outperforms BoX-MAC

and A-MAC for resolving hidden terminal problem. It is resilient against hidden terminals because

it can differentiate the potential hidden nodes using different slot number during the reservation

phase. As demonstrated by the experimental results, the difference of the retransmission ratio

between the hidden terminal scenario (10.7%) and the no hidden terminal scenario (8.2%) is in-

significant for CD-MAC compared with other protocols. Under this condition, the extra energy

consumption for the hidden terminal is only 0.5%, and the increase in delay is about 13ms.

5.7 Adaptation to Network Dynamics

5.7.1 Topology Change. To test the adaptability of CD-MAC to node arrival and departure

in dynamic networks, we regularly reset some selected nodes (departure and arrival of node)

during the period of network experiment with periodic traffic as mentioned above. This exper-

iment is conducted in the indoor testbed with 30 Telosb nodes. The sink node is placed in a cor-

ner of the testbed, and all nodes’ radio power level is set to level 2 to form multi-hop network.

Each network node periodically generates data packet or receives data packets from child nodes,

and then forwards them to the next hop parent node. As sender, each node records the number

of transmission count of each data packet. As a resetting node, it records the time taken for joining

the existing network. And as the neighbor or parent of the resetting nodes, network nodes record

the change of parameter set n andm due to the arrival or departure of potential senders.

Note that a transmission failure is denoted as receiving an S-probe from next hop node but no

acknowledgment for the pending data packet. According to the recorded transmission informa-

tion, we plot the CDF of the single-hop transmission count in Figure 15. As shown by the figure,

compared with the scenario without node resetting, CD-MAC is robust enough to tolerate network

dynamics, and there is no clear performance difference between the two experiments. Actually, the

flexible reservation scheme according to the parent’s parameters contributes to the capability of

adapting to mobility and dynamics.

In addition, the resetting of network nodes could trigger a route request event and could pull

route information from its neighbor nodes. Note that each network node periodically wakes up

and transmits data poll probe to notify its neighbors/child nodes. Hence, the new arrival could

quickly determine its route. According to our evaluation results, the vast majority of new arrival

nodes could find the optimal route within the period of one wake-up interval.

We also analyze the effect of network dynamics on the recalculation of parameters n and m.

Note that the departure of network nodes cannot increase (actually can decrease) the expected

slot collision ratio and actual collision ratio. Hence, the previous parameter can also effectively

differentiate potential senders. We calculate the proportion of the changes of n and m when a

different number of new arrivals becomes the child nodes of a given network node, and plot

the results in Table 7. As it turns out, if the number of new arrivals is no more than 3, only a

small fraction of network nodes (less than 13%) are triggered to recalculate the values of n andm,
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Table 7. The Proportion of Triggering Recalculation of the Optimal

Parameters n andm When Different Number of New Arrivals

Become the Children of a Given Network Node

Number of new arrivals 1 2 3 4 5

Proportion of recalculation 1.6% 4.3% 12.9% 25.6% 37.8%

Table 8. Impact of External Interference on Performance

Network PDR Duty cycle Single hop delay (ms) Retransmission ratio

scenarios CD-MAC A-MAC CD-MAC A-MAC CD-MAC A-MAC CD-MAC A-MAC

WiFi interference 99.31% 91.05% 4.37% 6.38% 91 221 9.2% 173.5%

No interference 99.42% 97.79% 4.09% 5.60% 83 168 7.9% 87.4%

otherwise, the joining of new arrival does not affect the effectiveness of previous parameters. The

robustness benefits from the mechanism of collision ratio threshold introduced in Section 3.2.3.

However, under the scenarios with high dynamics, network nodes should frequently recalculate

the optimal parameter to guarantee low collision ratio. As shown in the table, when more than five

new arrivals simultaneously become the child nodes of a given node, about 37.8% of the network

nodes are triggered to recalculate the optimal parameter.

5.7.2 External Interference. To evaluate the impact of external interference on the performance

of CD-MAC, we also conduct experiments in the indoor testbed with two different scenarios:

(1) Network nodes are interfered with by WiFi by using the 19th channel of ZigBee which is over-

lapped with WiFi frequency spectrum; and (2) free of interference from WiFi by using the 26th

channel. The network traffic pattern in this experiment is the same as the bursty traffic introduced

in Section 5.5: In the testbed network, we randomly select 10 neighboring senders in testbed net-

work to continuously produce data packets that last 5 minutes. We respectively analyze the PDR,

radio duty cycle, averaged single-hop delay, and averaged single-hop transmission count of CD-

MAC under the two network scenarios, and give the experimental results in Table 8. As shown

in the table, the impact of external interference on the performance of CD-MAC is significantly

smaller than on the performance of A-MAC. The robustness and reliability of CD-MAC mainly

benefits from the mechanism of utilizing temporal diversity of quick responses of all potential

senders to differentiate them and poll their data packets in a conflict-free manner, and the mecha-

nism for soliciting the senders whose ACK/data was previously corrupted again after polling the

data packets of all detected senders.

Interference affects the performance of CD-MAC in two ways: ACK collision and data packet

collision. For the first case, if ACKs of potential senders are all corrupted at the receiver caused

by interference, the receiver would think that there is no sender and then it quickly turns off the

radio to save energy, which could increase the transmission delay and energy consumption at

the senders. For this severe case in duty-cycled networks, no better way could be used to make a

perfect tradeoff between energy efficiency and transmission reliability under the premise that the

receiver can only capture the channel situation. By far, the current receiver-initiated MACs still

cannot solve this problem well. However, compared with the traditional receiver-initiated MACs,

the utilization of temporal diversity of multiple quickly replied ACKs could significantly increase

the chance of ACK collision tolerance. Take Figure 1 as an example. The loss of S5’s ACK in the first

reservation process has little effect on the overall transmission delay because the receiver will start
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an additional reservation process for potential senders after polling S3’s data packet. For the other

case, the loss of a data packet (e.g., S4’s data packet) doesn’t mean the sender should retransmit

the data packet in the receiver’s next wake-up phase. After the first round of the packet polling

stage, the sender has another opportunity to send the corrupted data packet again. By enhancing

the tolerance of ACK and data packet collision, CD-MAC could provide more reliable and robust

data forwarding performance compared to the state-of-the-art receiver-initiated MACs.

6 DISCUSSIONS

In this section, we further discuss some important issues of CD-MAC.

Additional Overhead: Compared to the traditional receiver-initiated MAC, such as A-MAC, the

possibly additional overhead of CD-MAC is only the reservation process for utilizing the temporal

diversity of quickly replied ACKs from potential senders in the scenarios with very low traffic load.

The additional overhead of CD-MAC depends on the practical network scenarios, such as networks

with a sudden surge of traffic or stable traffic, or networks with extremely low network traffic load

or high network traffic load. In network scenarios with extremely low traffic load, the feature of

collision-catching in receiver-initiated MAC is not serious, hence CD-MAC can’t take full advan-

tage of its collision avoidance mechanism by utilizing the temporal diversity of quickly replied

ACKs from potential senders other than consuming extra energy for detecting potential senders.

With the decreasing of traffic load, compared with the state-of-the-art receive-initiated MACs,

the performance improvement of CD-MAC is also decreasing. Even so, CD-MAC also has almost

comparable level of performance compared with the state-of-the-art receiver-initiated MAC.

High Dynamics and Mobility: CD-MAC is not applicable to a network with high dynamics and

mobility. The frequent arrival or departure of nodes in these networks could result in significant

energy consumption for recomputing the optimal parameters n and m, and the double-module

process may lose effect when network topology has been significantly changed.

Applicable to Different Network Scenarios: The generality of CD-MAC is characterized by the

feature that it is applicable to different network scenarios, such as periodic data collection sce-

nario, event-driven or query-driven data collection scenarios, and the like, because the proposed

contention avoidance mechanism in this article can commendably resolve the innate collision-

catching problem of receiver-initiated MACs. On that basis, CD-MAC can quickly forward the

received/generated data packets; hence, it can guarantee energy efficiency and data delivery re-

liability in network scenarios with any high traffic load or low traffic load. In practical sensor

networks, the majority of low traffic loads is usually accompanied by an unexpected surge of high

traffic. Hence, the design of CD-MAC for solving collision-catching problem in receiver-initiated

MACs is necessary and meaningful to significantly extend its application scenarios.

7 CONCLUSION

In this article, we present CD-MAC, an adaptive receiver-initiated link layer that offers low duty

cycle in light traffic loads, achieves contention avoidance in bursty traffic loads, and significantly

diminishes the influence of the hidden terminal problem. In addition, it is adaptive to network

dynamics, such as topology change and node mobility.

We implemented CD-MAC in TinyOS and evaluated its performance on an indoor Testbed with

TelosB nodes. In scenarios with bursty traffic loads, evaluation results show that CD-MAC per-

forms better than the stat-of-the-art MAC protocols. In addition, the experimental results also

demonstrate that CD-MAC can effectively mitigate the influence of hidden terminal problems.

This article has been previously published in IEEE SECON 2015. Compared with the conference

version, in this article, we have added the following content:
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(1) Introduction of the principle of broadcast and the evaluation of the performance of

broadcast.

(2) Discussion on the impact of inter-flow on performance of CD-MAC.

(3) Comparison the performance of CD-MAC with ContikiMAC.

(4) Evaluation of the effect of network dynamics on the robustness of CD-MAC.

Based on the contention avoidance mechanism, it is interesting to combine CD-MAC with other

upper-layer protocol to further improve network performance. We leave it to future work.
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