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Abstract

In this paper, we present ESauron — the first proof-of-
concept system that can detect diverse forms of spy cam-
eras (i.e., wireless, wired and offline devices) and quickly
pinpoint their locations. The key observation is that, for all
spy cameras, the captured raw images must be first digested
(e.g., encoding and compression) in the video-capture de-
vices before transferring to target receiver or storage medium.
This digestion process takes place in an inbuilt read-write
memory whose operations cause electromagnetic radiation
(EMR). Specifically, the memory clock drives a variable
number of switching voltage regulator activities depending
on the workloads, causing fluctuating currents injected into
memory units, thus emitting EMR signals at the clock fre-
quency. Whenever the visual scene changes, bursts of video
data processing (e.g., video encoding) suddenly aggravate
the memory workload, bringing responsive EMR patterns.
ESauron can detect spy cameras by intentionally stimulating
scene changes and then sensing the surge of EMRs even from
a considerable distance. We implemented a proof-of-concept
prototype of the ESauron by carefully designing techniques
to sense and differentiate memory EMRs, assert the existence
of spy cameras, and pinpoint their locations. Experiments
with 50 camera products show that ESauron can detect all
spy cameras with an accuracy of 100% after only 4 stimuli,
the detection range can exceed 20 meters even in the presence
of blockages, and all spy cameras can be accurately located.

1 Introduction

Hidden spy cameras placed in sensitive locations such as ho-
tels and dressing rooms are increasingly a threat to individ-
ual privacy [!, 2, 3]. A recent survey of travelers in the US
revealed major concerns about hidden spy cameras, and an
alarming percentage (11%) of Airbnb users have found a hid-
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den camera in their short-term rental [4]. Modern spy cam-
eras are highly miniaturized and can be easily installed any-
where in a private space or implanted into daily objects, such
as smoke detectors, bathroom light fixtures, USB chargers,
or power outlets (examples shown in Figure 1). Worse still,
recent research [5] reported that a significant number of pri-
vate devices, e.g., home security and surveillance cameras,
are at risk of being manipulated by hackers, thus becoming
spy cameras [0, 7, 8].

ESauron /

Figure 1: Examples of commodity hidden spy cameras and the principle of
employing ESauron to detect them.

Unfortunately, it is difficult to detect such spy cameras due
to their small form factors and/or stealthy working mode. De-
pending on the transferring methods of real-time video cap-
tures, a spy camera can be wired/wireless to a remote re-
ceiver or onboard storage. Recent research proposed to de-
tect hidden cameras by searching for the tell-tale signs of
tiny reflections from camera lens [9], or analyzing the traf-
fic patterns of RF signals emitted from their radio interfaces
[10, 11, 12, 13, 14]. However, these techniques still bear a
few major limitations. First, the light-reflecting-based meth-
ods assume users are aware of the approximate location of
the cameras, which is not always the case. A user usu-
ally has to carry a detecting device and scrutinize the entire
private space, which requires a slow and meticulous sweep
while exhibiting high false positives due to ambient reflec-
tions. Second, RF scanning-based methods are only applica-
ble to hidden cameras that wirelessly stream their recorded
videos, whereas a substantial portion of spy cameras rely on
wired transmission or local storage, meaning that they do not
initiate any wireless connections. All of the above evidence



suggests that there is still a lack of effective method to detect
diverse forms of spy cameras.

This paper aims to reliably detect diverse forms of spy
cameras (i.e., wireless, wired and offline devices) and quickly
pinpoint their locations despite of these challenges. Our key
insight is that despite diversified models and forms, all cam-
eras for video recording will inevitably digest the captured
raw images in real-time before transferring to target receiver
or storage medium. The digestion process takes place in an
inbuilt read-write memory (as illustrated in Figure 1) whose
operations cause electromagnetic radiation (EMR). There-
fore, we may be able to detect a functioning hidden spy cam-
era if we can receive and identify its unique EMR traces over
the air. Despite recent studies, e.g., EarFisher [15], Mem-
scope [16], DeHiREC [17] and CamRadar [18], on EMR-
based hidden device detection, however, due to ignorance of
the critical dynamic traits (frequency drift) of memory EMRs
in camera devices, they are ineffective in distinguishing and
continuously tracking the time-varying EMRs from even a
single device, not to mention common scenarios deployed
with multiple cameras probably of the same model. More-
over, due to the weak of ADC EMRs produced by simple
switched-capacitor circuits, DeHiREC and CamRadar’s de-
tection range is limited within dozens of centimeters, bring-
ing insurmountable hurdle for device identification and lo-
calization when spy cameras are deployed high up in a room.
Due to lack of thorough characterizing on memory EMR from
camera devices, the inability to continuously differentiate and
track camera devices of the same model, and lack of EMR-
based positioning capability, existing works are still far from
effective hidden camera detection in real scenarios. To ad-
dress these problems and achieve the goal of ESauron, we
need to answer the following research questions.

¢ RQ 1: What are the characteristics of the EMR traces
leaked from a spy camera?

* RQ 2: How to effectively identify the extremely weak
EMR leakage from a spy camera especially when it is at
a distance and interfered by other devices also producing
EMRs in similar spectrum?

* RQ 3: Given the EMR traces of an identified spy cam-
era, can the weak and memory workload-relevant EMR
signals be used for pinpointing its location under the
multipath and shadowing effects?

We begin by conducting an analytical model and exten-
sive measurements to address RQ 1. This involves analyzing
memory EMRs resulting from image data processing, which
emits EMR signals at the memory clock frequency. Our
spectrum analysis identifies harmonic components around the
memory clock. To address RQ 2 and overcome the challenge

of detecting weak EMR signals, we utilize the unique EMR
spectrum characteristics. Our enhanced signal processing al-
gorithm aggregates energy from multiple harmonic compo-
nents, significantly improving the signal-to-noise ratio. This
enhancement enables the accurate detection of weak EMR
emissions even from considerable distances, even in the pres-
ence of obstacles. In the presence of interference from non-
camera devices emitting EMRs in a similar spectrum, we es-
tablish a causal relationship between camera scene changes
and responsive EMR patterns. This analysis eliminates the
impact of interference, ensuring accurate spy camera detec-
tion. To distinguish mixed EMRs from multiple spy cam-
eras, we conduct extensive measurements on 50 camera prod-
ucts. These measurements reveal unique memory clock fin-
gerprints in the EMR spectrum, both static and dynamic.
These fingerprints are then used to separate and track each
spy camera’s memory EMRs. Addressing RQ 3, we employ a
received signal strength (RSS)-based iterative-approximation
search algorithm to guide the receiver toward the spy cam-
era’s location. EMRs, operating at relatively low frequencies,
are less susceptible to multipath and shadowing effects. This
approach enables the accurate pinpointing of spy camera lo-
cations by following the RSS gradient.

We built a prototype platform of ESauron, with a laptop PC
equipped with a plug-in miniature strobe light and a USRP
B210 with a log-periodic antenna. Note that we are work-
ing on hosting our system on Raspberry Pi to miniaturize the
platform equipment of ESauron.

Summary of contribution. Our contributions are summa-
rized below:

* We propose ESauron, a first generalized system to de-
tect and pinpoint all kinds of hidden spy cameras, in-
cluding wireless/wire-connected and storage-based of-
fline devices.

* By digging out the underlying cause of memory EMRs
leaked by spy cameras and characterizing a series of
unique properties, we design techniques to sense and dif-
ferentiate memory EMRs, and assert the existence of spy
cameras.

* We present a searching algorithm to heuristically search
the appropriate direction to move forward to approach
the spy camera. In this way, ESauron can quickly guide
the user to the spy camera’s location.

* We design a proof-of-concept system of ESauron with
USRP B210 with a log-periodic antenna. We demon-
strated the effectiveness of the proposed system design
through a full-fledged testbed implementation and com-
prehensive experiments in real environments.



2 Background and Motivation stored in the frame buffer within the SoC memory. On this
basis, the VC module loads the pixel data from the memory
In this SeCtion, we rst introduce the hardware arChiteCtUreand performs encoding, which involves scene ana|ysis1 mo-
and processing logic of consumer-grade cameras. Then, Wgyn estimation, macroblock classi cation, intra/inter-frame
investigate the memory models used in spy cameras and e¥ncoding, deblocking Iter, etc. Almost every encoding step
plain the source of memory EMR. will exchange a mass of intermediate data with the SoC mem-
ory, among which motion estimation is most overwhelming.
In other words, a dynamic change of the scene can drive a
new round of motion estimation, which brings a notable in-
crease in data exchange between the VC and the SoC mem-
ory, namely memory workload.
Note that existing consumer-grade cameras, no matter spy
cameras, surveillance or ordinary camera, are with similar

hardware architecture and processing logic.

Figure 2: Hardware modules inside a customer-grade camera. A scene image
through a lens is rst digitized by a CMOS/CCD sensor. A dedicated video
SoC chip is used for multimedia preprocessing, i.e., image signal processing - 2 Memory Models on Spy Cameras
(ISP), codec and transmission (networking processor)
Does any camera-device have an inbuilt read-write mem-

. ) ) ory? For a camera device, despite diversi ed models and
2.1 Basic Operation of Video Cameras forms, the captured raw images must be rst digested (e.g.,
Hardware architecture. Figure 2 depicts the hardware ar- €ncoding and compression) before transferring to target re-
chitecture of general consumer-grade cameras, comprising@g/Ver or storage medium. Such encoding/compression pro-
sensing unit, processing unit, and communication unit. Th&€SSes have to exchange (read and write back) a mass of in-
sensing unit, typically a CMOS/CCD image sensor, Cap_termedla.te.da.ta with a speci ed memory. Thus a rgad-wrlte
tures and digitizes the target scenes to generate raw imagaemory is indispensable to any form of camera-devices, even
data, and then passes them to the processing unit that is IF1€ Miniaturized spy cameras (as shown in Figure 16 below).
cated on the camera system on chip (SoC). The processing DPRAM used in modem camera devices. DRAM has
unit contains: (1) an image signal processor (ISP) modul®€en widely adopted by consumer electronics due to its low

that performs operations such as demosaicing, noise redu€9St: 1ow power consumption, and high ef ciency. Gener-
tion, auto exposure, autofocus, auto white balance, and inf!ly: PRAM can be divided into SDRAM (Synchronous Dy-

age sharpening designed to convert raw images into higH}@mic Random-Access Memory) and DDR SDRAM (Double
quality video frames; (2) a video codec (VC) module thatP2at@ Rate SDRAM, denote as DDR memory). Owing to its
compresses the video frames following standard protocol§uch higher data transfer ef ciency, DDR memory has dom-
such as H.264/H.265. After that, the communication unitn@ted the memory market [19]. Speci c to the camera mem-
transfers the encoded frames to a target receiver or stora@sy Models, our survey in Table 1 reveals the same trend. We

medium through wireless or wired paths, e.g., Ethernet, WiFinave purchased and examined 50 camera products from a ma-
jor e-commerce portal. Our survey covers a variety of camera

or serial bus.

Table 1: Memory models used by different camera products. types, including miniature spy cameras, webcams, surveil-
Brand || Model SOCchip  Memory frequency  Transfer Mode lance cameras, and home security cameras; and a variety of

Google Nest|| Cam Indoor ~Ambarella S2LM DDR3-1600 WireleStorage brandS, such as Hikvision, Logitech, Ar|0, Dahua, and some
Logitech Circle 2 Ambarella S2LM DDR3-1600 Wireless .
Arlo Pro3 OV 00798 DDR2-667 Wireless unknown models. We found all the cameras, without excep-
Amcrest IP2M-841W  Ambarella S2LM DDR3-1600 WirelasStorage . . .

Hikvision DS-A HK-2019 DDR3-1700 Wired tion, are equipped with DDR memory (e.g., DDR2-667/1600,
o = pah = — - -

oy | VL QGol0tA — DDRo0E  Wiailirses DDR3-1033/1600/ 1700) in their SoC.
Dahua LC-TC7 Hisilicon 3518 DDR3-1700 WirelesStorage
Xiaomi SXJ01ZM Grain 8136 DDR2-1600 Wireless

Skyworth cl0 Hisilicon 3518 DDR3-1700 WirelesStorage

2.3 Memory EMR Leakage

Essential memory operation.From the perspective of the We now demystify the DDR memory EMR (referred to as
data ow, as illustrated in Figure 2, the raw images need tomemory EMR in the rest) and present the analytical model
be rst transferred and cached to the SoC memory. Then, then the spectrum patterns of memory EMR.

ISP module reads out the SoC memory and, together with a Generation of memory EMR. DDR memory is com-
microprocessor (MCU), executes the image processing ogposed of a large number of basic memory units, each con-
erations. The resulting RGB data (i.e., pixels) are furthersisting of a transistor and a capacitor. The charging state of



leaked from DDR memory. However, it is still inevitable that
DDR memory will produce EMR at the clock frequency when
there are uctuating currents.

Figure 3: The spectrum mode of Figure 4: Distance-relevant RSS

the memory EMR under differ- preservation. 2.4 Measurement of EMR Spectrum Patterns
ent working conditions of the spy
camera. We conduct empirical studies to verify the spectrum pat-

terns of memory EMR. Our measurements are conducted

the capacitor determines the memory unit's logic state, i.e.with representative memory models, DDR2-800/ 1600,
1/0. When the DDR memory is read/ written, the mem-DDR3-1700/1866, and DDR4-2133/2400, which are widely
ory clock immediately drives a large amount of switching equipped with spy cameras. We employ a USRP B210 with a
voltage regulators' activities, by which the selected capacilog-periodic antenna to capture the EMR leakage. We con g-
tors are charged/discharged by the transfer of electrons. Folwe the carrier frequency to be the memory center frequency
lowing the Faraday law of electromagnetic induction [20], fo, set the sample rate to 2 Mhz, and take an FFT over 1s win-
the corresponding acceleration/deceleration of electrons prélow of the captured signal to convert it into individual spec-
duces EMR which resonates at the memory clock frequenciral components. Meanwhile, we create different workloads,
[21]. i.e., write the memory intensively, put it in standby state with

If a certain read/write operation involves more memoryonlY periodical refre§h operation, and put it to sleep state. We
units, the memory clock will drive more switching activi- derive four observations from the measurement study.
ties in proportion to the number of capacitors, resulting in  First, from the analysis of spectrum patterns as illustrated
stronger emanations at the memory clock frequency, and vicé Figure 3, we observe that in both the working state and
versa [21]. Therefore, the EMR amplitude is highly depen-standby state, DDR memory operations do produce (leak)
dent on the memory workload. EMR signals, of whichthe frequency spectrum features
a series of energy peaks distributed over around 1 MHz

Memory EMR analysis. The simplest form of a mem-
jear the memory clock frequencyfq (e.g., 850MHz)

ory clock is a sine wave [15]. However, such a single-carrie
clock can lead to excessive EMR intensity that may violate S€cond, an auto-correlation of the peak frequencies con-
the regulatory requirement for electromagnetic compatibility, "M thatthe frequency interval (i.e., fm) between consecu-
Modern clock generators instead adopt spread spectrum clodi@ Peaks is constantagreeing well with the above analysis.
(SSC) techniques [ , ]' which distributes the EMR energfor instancefy, =31.25 kHz aijld 31.16 KHz, for DDR3-1700
asVesc(t) = Acos D fot + %sin(Zp frt), wherefq is the cen- ~ and the DDR2-1600, respectively.

ter frequency of the memory clock;, andDf are the modu- Third, the results also demonstrate tttze amplitude of
lation frequency and peak frequency offset, respectively. Th&emory EMR varies with the memory workload. With
descriptions of used symbols are listed in Appendix A. Duethe presence of intensive workload, the amplitudes of all en-
to stability requirements, the clock signdls{t) has to go  €rgy peaks escalate signi cantly compared with the standby
through a band_pass lter for harmonic Components Suppressta.te. Yet the workload does not affect the locations of the

sion. Then the energy of the memory EMR is non-zero onlyfrequency peaks, which corroborates the analysis in Eqn. (1).

at frequencied,,, where the frequency of thieth non-zero Fourth, we further measure the correlation between scene
memory EMR can be expressed as change and the memory EMR. We ndsérong causal re-
lationship between the stimulus of camera scene changes
fri) = fo ifm: (1)  and the responsive EMR pattern By intentionally stimu-

lating scene changes with turning on/off light, the spy camera

Consequently, the memory EMR is composed of a series Qfnmediately produces responsive EMR patterns as shown in
harmoniccomponents, where the frequency interval bet\Neer]:igure 4.

consecutive harmonic componentsfig, and the rst har-

monic component is afy. Note thatfy, is a constant and

only depends on the memory hardware model. The theoret3 Threat Model

cal analysis on memory EMR has been well explained in pre-

vious literature [24, 15]. The attacker's goal is to surreptitiously record the video of
Although existing techniques and regulations on elec{privacy-sensitive environments with pre-deployed hidden spy

tromagnetic interference and electromagnetic compatibilitycameras described in Figure 1. As a detector, ESauron tries

have made much effort to reduce the unintentional EMRo detect and quickly pinpoint the above hidden spy cameras.



Figure 5: The architecture of ESauron, consisting of four major modules: Sensing of memory EMR, Separating and tracking per-device's EMRs, Stimulus-
based spy camera detection, and Pinpointing of spy cameras.

3.1 Attack Model will inevitably be various other electronic devices, especially

, . some legal or authorized camera devices, which will also gen-

We make the following assumptions about the attackers. erate EMR and interfere with the detection. However, as a
Concealment and deployment of the camerasThe at- detector, the system should know the characteristics of the

tackers are able to hide the camera anywhere in the priVatszove—mentioned devices' EMRs to mitigate such interfer-
space. For the sake of coverage, the attacker can install any e and boost detection ef ciency

number of spy cameras of the same or different brands. , limitat . . bil
Type of spy camera.The attackers can use different forms Detection range limitation. ESauron's detection capabil-

of spy cameras. Depending on the transferring methods 4 is highly dependent to the strength of emitted EMR sig-_
real-time video captures, the spy camera can be wired/ Wirer—]als' A memory can be wrapped by a perfect electromagnetic

less to a remote receiver or stored in of ine on-board mem-Shielding cage to prevent EMR leakage. ESauron’s detection

ory. Moreover, we have no restrictions on the appearance ar{&r.lgeldepenQS on how well-established the electromagnetism
the manufacturer of the spy camera. In addition, the attacke?h'eld'ng device (see Sec. 5.3.2).
may hack an innocuous camera (e.g., webcam or home se-
curity camera) used by the victim, and convert it into a spy
cam. 4 ESauron Design

Limited manipulation of camera hardware. We assume
the attackers use consumer-grade cameras. They can char]
the camera con gurations but are unable to modify the bot-
tom memory system.

H?his section, we presents the detail design of ESauron.

3.2 Capability of the Detection System 4.1 ESauron Overview
Equipment composition. The RF capturing device can cap- As depicted in Figure 5, ESauron consists of four major
ture the signal whose frequency band matches with that of thmodules within its work ow: (i) Detecting memory EMR:
EMR signal of the spy cameras. A typical detection systenESauron employs a folding algorithm that leverages the
of ESauron shall consist of the following devices: 1) broad-unique spectrum characteristics of memory EMR to accu-
band antenna that can capture the EMR signal, 2) softwaretely capture EMR signals with high sensitivitgij) Dis-
de ned radio (SDR) that can down-convert and digitize thetinguishing and tracking per-device's EMR&Sauron then
signal, 3) a plug-in miniature strobe light to bring continuousseparates the memory EMRs of different devices, and tracks
stimulus to trigger traceable and stable memory EMRs, anthe EMR pattern of each potential spy camera based on their
4) PCs that can analyze the characteristics of EMR spectrummemory clock ngerprints(iii) Stimulus-based spy camera
and run detection and localization algorithms. detection:By intentionally inducing scene changes, ESauron
Usage pattern of ESauron. The ESauron system can be excavates the causal relationship between the stimulation and
carried by a user anywhere in a given privacy-sensitive roonresponsive EMR pattern to assert the existence of a spy cam-
To achieve a better detection performance, a user can request;(iv) Pinpointing of spy camera€tSauron leverages both
the other people at the scene to keep still or leave temporarilghe sensitivity to scene changes and distance-relevant prop-
Environment. In a scene of privacy-sensitive environ- erties of memory EMR to quickly pinpoint the spy cameras'
ments, such as hotel, of ce and conference room, therdocations.



Figure 6: The spectrogram of original and d%lgure 7+ Folding-based memory EMRS extragig e g: Folding-based memory EMRs detec-
noised harmonic components. tion range.

4.2 Detecting Memory EMR i.e., thei that maximizeskPr[ilk, depends on the offset of
memory's center clock frequency, i.dfy. For the appli-
cation scenarios of ESauron, the actfiglof potential spy
cameras is unknown. So ESauron folds every posdiblie
Gfm to search for each harmonic component in the memory
EMR spectrum. Even if some harmonic components may be
4.2.1 Augmenting the strength of weak EMR signals completely overwhelmed by noise, ESauron still deduces the
potential location of the harmonic component by Eqn. (1).
Recall that the memory EMR spectrum consists of a serief this way, ESauron can accurately extract all potential har-
of evenly separated harmonic components, of whichie  monic components sourcing from memory EMRs for follow-
harmonic component is located at the frequenc§oofi fm.  up processing. Those harmonic components with the same
Based on this observation, we utilize the folding algorithmfm are grouped into a s&,,. Note that these harmonic com-
(see details in Appendix B), which is generally used for am-ponents could still originate from different devices with the

plifying periodic astronomical signals, to search for possiblesagme memory model. We will explain how to separate them
peak frequency offsef;, to extract the harmonic components, jn Sec. 4.3.

and put all extracted EMR harmonic components with the
samefy, into the same group.

To make the process computationally ef cient, instead of
performing a full spectrum scan, we investigated the typicaFven after the folding process, residual noise exists within
center clock frequencyf§ 2 Gy,) among the available DDR the extracted harmonic components3g,. The noise could
memory products in the market, and identify and checked th6ome from various sources such as nearby electric devices
intervals between each visible harmonic componépisthe ~ and the camera’s intrinsic noise. To eliminate such noise,
spectrum as the possible, referred to@%‘. In execution We employ wavelet denoising [26] to eliminate the resid-
phase, ESauron iteratively selects a spedpdrom Gy,, and ual noise from the extracted harmonic component§ip).
then scans the frequencies aroufigd SupposeR represents The signal can be decomposed into detail coef cieatg) (
the series oN frequency samples in the memory EMR spec-'e ecting high-frequency information and approximate co-
trum, andR [i][(2 [0;N])] is the amplitude of théth sample. ~ €f cients (by) re ecting low-frequency information through
The emp|0ying of fo|d|ng is to search for and aggregate thé'nulti-layer wavelets. ThrOUgh this multi-resolution decom-
energy from the EMR signals emitted from the same devicePosition, the peak frequency of memory EMRs and noise usu-
i.e., signals consisting of harmonic components separated [#Jly have different expressions at different layeraeaindby.
the same frequency samples offset, i.e., a possible candidaténally, a level-dependent reconstruction is employed using
of G{", denoted agS, To search for potential EMR harmonic all the coef cients as:
components, the spectrum is rst divided into small windows 3 *J)
of samples with sizef§, and then added in a window-wise = 4 a9, it
fashion [25] kez

We rst present ESauron's EMR sensing module, which con-
sists of folding-based memory EMR extraction and wavelet-
based denoising.

4.2.2 Wavelet based denoising

2 _(|)
ab n 2k
1k2Z

|| QJo:_,

whereg‘andﬁare rescaled discrete orthogonal functions. The
spectrogram of a typical EMR harmonic component before
and after the processing stage is shown in Figure 6, where
the SNR is improved substantially, from 9 dB to 20 dB. The
Through this folding mechanism, the energies of those harwavelet-based noise reduction is actually achieved by addi-
monic components separated tfycan be accumulated while tional processing like thresholding or Itering the wavelet
the fused noise is likely smaller due to their non-periodicity coef cients decomposition. By setting coef cients below
in the frequency domain. The position of the folding peak,certain amplitude thresholds to zero under the assumption

dN/fhe 1
Pelil= A& RIi+j ¢ 06i<fS (2)
j=0



(a) Invariantfy, (b) Dfp (c) CDF ofDfg (d) Clock drift (e) Fluctuation trend of HCs

Figure 9: The device-speci ¢ static and dynamic traits. fajs only signi cant across different devices; (i differs even across the identical devices; (c)
fo is randomly distributed between 0 and 30 kHz; (d) Each camera device has a unique clock drift pattern; and (e) Fluctuation of harmonic components' (HC)
drift pattern among two spy cameras (SP).

they manifest noise, crucial denoising is realized. Appropri-
ate threshold selection is key to balancing signal distortion
against noise removal.
To validate the effectiveness, we deploy different kinds
of devices con gured with a known DDR memory and then
use both the folding algorithm and wavelet processing to ex- _ ) i |
tract the af liated EMR harmonic components. As shown in Figure 10: Fluctuation of the correlatiofp Ure 11 Causally analy-
. . ' coef cient of each harmonic componentSIS on stimulus-triggered EMRs
Figure 7, compared with the energy threshold-based detec- patterns changes withtest.
tion method, the folding algorithm can improve the detection

rate from 79% to 99%, which means ESauron almost never

misses any harmonic components. On the other hand, tHtS: denoted @i andD;. Due to the similarfm, the separa-
false detection rate (i.e., mistaking other harmonic compoPility of their EMR features depends only dnfo. Ifthe 4 fo

nents for the target memory EMR) is decreased from 60%5 to_o small, the two devices' harmonic compon.ents will over-
to around 5%. The residual error can be further reduced ué‘-'"p in frequency. We observe that the bandwidth of all har-

ing the static/dynamic traits unique to each device (Sec. 4.3j"ONIC components is within 300 Hz, which is consistent with
evious research [15] and signi cantly smaller tharfy,

Besides, the harmonic component energy after denoising cdd e )
also signi cantly increase the SNR of received EMR and im-that randomly distributes between 0 and 20 kHz as shown in

prove sensing distance. As illustrated in Figure 8, for both19ure 9(c), in other words, implying that the static traits of
the DDR2-1600 and DDR3-1700, which are the most widely!€ memory EMR spectrum are device speci ¢ and can be ex-

used memory models by spy cameras according to our inve?—loned to identify and distinguish differe'nt devices. However,
tigation, the detection range can be up to 30 meters. due to the_randomness of the memorys center frquémcy
when4 fq is no larger than the bandwidth of harmonic com-

o o _ ponents, the static traits alone can not effectively separate the
4.3 Distinguishing Per-Device's EMRs coexisting devices.

ESauron further leverages both static and dynamic device- Dynamic traits: time-varying clock drift patterns.  For
speci c traits to differentiate different devices' EMRs in each the dynamic traits, due to the uncontrollable heating effect
group of EMR harmonic components (i.&;,,,). inside memory caused by read/write operation [27, 28], the
memory clockfy experiences continuous change in ampli-
tude and phase in the time domain as illustrated in Fig-
ure 9(d), leading to time-varying, for a speci ¢ device. Due
Static traits: center clock frequency offset. For the static  to the spread spectrum clocking, all af liated harmonic com-
traits, the offset offy, is invariable for the same devices, ponentsvssdt) on a device originating from the same clock
whereas suf ciently diverse across different devices as showsourceVqk(t), hence producing the same uctuation trend for
in Figure 9(a), which should be attributed to the different fy. Figure 9(e) plots the traces of frequency drift of two de-
modulation frequencies of their clock generators. In comparvices with the same DDR memory. We observe completely
ison, due to the imperfect manufacturing process, there existiifferent uctuations, implying that even when two devices
an intrinsic center clock frequency offsétfo between DDR  have identical static traits, namel§o( fm, 4 fo), their EMR
memory products even with the same model as shown in Figharmonic components can still be effectively separated by ex-
ure 9(b). ploiting the dynamic traits. The highly diverse EMR patterns

To examine whether the statc fg is suf ciently diverse, present device-speci c traits for discriminating multiple po-
we select an arbitrary pair of identical DDR memory prod-tential spy cameras.

4.3.1 Device-speci c EMR traits
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